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abstract: In their article titled ”Cryptography Based on the Matrices”, A. Chillali et al. introduce a new
cryptographic method based on matrices over a finite field Fpn , where p is a prime number. In this paper, we
will generate this method in a new group of square block matrices based on an elliptic curve, called ”elliptic”
matrices.
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1. Introduction

In the paper [14], Varadharajan proposed a noncommutative group as a platform group for DH-key
exchange, which was later cryptographically analyzed using eigenvalues and Jordan form in the paper
[12]. Subsequently, the use of non-commutative groups and rings in public-key cryptography has attracted
much attention [4], [5], [6], [15], [17].

In [17], A. Chillali et al. introduce a new cryptographic method based on a non-commutative group
matrix over a finite field Fpn , where p is a prime number. As described in [7], [8], [11], [12], [13], some
properties of matrices such as determinant, eigenvalues, and Cayley-Hamilton theorem can be used to
develop attacks against this protocol. Such attacks reduce DLP on the group of invertible matrices to
DLP on finite fields or to a simple factorization problem. To avoid this reduction of DLP on the matrix
group to that on finite fields, we will introduce a matrix group over an elliptic curve and its diagonal
in Zn, under a new matrix multiplication operation, and consequently, go from DLP to (ECDLP )
which is the fundamental factor of elliptic curve cryptography and matching-based cryptography. It
has been a major investigation area in number theory and cryptography for many decades [1], [2], [3],
[9], [10], [16]. Hence, the main idea of this work is the design of some public key exchange protocols
over a noncommutative ring, in particular over the ring of ”elliptic” matrix, whose security is based on
ECDLP . In other words, we propose a new key exchange protocol based on matrices with the following

form M(B1, B2, B3) =

(

B1 B2

0 B3

)

called ”elliptic” matrices, where B1, B2, B3 are three-dimensional
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matrices constructed over an elliptic curve whose diagonal elements are in Zn. In addition, we investigate
the complexity and security of the key exchange protocol.

The rest of the paper is organized as follows. In Sec. 2, we define the non-commutative ring of elliptic
matrices and give an example of matrix multiplication on this ring. In Sec. 3, a key exchange protocol is
explained and the security and complexity of the protocol are provided. In Sec. 4, we propose a numerical
Example.

2. Ring of ”elliptic” matrices

Let E be an elliptic curve over a finite field K, P is a point of higher-order n and G is the group
generated by P . In this section, we present the theoretical concept for our encryption scheme by using the

matrix-ring ℵ, with the following form, ℵ =











a1 P1 P2

Q3 a2 P3

Q2 Q1 a3



 | ai ∈ Zn, Qi, Pi ∈ G, i ∈ {1, 2, 3}







.

2.1. The Ring ℵ

In this subsection, we will define on ℵ two internal laws called addition + and multiplication ⋆ as

follows, let X =





a1 P1 P2

Q3 a2 P3

Q2 Q1 a3



 and Y =





b1 P ′

1 P ′

2

Q′

3 b2 P ′

3

Q′

2 Q′

1 b3



 be two elements in ℵ, then

X + Y =





a1 + b1 P1 + P ′

1 P2 + P ′

2

Q3 + Q′

3 a2 + b2 P3 + P ′

3

Q2 + Q′
2 Q1 + Q′

1 a3 + b3



 ,

X ⋆ Y =





a1b1 b2P1 + a1P ′

1 b3P2 + a1P2

b1Q3 + a2Q′

3 a2b2 b3P3 + a2P3

b1Q2 + a3Q′
2 b2Q1 + a3Q′

1 a3b3



 .

Lemma 2.1. The set ℵ together with addition ”+” and multiplication ”⋆” is a unitary noncommutative

ring with identities,

1ℵ =





1 [0 : 1 : 0] [0 : 1 : 0]
[0 : 1 : 0] 1 [0 : 1 : 0]
[0 : 1 : 0] [0 : 1 : 0] 1



 and 0ℵ =





0 [0 : 1 : 0] [0 : 1 : 0]
[0 : 1 : 0] 0 [0 : 1 : 0]
[0 : 1 : 0] [0 : 1 : 0] 0



 .

Proof. Let X =





a1 P1 P2

Q3 a2 P3

Q2 Q1 a3



 , Y =





b1 P ′

1 P ′

2

Q′

3 b2 P ′

3

Q′

2 Q′

1 b3



 and Z =





c1 P ”1 P ”2

Q”3 c2 P ”3

Q”2 Q”1 c3



 be ele-

ments in ℵ, then

• Associativity:
We start with the product law ” ⋆ ”,

(X ⋆ Y ) ⋆ Z =





a1b1 b2P1 + a1P ′
1 b3P2 + a1P ′

2

b1Q3 + a2Q′

3 a2b2 b3P3 + a2P ′

3

b1Q2 + a3Q′

2 b2Q1 + a3Q′

1 a3b3



 ⋆





c1 P ”1 P ”2

Q”3 c2 P ”3

Q”2 Q”1 c3





=





a1b1c1 b2c2P1 + a1c2P ′

1 + a1b1P ”1 b3c3P2 + a1c3P ′

2 + a1b1P ”2

b1c1Q3 + a2c1Q′

3 + a2b2Q”3 a2b2c2 b3c3P3 + a2c3P ′

3 + a2b2P ”3

b1c1Q2 + a3c1Q′

2 + a3b3Q”2 b2c2Q1 + a3c2Q′

1 + a3b3Q”1 a3b3c3





and,

X ⋆ (Y ⋆ Z) =





a1 P1 P2

Q3 a2 P3

Q2 Q1 a3



 ⋆





b1c1 c2P ′

1 + b1P ”1 c3P ′

2 + b1P ′

2

c1Q′

3 + b2Q”3 b2c2 c3P ′

3 + b2P ′

3

c1Q′

2 + b3Q”2 c2Q′

1 + b3Q”1 b3c3




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=





a1b1c1 b2c2P1 + a1c2P ′

1 + a1b1P ”1 b3c3P2 + a1c3P ′

2 + a1b1P ”2

b1c1Q3 + a2c1Q′

3 + a2b2Q”3 a2b2c2 b3c3P3 + a2c3P ′

3 + a2b2P ”3

b1c1Q2 + a3c1Q′
2 + a3b3Q”2 b2c2Q1 + a3c2Q′

1 + a3b3Q”1 a3b3c3





Hence, (X ⋆ Y ) ⋆ Z = X ⋆ (Y ⋆ Z).
On the other hand, in the same way, we find that (X + Y ) + Z = X + (Y + Z).

• Commutativity:
Generally, it’s clear that: (X ⋆ Y ) 6= (Y ⋆ X). So, ⋆ is not commutative, but + is commutative law.

• Distributivity:
We shall prove that (X + Y ) ⋆ Z = X ⋆ Z + Y ⋆ Z and Z ⋆ (X + Y ) = Z ⋆ X + Z ⋆ Y .
So, for the first equality (X + Y ) ⋆ Z = X ⋆ Z + Y ⋆ Z, we have

(X + Y ) ⋆ Z =





a1 + b1 P1 + P ′
1 P2 + P ′

2

Q3 + Q′

3 a2 + b2 P3 + P ′

3

Q2 + Q′

2 Q1 + Q′

1 a3 + b3



 ⋆





c1 P ”1 P ”2

Q”3 c2 P ”3

Q”2 Q”1 c3





=





(a1 + b1)c1 c2(P1 + P ′
1) + (a1 + b1)P ”1 c3(P2 + P ′

2) + (a1 + b1)P ”2

c1(Q3 + Q′

3) + (a2 + b2)Q”3 (a2 + b2)c2 c3(P3 + P ′

3) + (a2 + b2)P ”3

c1(Q2 + Q′

2) + (a3 + b3)Q”2 c2(Q1 + Q′

1) + (a3 + b3)Q”1 (a3 + b3)c3



 ,

and, X ⋆ Z + Y ⋆ Z =





a1c1 + b1c1 c2P1 + c2P ′
1 + (a1 + b1)P ”1 c3P2 + c3P ′

2 + (a1 + b1)P ”2

c1Q3 + c1Q′

3 + (a2 + b2)Q”3 a2c2 + b2c2 c3P3 + c3P ′

3 + (a2 + b2)P ”3

c1Q2 + c1Q′

2 + (a3 + b3)Q”2 c2Q1 + c2Q′

1 + (a3 + b3)Q”1 a3c3 + b3c3



 .

Hence, (X + Y ) ⋆ Z = X ⋆ Z + Y ⋆ Z.

Similarly for the second equality.

• Additive inverses, ∀X =





a1 P1 P2

Q3 a2 P3

Q2 Q1 a3



 ∈ ℵ, we have X + (−X) = 0ℵ, with

(−X) =





−a1 −P1 −P2

−Q3 −a2 −P3

−Q2 −Q1 −a3





is called the additive inverse of X .

�

The next proposition characterize the set of invertible elements in ℵ.

Proposition 2.2. Let X =





a1 P1 P2

Q3 a2 P3

Q2 Q1 a3



 ∈ ℵ, X is invertible if only if ai∧n = 1 for all i ∈ {1, 2, 3},

in this case we have,

X⋆(−1) =





a−1
1 −a−1

1 a−1
2 P1 −a−1

1 a−1
3 P2

−a−1
1 a−1

2 Q3 a−1
2 −a−1

2 a−1
3 P3

−a−1
1 a−1

3 Q2 −a−1
2 a−1

3 Q1 a−1
3



 ∈ ℵ.
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Proof. Let Y =





b1 P ′

1 P ′

2

Q′

3 b2 P ′

3

Q′
2 Q′

1 b3



 the inverse of X , we have: X ⋆ Y = Y ⋆ X = 1ℵ.

So,

X ⋆ Y =





a1b1 b2P1 + a1P ′
1 b3P2 + a1P ′

2

b1Q3 + a2Q′

3 a2b2 b3P3 + a2P ′

3

b1Q2 + a3Q′

2 b2Q1 + a3Q′

1 a3b3



 =





1 [0 : 1 : 0] [0 : 1 : 0]
[0 : 1 : 0] 1 [0 : 1 : 0]
[0 : 1 : 0] [0 : 1 : 0] 1



 ,

and

Y ⋆ X =





a1b1 b1P1 + a2P ′
1 b1P2 + a3P ′

2

b2Q3 + a1Q′

3 a2b2 b2P3 + a3P ′

3

b3Q2 + a1Q′

2 b3Q1 + a2Q′

1 a3b3



 =





1 [0 : 1 : 0] [0 : 1 : 0]
[0 : 1 : 0] 1 [0 : 1 : 0]
[0 : 1 : 0] [0 : 1 : 0] 1



 .

Thus, aibi ≡ 1[n] for all i ∈ {1, 2, 3} and

b2P1 + a1P ′

1 = [0 : 1 : 0],

b3P2 + a1P ′

2 = [0 : 1 : 0],

b3P3 + a2P ′

3 = [0 : 1 : 0],

b2Q1 + a3Q′

1 = [0 : 1 : 0],

b1Q2 + a3Q′

2 = [0 : 1 : 0],

b1Q3 + a2Q′

3 = [0 : 1 : 0].

Therefore, X is invertible if only if ai ∧ n = 1 for all i ∈ {1, 2, 3}, in this case we have, bi = a−1
i for all

i ∈ {1, 2, 3} and
P ′

1 = −a−1
1 a−1

2 P1,

P ′

2 = −a−1
1 a−1

3 P2,

P ′

3 = −a−1
2 a−1

3 P3,

Q′

1 = −a−1
3 a−1

2 Q1,

Q′

2 = −a−1
3 a−1

1 Q2,

Q′

3 = −a−1
2 a−1

1 Q3.

So,

X⋆(−1) =





a−1
1 −a−1

1 a−1
2 P1 −a−1

1 a−1
3 P2

−a−1
1 a−1

2 Q3 a−1
2 −a−1

2 a−1
3 P3

−a−1
1 a−1

3 Q2 −a−1
2 a−1

3 Q1 a−1
3



 ∈ ℵ.

�

Lemma 2.3. Let k be a positive integer. Then if X =





a1 P1 P2

Q3 a2 P3

Q2 Q1 a3



 is an element of ℵ, the k-power

of X can be given by X⋆k =





ak
1 λ1,kP1 λ2,kP2

λ1,kQ3 ak
2 λ3,kP3

λ2,kQ2 λ3,kQ1 ak
3



, where

λ1,k =
∑

i+j=k−1

ai
1a

j
2 (2.1)

λ2,k =
∑

i+j=k−1

ai
1a

j
3 (2.2)

λ3,k =
∑

i+j=k−1

ai
2a

j
3 (2.3)
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Proof. Using a proof by induction on k. For k = 1, we have λi,1 = 1 for all i ∈ {1, 2, 3}, then X⋆1 = X

Let k ≥ 1. Assume the induction hypothesis, for a given value k ≥ 1, the single case

λ1,k =
∑

i+j=k−1

ai
1a

j
2 (2.4)

λ2,k =
∑

i+j=k−1

ai
1a

j
3 (2.5)

λ3,k =
∑

i+j=k−1

ai
2a

j
3 (2.6)

is true, and proof that we have,

λ1,k+1 =
∑

i+j=k

ai
1a

j
2 (2.7)

λ2,k+1 =
∑

i+j=k

ai
1a

j
3 (2.8)

λ3,k+1 =
∑

i+j=k

ai
2a

j
3 (2.9)

so, we have

X⋆(k+1) =





ak
1 λ1,kP1 λ2,kP2

λ1,kQ3 ak
2 λ3,kP3

λ2,kQ2 λ3,kQ1 ak
3



 ⋆





a1 P1 P2

Q3 a2 P3

Q2 Q1 a3



 .

Then,

X⋆(k+1) =





ak+1
1 (ak

1 + a2λ1,k)P1 (ak
1 + a3λ2,k)P2

(ak
2 + a1λ1,k)Q3 ak+1

2 (ak
2 + a3λ3,k)P3

(ak
3 + a1λ2,k)Q2 (ak

3 + a2λ3,k)Q1 ak+1
3



 .

Thus,

λ1,k+1 = ak
1 + a2λ1,k = ak

1 + a2

∑

i+j=k−1

ai
1a

j
2

=
∑

i+j=k

ai
1a

j
2,

λ2,k+1 = ak
1 + a3λ2,k = ak

1 + a3

∑

i+j=k−1

ai
1a

j
3

=
∑

i+j=k

ai
1a

j
3,

λ3,k+1 = ak
2 + a3λ3,k = ak

2 + a3

∑

i+j=k−1

ai
2a

j
3

=
∑

i+j=k

ai
2a

j
3.

We conclude that, ∀k ≥ 1,

λ1,k =
∑

i+j=k−1

ai
1a

j
2,

λ2,k =
∑

i+j=k−1

ai
1a

j
3,

λ3,k =
∑

i+j=k−1

ai
2a

j
3,

hence the result. �
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We have ⋆ is a noncommutative law, so in the following proposition we will characterize the set of

matrices in ℵ that commute with such a matrix X =





a1 n1P n2P

m3P a2 n3P

m2P m1P a3



.

Definition 2.4. The centralizer of the matrix X over ℵ is defined as follows

Cℵ(X) = {Y ∈ ℵ | X ⋆ Y = Y ⋆ X}.

Proposition 2.5. With the same notation as above, we have Y =





b1 e1P e2P

f3P b2 e3P

f2P f1P b3



 ∈ Cℵ(X) if

and only if







b1 = b2 , n2f2 = m2e2 and n3f1 = m1e3, if a1 = a2 and a2 − a3 6= 0;
bi = bj for i 6= j, if ai = aj for i 6= j;
n1f3 = m3e1, n2f2 = m2e2 and n3f1 = m1e3, if ai − aj 6= 0 for i 6= j.

Proof. Since,

X ⋆ Y =





a1b1 b2n1P + a1e1P b3n2P + a1e2P

b1m3P + a2f3P a2b2 b3n3P + a2e3P

b1m2P + a3f2P b2m1P + a3f1P a3b3



 ,

and

Y ⋆ X =





a1b1 b1n1P + a2e1P b1n2P + a3e2P

b2m3P + a1f3P a2b2 b2n3P + a3e3P

b3m2P + a1f2P b3m1P + a2f1P a3b3



 .

And with comparative calculations we find the result. �

2.2. The ”elliptic” matrices

In the following, we present the theoretical concept for our encryption scheme by using the elliptic

matrix M(B1, B2, B3) =

(

B1 B2

0 B3

)

where Bi ∈ ℵ for all i ∈ {1, 2, 3}.

Lemma 2.6. With the same notations as above, we have the k-power of an elliptic matrix as follows,

M(B1, B2, B3)⋆k =

(

B⋆k
1 Tk

0 B⋆k
3

)

for all k ∈ N
∗

with Tk =
∑k−1

i=0 B
⋆(k−1−i)
1 B2B⋆i

3 .

Proof. Fix an arbitrary matrices B1, B2 and B3 in ℵ, and let M(B1, B2, B3)k be the statement. We give
the proof by induction on k, we have

M(B1, B2, B3)⋆1 =

(

B⋆1
1 T1

0 B⋆1
3

)

=

(

B1 B2

0 B3

)

= M(B1, B2, B3)

then our Lemma is true for k = 1.
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We assume the recurrence hypothesis, M(B1, B2, B3)⋆k =

(

B⋆k
1 Tk

0 B⋆k
3

)

for certain k. So, We have

M(B1, B2, B3)⋆(k+1) = (M(B1, B2, B3))⋆k ⋆ M(B1, B2, B3)

=

(

B⋆k
1 Tk

0 B⋆k
3

)

⋆

(

B1 B2

0 B3

)

=

(

B⋆k
1 ⋆ B1 Bk

1 B2 + Tk ⋆ B3

0 B⋆k
3 ⋆ B3

)

=

(

B
⋆(k+1)
1 Bk

1 B2 + (
∑k−1

i=0 B
⋆(k−1−i)
1 B2B⋆i

3 ) ⋆ B3

0 B
⋆(k+1)
3

)

=

(

B
⋆(k+1)
1 Bk

1 B2 +
∑k−1

i=0 B
⋆(k−1−i)
1 B2B

⋆(i+1)
3

0 B
⋆(k+1)
3

)

=

(

B
⋆(k+1)
1 Bk

1 B2 +
∑k

j=1 B
⋆(k−j)
1 B2B

⋆j
3

0 B
⋆(k+1)
3

)

=

(

B
⋆(k+1)
1

∑k

j=0 B
⋆(k−j)
1 B2B

⋆j
3

0 B
⋆(k+1)
3

)

=

(

B
⋆(k+1)
1 Tk+1

0 B
⋆(k+1)
3

)

.

Hence the result. �

3. Encryption Schemes using the ”elliptic” matrices

In this section we will construct an encryption scheme using the matrix M(B1, B2, B3).

3.1. Cryptographic Protocols

This sub-section describes some public-key encryption and key establishment schemes. Surveys the
state-of-the-art in algorithms for solving the following classical problem(ECDLP) find an integer a, if it
exists, such that Q = aP , with P and Q being well-defined points of this elliptic curve, whose intractability
is necessary for the security of our cryptographic schemes.

• Key exchange protocol

Alice and Bob agree on public prime number p and a point P over an elliptic curve E(Fq) of order
n, where q is a power of p.

First Alice chooses two matrices (A, A1) ∈ ℵ and publish the pair (A, Cℵ(A1)), in the same way,
Bob chooses two matrices (B, B2) ∈ ℵ and publish the pair (B, Cℵ(B2)).
Alice chooses private keys: k ∈ N

∗ and A2 ∈ Cℵ(B2). She calculated the matrix

(M(A1, A + B, A2))⋆k =

(

A⋆k
1 Tk

0 A⋆k
2

)

and send Tk to Bob.
In turn, Bob chooses private keys, t ∈ N

∗ and B1 ∈ Cℵ(A1). He calculated the matrix

(M(B1, A + B, B2))⋆t =

(

B⋆t
1 Et

0 B⋆t
2

)
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and send Et to Alice.
With their private keys k and t, Alice and Bob calculate separately the matrices:

Alice :M(A1, Et, A2)⋆k =

(

A⋆k
1 Et,k

0 A⋆k
2

)

(3.1)

Bob :M(B1, Tk, B2)⋆t =

(

B⋆t
1 Tk,t

0 B⋆t
2

)

(3.2)

Lemma 3.1. With the same notation as above, we have Et,k = Tk,t.

Proof. We have,

Tk,t =

t−1
∑

i=0

Bt−i−1
1 TkBi

2

=

t−1
∑

i=0

Bt−i−1
1





k−1
∑

j=0

A
k−1−j
1 (A + B)Aj

2



Bi
2

=

t−1
∑

i=0

k−1
∑

j=0

Bt−i−1
1 A

k−1−j
1 (A + B)Aj

2Bi
2

and

Et,k =

k−1
∑

j=0

A
k−j−1
1 EtA

j
2

=

k−1
∑

j=0

A
k−j−1
1

(

t−1
∑

i=0

Bt−1−i
1 (A + B)Bi

2

)

A
j
2

=
k−1
∑

j=0

t−1
∑

i=0

A
k−j−1
1 Bt−1−i

1 (A + B)Bi
2A

j
2

or, B1 ∈ Cℵ(A1) and A2 ∈ Cℵ(B2), it follows that Tk,t = Et,k. �

Corollary 3.2. The secret key of Alice and Bob is the matrix Φ = Et,k = Tk,t.

3.2. Security of this protocol

The set Cℵ(B2), Cℵ(A1) and the matrices A, B are public. If another person wants to compute the
secret key Φ, it must solve the following equation:
∑k−1

i=0 Ak−1−i
1 (A + B)Ai

2 = Tk whose unknowns the matrices A1, A2 and the natural number k.

In other words, to find the key, it is necessary(not sufficient) to solve the following classical problem,
find an integer a, if it exists, such that Q = aP .

Proposition 3.3. The complexity to calculate the key Φ is O
(

3tk
)

.

Proof. The encryption scheme using a matrix over ℵ of order 3, will use a key Φ of size O(3), as
described previously. Since

Φ =

k−1
∑

i=0

t−1
∑

j=0

A
t−1−j
1 Bk−1−i

1 (A + B)Bi
2A

j
2,

we have the complexity to calculate the key Φ is O
(

3tk
)

. �
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3.3. Encryption of message

Let Φ be a secret key exchanged by Alice and Bob. If Φ refers to the unit matrix and is invertible,
let ∇ be the message that Alice wants to send to Bob, ∇ is a matrix of the same size as Φ. The
encryption message

△ = eΦ(∇) = Φ ⋆ ∇ ⋆ Φ−1

otherwise, we return to the key exchange protocol.

Lemma 3.4. Let ∇1, ∇2 be two messages and for all invertible key not equal to unit matrix, Φ, we

have:
eΦ (∇1 + ∇2) = eΦ (∇1) + eΦ (∇2) ,

eΦ (∇1 ⋆ ∇2) = eΦ (∇1) ⋆ eΦ (∇2) .

Proof. We have:

eΦ (∇1 + ∇2) = Φ ⋆ (∇1 + ∇2) ⋆ Φ−1

= (Φ ⋆ ∇1 + Φ ⋆ ∇2) ⋆ Φ−1

= Φ ⋆ ∇1 ⋆ Φ−1 + Φ ⋆ ∇2 ⋆ Φ−1

= eΦ (∇1) + eΦ (∇2)

and
eΦ (∇1 ⋆ ∇2) = Φ ⋆ (∇1 ⋆ ∇2) ⋆ Φ−1

= Φ ⋆ ∇1 ⋆ Φ−1 ⋆ Φ ⋆ ∇2 ⋆ Φ−1

= eΦ (∇1) ⋆ eΦ (∇2) .

�

Remark 3.5. This encryption message is a fully homomorphic encryption that allows calculations

to be performed on the ciphertext, producing an encrypted result that, when decrypted, matches the

result of the operations performed on the plaintext.

3.4. Decryption of message

When Bob receives the encrypted message △ sent by Alice, it uses a decryption function to decrypt
it. This function noted dΦ is defined as follows:

dΦ(△) = Φ−1 ⋆ ∇ ⋆ Φ.

Lemma 3.6. For all message ∇, we have dΦ ◦ eΦ(∇) = ∇.

Proof. We have:

dΦ ◦ eΦ(∇) = dΦ (eΦ(∇))

= Φ−1 ⋆ eΦ(∇) ⋆ Φ

= Φ−1 ⋆ Φ ⋆ ∇ ⋆ Φ−1 ⋆ Φ

= ∇

�

Remark 3.7. The security of this cryptosystem is based on,

• the difficulty in computing the key Φ whose complexity is O
(

3tk
)

,

• the discrete logarithm problem on an elliptic curve.
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4. Numerical example

Alice and Bob choose a large prime number p, r ∈ N
∗ and a point P over an elliptic curve E(Fpr )

of a large order n > 1032.
First Alice chooses two matrices in ℵ,

A =





1 P1,A P2,A

Q3,A 2 P3,A

Q2,A Q1,A 3



 , A1 =





1 P1,A1
P2,A1

Q3,A1
2 P3,A1

Q2,A1
Q1,A1

3





and publish the pair (A, Cℵ(A1)), in the same way, Bob chooses two matrices in ℵ,

B =





5 P1,B P2,B

Q3,B 2 P3,B

Q2,B Q1,B 3



 , B2 =





3 P1,B2
P2,B2

Q3,B2
4 P3,B2

Q2,B2
Q1,B2

2





and publish the pair (B, Cℵ(B2)).
To simplify the verification of our method, we will give the points of the matrices A, B, A1 and B2

as a function of the point P .
So, consider

A =





1 P P

2P 2 P

2P 2P 3



 , B =





5 2P P

2P 2 O

2P O 3





A1 =





1 P 2P

3P 2 3P

2P P 3



 , B2 =





3 P P

P 4 2P

P 5P 2





Alice choose a private keys, k = 19, and a matrix

A2 =





2 P P

P 3 2P

P 5P 1



 ∈ Cℵ(B2).

She calculated the matrix

(M(A1, A + B, A2))⋆19 =

(

A⋆19
1 T19

0 A⋆19
2

)

Where

T19 =

18
∑

i=0

A
⋆(18−i)
1 (A + B)A⋆i

2 (4.1)

=





3145722 7549456659P 3489929930P

4727164798P 4646948716 15096291883P

15097864744P 141216865400P 3486784398



 (4.2)

and send it to Bob.

In turn, Bob choose a private keys, t = 28, and a matrix B1 =





1 2P 4P

6P 3 6P

4P 2P 5



 ∈ Cℵ(A1). He

calculated the matrix

(M(B1, A + B, B2))⋆28 =

(

B⋆28
1 E28

0 B⋆28
2

)

Where
E28 =

∑27
i=0 B

⋆(27−i)
1 (A + B)B⋆i

2

=





68630377364880 408166228667740245P 74505874596394420668P

291776278982230708P 288138868981891900 223805076368081713309P

223517166263534710094P 594245099411470048724P 74505805968701410338



 and send it
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to Alice.
With their private keys k and t, Alice and Bob calculate separately the matrices:

Alice :M(A1, E28, A2)⋆19 =

(

A⋆19
1 E28,19

0 A⋆19
2

)

(4.3)

Bob :M(B1, T19, B2)⋆28 =

(

B⋆28
1 T19,28

0 B⋆28
2

)

(4.4)

Where, E28,19 =





a1 a2P a3P

a4P a5 a6P

a7P a8P a9



 with,

a1 = 35982014657500840560,

a2 = 404533071565054858267653465,

a3 = 43297613671329240254353821864,

a4 = 334760671333538877528486148,

a5 = 334741636811273697988950100,

a6 = 130227582290981803520657526727,

a7 = 302926833097405076688364256534,

a8 = 5638865124033116058442340338994,

a9 = 43297613635347225647855717754,

and, T19,28 =





b1 b2P b3P

b4P b5 b6P

b7P b8P b9



 with,

b1 = 35982014657500840560,

b2 = 404533071565054858267653465,

b3 = 43297613671329240254353821864,

b4 = 334760671333538877528486148,

b5 = 334741636811273697988950100,

b6 = 130227582290981803520657526727,

b7 = 302926833097405076688364256534,

b8 = 5638865124033116058442340338994,

b9 = 43297613635347225647855717754.

Hence, E28,19 = T19,28.

Remark 4.1. In this example, from small private keys k = 19 and l = 28, we have constructed a large

private key:

Φ =





a1 a2P a3P

a4P a5 a6P

a7P a8P a9



 .

5. Conclusion

In this paper we have shown how noncommutative rings can be used in order to provide protocols
that allow a key exchange in a secure manner. More precisely, we give a protocols based on the ring of
the ”elliptic” matrix, for an elliptic curve over Fq. This protocol improves the matrix-based key exchange
protocol. We use a matrix whose coefficients are in an elliptic curve and whose diagonal elements are in
Zn, that are part of each user’s private key. Thus, an attacker who wants to recover the shared secret
must obtain summation:

k−1
∑

i=0

Ak−1−i
1 (A + B)Ai

2 = Tk (5.1)

whose unknowns the matrices A1, A2 and the natural number k.

The security of this Cryptosystem is based on,
• the difficulty in computing the key Φ,
• the ECDLP problem; find an integer a, if it exists, such that Q = aP , with P and Q being well defined
points of elliptic curve.
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