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DNA Encoding Scheme Based on Biological Operations
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ABSTRACT: In this paper, we propose a new approach in symmetric key cryptography which consists of
two rounds of processing for delivering information security services (Authentication, Integrity, and Confiden-
tiality). In the first round, a CSPRNG is generated using C# based on a secure seed then is coded using a
biological DNA operation to be used as a random key for OTP. In the second round of processing, the XOR
arithmetic operation is used as an encryption technique. Our proposed system is more secure compared to
the conventional binary coding encryption technique because the symmetric key goes through the biological
process which adds confusion and making it more difficult to decrypt the cipher data. Using a message digest
produced by MD5, the suggested method also ensures integrity.

Key Words: DNA cryptography, Biological operations, Central dogma of molecular biology, One
time pad, Modified D-H algorithm.
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1. Introduction

When data is transmitted or stored, it is frequently protected using cryptography; a technique for
encoding and decoding data that renders it inaccessible to unauthorized parts. Cryptography is linked
to information security traits like authentication, secrecy, non-repudiation, and integrity, by developing
and assessing procedures that are resistant to the influence of adversaries [17].

Information security professionals discovered that binary computers (digital computers), particularly
in data storage and calculation operations, have a number of physical limitations. Therefore they concen-
trated on DNA computers (bio-molecular computers) and quantum computers [11]. DNA computing is
expanding in the current time. It is offering a brand new data structure and evaluating methods for the
parallel processing abilities of molecules. With the advancement of DNA computing, DNA cryptography
got its beginnings.

One-time pad (OTP) is a key generation principle used with the stream ciphering technique, in the
world of cryptography, OTP is referred to be a perfect secrecy algorithm. OTP is a type of encryption
cipher that solely use the key or pad, its secret key is a lengthy string of bits that were selected at
random. The confidentiality of the keys, which must be unpredictable, is essential to the OTP’s security
[16]. OTP have a major limitation in that a large key needs to be generated, transmitted, and saved by
the parties communicating in total secrecy.

In practice, a pseudorandom generating key is used in place of this truly random key. It is generated
from an initial seed during the encryption and decryption processes using a sequence generator, such as
a shift register with nonlinear feedbacks. The only part of this system that is kept secret is the seed,
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a relatively small number that is selected at random to describe the beginning state of the sequence
generator [15].

Data is hidden using DNA sequences in cryptography, which can be accomplished using a variety of
biological technologies. In recent years, the use of data hiding techniques to transmit secret information
has become more widespread. Methods for data hiding based on DNA sequences have drawn a lot of
attention, they showed a capability to thwart malicious entry and guarantee a secure transfer. Therefore
numerous DNA-based cryptography approaches were presented to address the problem of data hiding.
In [1] a two stage encryption scheme based on DNA sequence has been shown. By generating a random
key in the first stage, plaintext is encrypted. In the second stage, the plaintext is once more encrypted
to create the ciphertext. Additionally, the inventors of this encryption algorithm used a shared key to
both encrypt and decrypt the intended message, based on a symmetric key cryptography scheme. Two
steps are maintained to encrypt the original key. Such a key is sent over a different secure channel
from the one being used to transport the ciphertext. According to [11], a cipher algorithm utilizing
mathematical operations and biological phenomena was devised. Based on the conversion of DNA to
RNA, a symmetric key generation system is created using biological processes. The arithmetic procedure
utilized as an encryption method is the XOR operator. The suggested algorithm is a digital computer
simulation of a biological function that might not fully take advantage of biological composition in terms
of storage and parallel processing.

A revolutionary cryptosystem for safe data transfer was proposed in [12], the plaintext is subject to
different cryptographic operations, and it is then transformed into a DNA sequence using a 256-bit secret
key. The DNA sequence is coded using a Mealy machine created randomly, to increase the security of
the ciphertext. The suggested system provides security against a number of intrusions. The approach
provided in [10] proposes a DNA cryptographic method based on a dynamic DNA sequence table together
with OTP, which enhances the level of data security. In order to compromise the security of the ciphertext,
the attacker must first conduct every conceivable combination of checks, which is thought to be virtually
impossible. For this reason, the suggested technique for decrypting data uses a dynamic DNA sequence
table, random DNA sequence characters, and an OTP with a randomly generated key.

In this research, we suggest simulating DNA biological processes on a digital computer for OTP en-

cryption. A CSPRNG in C# is used to generate a random binary key based on a secret seed, the binary
key is then coded using the biological processes of DNA known as (the central dogma of molecular biol-
ogy, mutation process) to produce an artificial DNA, protein, and sequence caused by mutation, which is
then used as a random (DNA, Protein, Mutated) key. The suggested method makes use of the biological
effects on DNA in order to generate secure cryptographic keys for symmetric ciphering. The NSIT test
suit is used to evaluate the randomization performance of the key generation.
The next sections are organized as follows: section 2 provides biological background information in order
to better comprehend the biological ideas underlying our algorithm. Section 3 describes the proposed
algorithm, the key generation method, integrity and confidentiality service. Section 4 contains the im-
plementation and GUI, it explains the algorithm components and forms design and functions for each
component. Section 5 involves discussions and analysis about the algorithm and the randomness test of
the generated key and compare the encryption and decryption time for the three methods of coded key
in our algorithm. Section 6 presents the main conclusions that summarize the entire work, in addition to
the future work suggestions.

2. Preliminaries
DNA in cryptography:

The fundamental component of the human body and the genetic code of all living organisms is
the biological molecule DNA, abbreviated from Deoxyribo Nucleic Acid. It is particular to each person,
present in every cell of the body, and is crucial to the identity of any living organism [2]. The identification
of DNA as the primary genetic molecule that contains all the inherited information in the chromosomes
has immediately provided a hint about its structure.

James Watson created the first 3D image of DNA on an X-ray print in 1953, showing that DNA molecules
are made up of two biopolymer strands that coil around one another inside of cells to form a double
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stranded helix that resembles to a spiral ladder [8]. Each strand of ssDNA produced by the division of
dsDNA is known as a polynucleotide as it is made up of numerous smaller units known as nucleotides
[5]. There are three main parts that make up each nucleotide:

(a) b-carbon pentose sugar,
(b) Phosphate group,
(c¢) Nitrogenous base.

The nitrogenous bases are Guanine (G), Adenine (A), Thymine (T), Cytosine (C) and Uracil (U) [3].
The nitrogenous bases in DNA can be either purines or pyrimidines in kind. Cytosine (C) and Thymine
(T') are classified as pyrimidines and Adenine (A) and Guanine (G) are termed purines. Pyrimidines only
have one ring, whereas purines have two rings.

Biological operations

Hybridization (Anneal): In a biological process called hybridization or anneal, single stranded DNA
chains or sequences are joined with other single stranded DNA to create complementary base pairs, which
are the building blocks of double stranded DNA [6].

Transcription: During transcription, an enzyme separates the two strands of double-stranded DNA. A
single-stranded messenger RNA (mRNA) is then synthesized by mapping the DNA sequence onto one
of the split DNA strands. The corresponding DNA sequence for RNA bases (U, A,G,C) is (T, A,G,C),
where uracil (U) in RNA replaces thymine (T) in DNA. Exons, which are the segments encoding infor-
mation for protein synthesis and assembly, are retained and processed, while non-coding portions called
introns are removed through splicing during transcription [14].

Translation: The transformation of DNA molecules into protein sequences is the central dogma of
molecular biology. The three letter codes that make up genetic code are known as codons, and both
DNA and RNA posses them. Transcription and translation are the two steps involved in converting DNA
into proteins. The first stage of transcription converts DNA molecules to mRNA. The translation is the
second stage, which converts an mRNA sequence into a protein [4]. The process of DNA transcription
and translation, which results in the conversion of DNA into amino acids to create protein cells. DNA is
only ever duplicated in one strand. A single gene may undergo thousands of transcriptions. The DNA
strands rejoin after transcription to create amino acids, which are then converted into protein.

DNA contains all of the genetic instructions that are required for an organism to take on form and
function. DNA nucleotide order encodes genetic information. Three nucleotide bases make up a codon,
and different codon combinations can result in different amino acids, which can then result in distinct
proteins [18]. So, in order to make a protein, the codon order is crucial.

Mutation: A mutation is a change in the genetic code [18]. It is brought on by either internal sources,
such as possible mistakes in genetic material replications, or external factors, such as chemicals and
radiations. The form of mutation known as a gene mutation takes place within a DNA gene. Gene
mutations appear in three different forms:

A) Substitution: Is a modify in a single base pair by replacing one base for another base, meaning
instead of match A—T , the wrong match is A — G. Three different kinds of substitution mutations
exist [6].

(i) Silent mutation, in which the amino acid is unaffected by the translation process.

(ii) Nonsense mutation generates a stop codon amino acid, which results in an early termination
of translation.

(iii) A missense mutation that changes the amino acid that a codon specifies.
B) Insertion: occuring when one or more bases are introduced to the DNA sequence.

C) Deletion: when one or more nucleotides are deleted from the DNA sequence.
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3. Main Results
The proposed algorithm:

This section describes the proposed DNA cryptography algorithm, which provides three key informa-
tion security services: authenticity, integrity, and confidentiality. An upgraded Diffie-Hellman protocol
enhanced with Zero-Knowledge Proof (ZKP) is used for authentication, enabling the secure exchange
of the seed. The algorithm incorporates three operations for coded key generation: DNA, the central
dogma of molecular biology, and mutation. Additionally, the integrity service utilizes the generated key
along with the message to create a digital signature, while the confidentiality service employs the XOR
function for encryption and decryption.

Authentication service:

With the help of a modified version of Diffie-Hellman that uses the zero knowledge proof protocol,
the authentication service tries to establish secure communication between sender and receiver. This key
will be used as a seed for key generation. To start the authentication process, two numbers p and g are
chosen and announced as public numbers where p (modulo) is a large prime number and g is a primitive
root of order (p—1) in the group (Z;,x) [9]. Both the sender and the receiver have access to these values.
D-H authentication is described in algorithm 1 below.

Algorithm 1 Modified Diffie-Hellman key exchange algorithm [9]

Step 1: Declare variables

p= prime number

g= primitive root of Z, .
Step 2: Sender chooses a random number x, such
that 0 <z <p
Sender calculates R;

Ry = g”mod p, then sends R; to receiver.
Step 3: Receiver chooses y, such that 0 <y < p
Receiver calculates Ry, K1 , C4

Ro = g¥ mod p

Ky = RY mod p

Cy= E(Ki,R3), then sends C; and Ry to
sender.
Step 4: Sender calculates Ko, R)

Ky = RS mod p

Ry = D(K3,Ch)
Step 5: Sender checks
If R = R)
Display receiver is honest
else
Display receiver is dishonest
Step 6: Sender calculates Co
Cy = E(K3, R1|R2)
Step 7: Receiver calculates R
Ry = D(Ky,(Ch)
Step 8: Receiver checks
If Ry =R}
Display sender is accepted
else
Display sender is rejected

The key generation step:

The sender generates a random binary key using the class cryptographically secure PRNG in C#
depending on the seed obtained from the authentication process. Then, the sender converts the key into
DNA sequence as described in algorithm 2, or converts it into a protein chain as described in algorithm
3, or applies to the key the stages of the mutation process as described in algorithm 4 to acquire the
encoded form of the key generation.
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Algorithm 2 DNA key generation algorithm

Step 1: Declare variables
M= Plaintext
Seed= Key from authentication process
Step 2: Calculate length(M)
Step 3: For i = 0 to length(M)
OTP-R(seed)= Generate random number from
[0,1]

End For
Step 4: Calculate length(OTP-R)
Step 5: For n = 0 to length(OTP-R)
Convert from binary to DNA-OTP
{A,C,G, T} « {00,01,10,11}
End For

Algorithm 3 Protein key generation algorithm

Step 1: Declare variables
M= Plaintext
Seed= Key from authentication process
Step 2: Calculate length(M)
Step 3: For i = 0 to length(M)
OTP-R(seed) = Generate random num-
ber from [0,1]
End For
Step 4: Calculate length (OTP-R)
Step 5: For n = 0 to length (OTP-R)
Convert from binary to DNA-OTP
{A,C,G, T} + {00,01,10,11}
End For
Step 6: Calculate length(DNA-OTP)
Step 7: Perform hybridization to create double
strand DNA

For k = 0 to length(DNA-OTP)
Connect complementary base pairs
dsDNA«+ {A,C,G, T}, {T,G,C, A}
End for
Step 8: Calculate length(dsDNA)
Step 9: Perform transcription to create mRNA
For f = 0 to length(dsDNA)
mRNA =U «T
End for
Step 10: Calculate length(mRNA)
Step 11: Perform translation to create protein
key
For I = 0 to length(mRNA)
Protein key = Amino-acid + mRNA
End for
Display protein key

Algorithm 4 Mutation key generation algorithm

Step 1: Declare variables

M= Plaintext

Seed= Key from authentication process
Step 2: Calculate length(M)
Step 3: For i = 0 to length(M)

OTP-R(seed)= Generate random number from
0,1]

End for

Step 4: Calculate length(OTP-R)
Step 5: Convert OTP-R to DNA-OTP

For n = 0 to length(OTP-R)

Convert from binary to DNA-OTP
{A,C,G, T} + {00,01,10,11}

End for

Step 6: Calculate length(DNA-OTP)
Step 7: Perform hybridization to create double
strand DNA

For k = 0 to length(DNA-OTP)

Connect complementary base pairs
dsDNA«+ {A,C,G,T},{T,G,C, A}

End for
Step 8: Calculate length (dsDNA)
Step 9: Perform transcription to create mRNA
For f =0 to length(dsDNA)
mRNA =U « T
End for
Step 10: Calculate length(mRNA)
Step 11: Perform mutation to create mutated
mRNA
For [ = 0 to length(mRNA)
Mutated mRNA<«+ mRNA
End for
Step 12: Calculate length(Mutated mRNA)
Step 13: Perform translation to create mutated
protein key
For m = 0 to length(Mutated mRNA)
Mutated protein key = Amino-acid < Mutated
mRNA
End for
Display mutated protein key
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Integrity service:

The integrity service is employed to make sure that the message transmitted from the sender to the
receiver is unchanged. A 128 bits long digital signature that is applied to the actual message before it
is encrypted in the following phase is the outcome of the integrity process. The integrity is described in

the following algorithm 5.

Algorithm 5 Integrity service

Step 1: Declare variables
M= Plaintext
K= Generated key from key generation
1= number of blocks
Step 2: Split the message into blocks of length
128 bits (16 characters)
M = My, Mo, M3, My, ...... M;
Step 3: Convert the blocks of message to binary
For k=0 to 1
ASCII.M; = ASCII.Getbyte(M;)
Binary.M; = ASCII.M,
End for
Step 4: Split the generated key into parts of
length 128 bits
Step 5: Convert the key to binary
For [ =0 to 128
ASCII.K = ASCII.Getbyte(K)
Binary. K = ASCII.K

End for
Step 6: XOR operation between the blocks of
message and the key
Forn=0toi
D = Digital signature
Dipy = M@K
End for
Display D
Step 7: Calculate DL
DL= Length(D)
Step 8: Convert the digital signature to DNA se-
quence
For m =0 to DL
DDNA= {4 + 00,C + 01,G « 00,T « 11}
End for
Step 9: Add the resulted digital signature to the
real message
Final message= M+DDNA

Confidentiality service:

The processes of encryption and decryption guarantee confidentiality. The XOR operation is the
method used for encryption and decryption. The final message from integrity is XORed with the produced
key from key generation to produce encrypted text. The encryption procedure is described in algorithm

6 below.
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Algorithm 6 Encryption algorithm

Step 1: Declare variables
M= Final message from integrity
K= The generated key from key generation
Step 2: Calculate length(M), length(K)
Step 3: Convert the message to binary
For k = 0 to length(M)
ASCII-M = ASCIIL Getbyte(M)
BiM= Convert.ToBinary(ASCII-M)
End for
Step 4: Calculate length(BiM)
Step 5: Convert the key to binary
For n = 0 to length(K)
ASCII-K = ASCII.Getbyte(K)
BiK = Convert.ToBinary (ASCII-K)
End for
Step 6: Calculate length(BiK)
Step 7: Calculate Pad-L

Pad-L= Max(Lenl,Len2)
Step 8: Padding left side with zeroes to be equal
Pad-BiM= PadLeft(Pad-L,0)
Pad-BiK= PadLeft(Pad-L,0)
Step 9: XOR operation between the blocks of
message and the key
For i = 0 to Pad-L
C= Pad-BiM @ Pad-BiK
End for
Display C
Step 10: Calculate length(C')
Stepll: Convert the cipher text to DNA sequence
For m = 0 to length(C)
C-DNA= {A + 00,C + 01,G + 00, T + 11}
End for
Display C-DNA

4. Experimental Results

The algorithm was implemented using Microsoft Visual Studio 2010 (Visual C#). The DNA cryp-
tography algorithm includes three methods for transformation key generation: the DNA key, the protein
key, and the mutation key. Fach method provides specific security services, with corresponding imple-
mentation windows available on both the sender and receiver sides.

Implementation of DNA cryptographic algorithm:

The DNA cryptographic algorithm is designed with windows forms (GUI). There are four primary
buttons on the system main form that deal with the system’s parts. They are:

1 Home button.

2 DNA key algorithm button.

3 Protein key algorithm button.

4 Mutation key algorithm button.
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Proposed system design:

Authentication service: The key exchange method known as modified Diffie-Hellman which is modified
with zero knowledge proof (ZKP) was utilized by the authentication service to supply a key used as a
seed in the binary random key generation.

Alice Bob
K= 8 LY Genarate X 11 Alice sends R1 to Bob >>>3>>> L oencatey. 1
R1=CG*XmadP 3
¥ = +
Alice RZ=G"YmadP |4

<=<Bob sends C1 and R2 to Alice K=R1+YmodP |3

C1=E(K.RZ) 7A-E7-2D-74-
cC-S6-Da-FC

EE Checkif Honest

7A-E7-4D-74-
CC-56-DA-FC K=R2 "X mod P |3
R2'=D(K.C1) Yy
Bob
Alice sends R1 and CZ2 to Bob S5
C8-7E-29-BO-
6B-8E-30-6B

© = Check ¥ Accent

R1'=D[K.C2) 3

{2} Senciatac2
C2=E(K.R1) C8-7E-29-BO-
6B-8E-30-6B -

Figure 4: Authentication service.

Key generation: The sender selects one of three ways to coded the key generation for each encryption
process. As part of the authentication procedure, the Diffie Hellman key is generated and is used as the
seed to generate binary key, then coded to (DNA or protein key or mutated key). As depicted in Figures

5, 6 and 7.

9

Message DMA-OTE Key Generation

| ReadFile
CCGCGCATGCCCGCAGTAAGTGTTITACCGGT

CATTACACGTITACGACTCGTGCAACAG
CCTCTACACTAATICGATGGTACTTITATCTA

Alice's Adventuresin
Waonderdand==CHAFPTER |==Down the
Raobit-Hole Alice was beginning 1o get

Length of Messoge | 3121
Scod key E

wvery tired of sitfing by her sisteron the bank,
ond of having nothing to do: once or twice
she hadpeeped into the book her sister was
reading, but 1 had nopictures or
conversations Init, “and what s the use of a
Dook, Thougnt Alice without pictures or
conversafion?' So she was considering in her
own mind (as well as she could.for the hot
ciay made her feel very slieepy and stupid),
whetherihe pleasure of making a daisy-
chain would be worth 1he froutleot getting

A DNA-OTK kew

GEACTCTGACAATCATGGACCCTAGTGA.
TMGCAGTITGGGCGGCTTATGCTCGCATC

TTCGCAAACAATTICTGCTGCAAACTGGTA

GACGAGACACAAACATGTGTAGCATAAT

CTIGGGGTAGTTACGTITGGCGCCCGGAT
CGATATGACCGGGATAAACGGGCCGTSG
CCTGTGUCAAAGGTCGTAGTTCCGATCTCD
TCGATGTCAGTITAACGGGACCACCAAGCS
CGAACAGTIGTCGGCTAACACATGGGCG
GCACGTGCTTATTAAGACTGTCTGTGATET
GCGGCCCGGGLCAGACTGTACGATTAAT

Figure 5: Key generation of DNA key algorithm.
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Annealing (Double DMNA|
ACCCCCAACCATCCGCAC
CCATGCTTICAACOAACTGG
GCCTAATGTACAGAGTATA
ACTCTAGCGGTICCTGAGAGCT
AGCTTACTCTAGAGACTITAC
CITTATGCGATAGGGCGTGCCT
ATCACTTIGGATGGAATACC
GGCCTCGATTAGTITCCCGC
TEGTCCGCTTIGCAGGTGTGA,

Transiation [Protien Key)

ACCCGEAaAAGGAUCCGCACCCTAULGCU
UCAACCAACUCGGCCCCUAAUGUACAG
AGUAUAACCAGCGGUCCUGAGAGCA
GCUACUCUAGSACACUUUVACCUUAUGSS
AUACCCGUGCCUAUCACUUGCAUGS
ALUACCCGGCCUCGAUUAGUUUCCCGC
UGUCCGCUUGTAGGUGCGAAUUUAGA

ThrArgLysasoProHisProCysPhe AsnGluLe L
yloustartTyrArgvalstopfroAlavallouArgsa
laslaThrLeuGluThrLeuProTyrGlyStop Gy Cys
LeuSerleuGhTrpAsATRrGIVL suASHSTopPhe
ProAlavVal ArgleuGinValarglleStopStartSto
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alvalArgGinLeustopThriPheGlyLeuAsp llsPr

Figure 6: Key generation of protein key algorithm.
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ACCOGCCTCCGATTAGTTICCCG
CTSTCCGCTTGCAGGTGCGAAT
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' Read Fie ACCCGCAAGGATCCS

CACCCATGCTTICAACS
AACTGGGCCTAATGTAC
AGACTATAACCAGCGG
TCCTGAGAGCAGCTACT
CTAGAGACTITACCTTAT
CCATAGCGGCTGCCTAT
CACTTIGCGATGGAATACC
GGCCTCGATTAGTTITCC

Alice's Adventuresin
Wonderand==CHAPTER |
==Down the Robbit-Hole Alice
was beginning to get very tired
of sitting by her sisteren the
bank, and of having nething to
do: once or twice she had

Seodkey %

A DNA-OTK key

Transcription (MRNA)
ACCCCCAACCAUCCG
CACCCAUGCUUCAACG
AACUGGGCCUAAUGUA
CAGAGUAUAACCAGC
GGUCCUGAGAGCAGT
UACUCUAGAGACUUUA
CCUUAUGGAULAGGGGU

Transiotion (Protien K=yl
ThrArglysAspProHisProCysPhe AsnGl
uleuGlyleustartTyrArgVaolstopPro
AlavalleuArgAlaAlaThrleuGluThrl
SUProTyrGlySTopGlyCysle USerLeus
yTrpAsnThrSlylevuAspStopPheProAl
avalAargleuGinvalArglleStopstarts
TopHIsSTopAsSpGluserHisLe UTrpThrer

Mutotion (Muioted Protien Key)
GCCCCCGCGCGEUCCE
CGCCCGUGCUUCGGC
GOGCUGGGCCUGGUG
UGCGGoGUGUGGCCG
GUGGUCCUGGGEGCG
GCUGCUCUGGGGGCUUY
UGCCUUGUGGGUGGG

AlasrgClyGlyProArgProCysPhe Gly

GlyleuGlyleuval CyvsGlyValTroPro Al
avaleuGlyAlaoAlaAlaleuGly Alale

UProOCysGlTrpGlyCysLeuSerLeu GlyT
eRGlyAlaGlyLeuGlyTroPheProAlaval
ArgleuArgvalArgvValTrovValTreArgT
rPGlyGlySerargleuTrp AQPIoGly.Arg

Figure 7: Key generation of mutation algorithm.

Integrity service: As illustrated in Figure 8, the integrity procedure divide the message into blocks of
128 bits long as well as took the key generated and split only 128 bit long from the key to generate a
digital signature of 128 bits long. This digital signature is then added to the real message to be encrypted
in the next step.
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M: tvery tired o1 MEBE -011107000070000001110710011007010717° 11000000000111100
M: sitting by her s ~ MB -01110011011010010111070001170700011( ~ 107071011
e By [ > Jr—
CGGCATGCCGCAGT 0100001101000111610001 110100001161000001 CAAAAGACAGTTCT
An 0101010001000111010000110700001101000111 ATCAATCATAAAAS
0100001101000001010001 110101010001000001 AMTTCACCCAGTAG
01000001 CGAAGTAGCTAAA
ACTGCCCGT

Figure 8: Integrity service of DNA key algorithm.
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Confidentiality service: As shown in Figure 9 below, the plaintext is concatenated with the generated
128 bits hash message from integrity, and the result is then XORed with the generated key to create the

encrypted message.

Encrypfion Time
00-00-09 582
rasssage | | Hosh Mesage
Alice’s Adventuras in
Wonderland==-CHAPTER
==Down the Rabbit-Hols
Alice was baginning 1o gst
very tired of sitting by her
sisteron the bank, and of
having nothing to do: once
or wice she hadpeeped

DMA-OTK key
CGGOATGCCGCAGTAAG
TGTTTACCGGTCATTACA
CGTTTACGACTCGTGCAA
CAGCUTOCTACACTAATIC
GATGGTACTTITATCTAGG
ACTCTGACAATCATGOAG
CCTAGTGATTGGAGTTG
GGCGGCCCATGCTCGCA

a Encrypfion
Messags Binary 1

010000010710110007110100107 10007107
1001070010011107 11001 10071000000 100
DO01071100700011107110011007010711011
1001110100011101070711007001100101
07110071001000000110100107101717000
T0000001070711107701711710717011700110
070007700707011100100170770007 7000
070711071100711001000011710700117101

D r—

07000071107000111010001110700007101
0O0a071010707T000100071110100007T10100
001107000711010000110100000710700017
11010101000100000101000007010001 11
0101010001000111010101000701010001
0101000100000101000011010000110100
071107000711010G7070001000011070000
010101010001010G1000100000101000011

Send to Bob

Binary | XOR Bnary 2

000000 100070101700701110007000000070070001110
01100710100017000170000007100070001700711010700
1001000010700700100000001 10100001 100110010001
00010011107100171100117110700117070071101000007
011000101100001011010010001100100010001001100
010177100700000001710700017000001177100011111
10000000100000101 10000017 100000010000000000000
100070001001101700071100001110010010110717117110

a Cicher toxt

ALAGCGAGGTAGTCGAGAAAGCACTATATCACGATAAAG
AGATATCCAGCAAGGCAGAAATCAATATAGAGAGCT
CGCTATTCATGGCTCAACCGAGTAAGTCAGATAGAGA
GCGAGT TAGAAATCGATAACT TACT TCGAAAGAAGTAA
CGANMCAAAAPMNCACACATCCATAATGCAGTCTIGCGG
CAACTAGGAAGATAGGCCGATATCCAGGCAGOCGCG
ACACCCAGAGAGACATCGAGGGAGAACGTAAAGTA
GTGAGTTATACCAGTCAGTCCTGCTCACGATAACGAG

Figure 9: Encryption process of DNA key algorithm.

The identical seed from the authentication procedure is used to generate key on the receiver side, and
as shown in figure 10, the cipher text then enters the decryption process to acquire the message from the
sender. As seen in Figure 11, the recipient side checks the message’s integrity.
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Decryotion

Decryption Time

L 00.00.05.545

Cioherrext

AAAGAGGTAGTGAGAAL
GCACTATATCACGATAAS
GAGATATCCAGCAAGGC
AGAAATCAATATAGAGA
GCTCGCTATTCATGGCTC
AACCTGAGTAAGTCAGAT
AGAGAGCGAGTTAGAAA
TGGATAACTTACTTGAAA

DNA-OTK Key
CGGOATGCCGCAGTAAG
TGTTTACCGGTCATTACA
CGTTTACGACTCGTGCAA
CAGCCTCTACACTAATTC
GATGGTACTTTATCTAGG
ACTCTGACAATCATGGAC
CCTAGTGATTGGAGTTG
GGOGGCCCATGCTCGCA

&) ovorveton
CipnerText Binary 1

00000010007010170010171100010000000
10010007710017100710700017000170000
007000700077007170107001007100007070
0100100000001107000017007100100070
007001170170011700711170700711107001

1101000001011000701100001011010010
0011001000100010011000101111001000
Q000111010001100000111110001111110

DNA-GTK Key Binary 2

0100001101000111010001110100001101
0000010101010001000111010000110100
0011070001710100001107000001010001
110107070007 0000010700000701000111
0101070001200117010707000101070001
0101000100200107000011010000110100
011707000177071070100070000711070000
010107070007010700071000001071000071

Binary 1 XOR Binary 2

01000001011017000170100701710001701100707100700
117071710017007000000710000070170070001711011007
100707071707110071107000771107070771100700710070
10777100170010000007707007011071700071000000101
01170710717110710717007170010007110010107117100700
1101100011000010110711100110070000111101001111
010100001 10100100001000001010700000 1070100010
0010101071001000100000010010010000101000111101

Mastage | | Hosh Message

Alice's Adventures in Wonderland==CHAPTER I==Down
the Rabbit-Hole Alice was beginning to get very tired of
sitting by her sisteron the bank, and of having nothing to
do: once or iwice she hadpeeped into the book her sister
was reading, but it had nopictures or conversations in it,
*and what is the use of a book,'thought Alice “without
pictures or corversation? So she was considering in her
own mind (as well as she could,for the hat day made her

Figure 10: Decryption process of DNA key algorithm.

126 bit Digital Signature [from Aice)

CAAAAGACA
T

AAAAAAATTCACCCAGTAGCG
AAGTAGCTAAAACTGCCOGT

Figure 11:

128 bit Digital Signature” iFrom Bob)
GTTCTATCAATCA

Messags

[ write to Taxtile

CAAAAGACAGTTICTATCAATCA
TAAAALAATTCACCCAGTAGCG
AAGTAGCTAAAACTGCCCGT

Alice's Adventuras in Wondsriand==CHAPTER |==Down the
Rabbit-Hole Alice was beginning to get very tired of sitting by her
sisteron the bank, and of navlng I]Ol.hlﬂg 10 do: onece or lwice she
|]3CIDESDBO into the book her sister was TSEIU\ﬂg_ butit had no
PiC‘l.II'SS or cornversations init, “and whatis the use of a book,"
“’IOLIQ ht Alice “without P!Cll_l res or conversaton? So she was
considering in her own mind (as well as she could,for the hot day
made her feel very sleepy and stupid), whetherthe pleasure of
making a daisy-chain would be worth the troubleof getting up and

Checking the integrity of DNA key algorithm in receiver side.

5. System Analysis and Results

Randomness test: A randomness test involves assessing the randomness of the DNA-OTP key’s
sequences. Tests were advised by the NIST (National Institute of Standards and Technology) [13,7].
These tests concentrate on different types of randomness that would not occur in created strings or
series. Every test has to fall within the 1% palette ticks range according to the guideline. The string is
regarded as non random if the rule is less than 0.01. If not, it will be taken as random. Three proposed
techniques, as shown in tables: Table 1, Table 2, and Table 3, employ a text file of 50 KB in order to
evaluate the randomness test.



DNA CRYPTOGRAPHY 13

Table 1: Randomness test for key of DNA key algorithm

Frequency 0.534146
Block frequency 0.066882 | Pass
Cumulative sums 0.739918 | Pass

Runs 0.213309 | Pass
Longest run 0.350485 | Pass
FFT 0.122325 | Pass

Non overlapping 0.534146 | Pass
Overlapping template | 0.350485 | Pass
Maurer’s test 0.350485 | Pass
Serial test 0.534146 | Pass

Table 2: Randomness test for key of protein key algorithm

Frequency 0.534146
Block frequency 0.122325 | Pass
Cumulative sums 0.350485 | Pass

Runs 0.739918 | Pass
Longest run 0.911413 | Pass
FFT 0.035174 | Pass

Non overlapping 0.122325 | Pass
Overlapping template | 0.350485 | Pass
Maurer’s test 0.350485 | Pass
Serial test 0.213309 | Pass

Table 3: Randomness test for key of mutation key algorithm

Frequency 0.534146
Block frequency 0.122325 | Pass
Cumulative sums 0.350485 | Pass

Runs 0.739918 | Pass
Longest run 0.911413 | Pass
FFT 0.035174 | Pass

Non overlapping 0.122325 | Pass
Overlapping template | 0.350485 | Pass
Maurer’s test 0.350485 | Pass
Serial test 0.213309 | Pass

According to the test when the values are more than 0.01, as demonstrated in the preceding tables,
the key generation each time is random.

Time analysis:

The execution times for encryption and decryption as well as the time needed for the integrity process
are measured in order to assess the system’s running speed. The resultant information’s throughput of
encryption and decryption is computed as:

Encryption Throughput(ET) = Text file size/ Encryption time
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As indicated in the tables below, the analysis uses five text files of various sizes to compare the different

methods.
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Table 4: Comparison the encryption time between the different methods

. Encryption time in millisecond (ms)

Text file | Size in byte DNA key Protein key Mutation key
10KB 10,327 63,369.2178 143,387.3176 137,955.5725
20KB 20,509 129,311.3741 358,633.1413 343,461.4524
30KB 30,777 287,618.6943 823,824.5729 811,220.9542
40KB 41,018 486,055.5484 | 1,526,361.2073 | 1,522,006.5546
50KB 51,286 1,145,907.1765 | 3,716,519.2089 | 3,496,306.2012

Average 422,452.40222 | 1,313,745.0896 | 1,262,190.14698
Encryption time in (ms)

1400000

1200000
1000000
800000
600000
400000
200000

o
DMNA key Protein key Mutation key

Figure 12: Average of the encryption time of the different methods.

Applying our proposed algorithm with the protein coded key, encryption time takes more than other
coded schemes, as indicated in Table 4 and the flow chart in Figure 12. Therefore the execution times of
the three suggested DNA coded key generations differ. This is due to the biological process that alters
the DNA sequence which renders the created key difficult and time-consuming to encrypt. In reality,
DNA biological processes are carried out in parallel in laboratories. Additionally, a molecular computer
with low power requirements was needed since chemical interactions between the nucleotides are used to
build the lengthy DNA strings, and these chemical bonds require a power source to form.

Table 5: Comparison of the encryption throughput between the different methods

.. Encryption throughput in (b/ms
Text file | Size in bytes DNA ke}},/p Protein Ii;e; Mu‘Eat/ion)key

10KB 10,327 0.162965 0.072021 0.074857
20KB 20,509 0.158601 0.057186 0.059712
30KB 30,777 0.107006 0.037358 0.037939
40KB 41,018 0.084389 0.026873 0.026949
50KB 51,286 0.044755 0.013799 0.014668

Average 0.111543 0.041447 0.042825




0,12

0,1

0,06

0,04

0,02

DNA key

DNA CRYPTOGRAPHY

Encryption throughput in (ms)

Protein key

Mutation key

Figure 13: Average of the encryption throughput of the different methods.
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Notice that the three proposed coded key generation algorithms in our approach has a distinct speeds,
as indicated in Table 5 and the flow diagram in figure 13. This is due to the biological operation on the
DNA sequence, which made the generated key in the three algorithms complex and time consuming in
the encryption process. DNA biological operations are performed in parallel and the computation speed
can reach 1 billion operations per second.

Table 6: Comparison of the decryption time between the different methods

. Decryption time in millisecod (ms

Text file | Size in byte DNA key = Protein key Métati)on key
10KB 10,327 42,821.1993 136,771.4463 127,430.3904
20KB 20,509 85,576.5756 316,344.4398 309,979.0025
30KB 30,777 191,483.741 807,264.7008 653,469.105
40KB 41,018 311,399.7553 1,411,457.784 1,328,475.501
50KB 51,286 871,555.6491 | 3,641,400.8356 3,212,358.996

Average 300,567.38406 | 1,262,647.8413 | 1,126,342.59898

1600000

1400000

1200000

1000000

800000

600000

400000

200000

o]

DNA key

Decryption time in (ms)

Protein key

Mutation key

Figure 14: Average of the decryption time between the different methods.
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Table 7: Comparison of the decryption throughput between the different methods

.. Decryption throughput in (b/ms
Text file | Size in bytes DNA ke;;p Protein l%e;) Mu‘Eat/ion)key

10KB 10,327 0.241165 0.075505 0.081040
20KB 20,509 0.239656 0.064831 0.066162
30KB 30,777 0.160729 0.038125 0.047097
40KB 41,018 0.131721 0.029060 0.030875
50KB 51,286 0.058844 0.014084 0.015965

Average 0.166423 0.044321 0.0482278

Decryption throughput in (ms)

0,1
0,08
0,06
0,04

0,02

DNA key Protein key Mutation key

Figure 15: Average of the decryption throughput between the different methods.

6. Conclusion and Future Work

In order to provide information security services, this study suggested a DNA cryptography algorithm
comprising three biological operations to transform the binary key generation. This kind of transformation
is crucial because it presents data in a biological format that allows it to pass through biological processes
and tests. Particularly those involving DNA and amino acids. In addition, it provides a means of
observing data as it flows through biological processes and represents it in a binary format that is widely
used in computer programs. Even if the proposed method ensure the security of the communication. The
experimental results have shown that this method is time consuming for that we suggest the following
conclusions:

e The key generation of the DNA key algorithm require a random seed to produce a random number
generator to be converted to DNA sequence, this could be changed by using real DNA sequence.

e To create a protein key, the protein key algorithm uses several biological processes, including hy-
bridization, transcription, and translation. By performing biological procedures in laboratories, the
time needed to complete them can be decreased.

e The mutation algorithm can results an errors during the creation of mutated protein, so the re-
searcher must be careful when performing this operation.

e Because biological operations take place in laboratories while the proposed algorithm are simulation
processes using a digital environment, they cannot achieve the necessary properties in the biological
environment such as storage and speed due to the parallel processing nature of biological operation
of DNA, which take place in laboratories. This causes the encryption and decryption processes to
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take different amounts of time with the proposed algorithm.
In order to improve the proposed system, some points can be suggested as a future work:

— Studying the possibility of using the real DNA sequence instead of pseudo DNA sequence that
is generated using random number generators.

— More biological operations can be used in the key generation for improving the proposed
algorithm such as executing other types of mutation on DNA sequence to generate different
types of mutated proteins.

— DNA cryptographic algorithm can be combined with traditional cryptography such as AES
and DES to provide hybrid security and enhance the performance of traditional cryptography.
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