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A Fractional Calculus Model for Worm Propagation in Computer Network
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ABSTRACT: Fractional Calculus emerges as a new field with wide applications in the fields of science and
engineering. There is an increasing trend to find fractional calculus applications in various real-life non-
linear and non-local problems, to develop new models for existing problems. Various results reported by the
researchers, and many more are on the way to be discovered. Among all these problems is a computer science
problem, worm propagation over various networks. This paper will provide an overview of existing worm
propagation models and their applications in analyzing and combating computer virus threats using fractional
calculus. We specifically look at various classical and fractional models described in the literature for mobile
and computer networks. This work makes an important addition by developing a fractional SEIR model
that uses the Caputo derivative to represent worm spread in a network context. This model’s equilibrium
points and asymptotic stability are systematically examined to better understand its dynamical behavior.This
paper aims to present some short summaries of the work by distinguished researchers in modeling virus and
worm propagation problems using fractional calculus. We believe this incomplete, but important, information
will guide many researchers and help them to see some of the main real-world applications and gain an
understanding of this powerful mathematical tool. We expect this collection will also benefit our community.
Along with this a fractional SEIR model of virus propagation with the help of Caputo derivative is taken in
this work. Its equilibrium point and asymptotic stability are discussed.

Key Words: Worm Propagation Model, Caputo Fractional Derivative, Reproduction Number,
Adam-Bashforth’s Algorithm, Lagrange’s Interpolation.
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1. Introduction

Fractional Calculus is now an emerging field, with its application in many real-life non-linear problems
that are dynamic in nature. One such result is the problem of worm propagation. The problem of worm
propagation is seen at places where multiple systems are connected through Wi-Fi, internet, Bluetooth,
or other means. Fractional Calculus has become a wonderful tool for modeling these problems. Moreover,
researchers find that fractional calculus is not universal but it has its place in application, hence successful
application of fractional calculus guides us on its application in the future. Fractional Calculus emerges
as a rapidly evolving field with several applications in science and engineering. In recent years, there has
been a growing trend of using fractional calculus to solve real-world nonlinear and non-local issues, such as
modeling the spread of worms in computer networks [19,20,21]. Worm propagation has become a serious
cybersecurity concern, as network worms use weaknesses to spread across networked systems, causing sig-
nificant harm and disruption. In addition, numerical simulations utilizing the Adam-Bashforth-Moulton
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method are used to validate the theoretical conclusions. The importance of fractional-order modeling in
capturing memory effects and non-local interactions is also highlighted. Comparisons to classical models
and alternative numerical methods show our approach’s benefits and prospective uses in cybersecurity
and network security assessments. The findings of this study help to promote fractional calculus in
mathematical modeling and provide useful tools for developing more effective worm propagation tactics
[18].

As the epidemic spreading model and worm propagation models share similar features, therefore most
of the worm propagation models are borrowed from epidemic models. Organization of this paper starts
with; the first section provides a summary of worm propagation over mobile networks [1,3,4]. The Second
section is useful for worm Propagation over computer networks [2,6,7,8,5,9]. In section three fractional
SEIR model is discussed. Section four discusses the equilibrium and stability of this model. Finally, in
section five, some numerical schemes are discussed.

The contribution of renowned authors is collected and presented in this paper. So that, one gets a
better understanding of Fractional Calculus along with its application in worm propagation problems.
The first two sections contain contributions of some eminent researchers. References are also provided to
help readers gain a better understanding of debated topics [13]. In this paper, the contribution of the
collected ten articles is presented in such a manner that helps researchers in further development of the
Fractional Calculus concept in worm propagation in the future [14,15,16,17].

2. Preliminaries
2.1. Definitions

Definition 2.1 ([11]) For an integrable function h, the Caputo derivative of fractional order v € (0,1)
18 given by

1 t h™(T)
C v
D"h(t) = / dr, m=|v|+1. 2.1
0=t |, G o g (2.)
Also, the corresponding fractional integral of order v with Re (v) > 0 is given by
1 t
Crv v—1
I'h(t) = —/ (t—7)"""h(r)dr. (2.2)
L'(v) Jo

Definition 2.2 ([12]) Let y(t) be fractally differentiable with order 5 and continuous on (z,y), then RL
(Riemann-Liouville ) fractal fractional derivative of y(t) of order a with power law kernel is:

FFP v, (y(t) = I‘(mlz/)djﬁ/o (t_:l_)(:zmﬂdr. (2.3)
Where,
dy(s) _ v =o(s)

m—1<v,<meN and (2.4)

Definition 2.3 ([12]) Let y(t) be fractal differentiable with order S and continuous on (z,y), then fractal
fractional derivative in RL (Riemann-Liouville) of y(t) of order a with exponentially decay kernel is:

FFE DB (y (t)) = F(J\f(i/)l/)d(tiﬂ/o (t—};-)(Q"LHdT (2.5)

3. Worm Propagation Models

3.1. Worm propagation over mobile network

(a) Classical Models for this problem: Models like susceptible-infected (SI), susceptible-infected-
susceptible (SIS), susceptible-infected-recovered (SIR), susceptible-infected-immunized (SII), susceptible-
affected-infected-suspended (SAID), Gao et al. (VEIQS) (2020) [3] model and many more models exist
in the literature for the problem of worm propagation. The classical Model given by Xaio et al. [4]
in 2017, susceptible-affected-infected-suspended-recovered (SAIDR) model is one of the most effective
models to model worm propagation problems over mobile networks and also over the social network. In
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this model, the whole population denoted by N of mobile phones is divided into five classes, given by
susceptible-affected-infected-suspended-recovered (SAIDR).
N =SHO+AQ+I{t)+D(t)+R(t).

This model has local and global stability, which is predicted using the reproduction number Ry. Numerical
experiments are performed in order to validate theoretical findings.

(b) Fractional Models for this problem: In a sequence of the above models by Xaio et al., Ucar et
al.(2021) proposed a fractional SAIDR model with the help of AB derivative, for modeling the SMS-based
worm propagation problem. Providing existing and unique solutions to this problem, by using various
analytical and numerical methods. For more understanding of this model, one can go through [1].

3.2. Worm Propagation over Computer Network

(a) Classical Models for this problem: Hua Yuan (2008) [2] discussed the spread of computer network
viruses by using the e-SEIR model to eliminate its ill effects. Some safety and security measures are
discussed based on the stability conditions of the e-SEIR model. B. K. Mishra [6] gives a dynamic SEIS-
V model for worm propagation in computer networks. Stability analysis of the SEIS-V model is done
by using the reproduction number RO. Based on this, some antivirus software was also suggested. The
malware propagation SIRS model by Feng [7] is one in this series of worm propagation models. Fangfang
Yang [8] provides a Hopf bifurcation of a VEIQS worm propagation model in mobile networks with two
delays. The classical SEIR model for computer virus propagation in a total population of N systems by
Bonyah et al. [10] is given as

N=S#t)+FE@#)+I(t)+R(t)
ds

i (1=p)N = 1S = B2SE — (p+ p)S. (3.1)
dE
e B1SI + 3:SE — kE — ocFE — uE. (3.2)
dI
E:UE_dI_,UI' (3.3)
%:ps-i-kE—i—dI. (3.4)

where S(t), E(t), I(t), and R(t) are susceptible, exposed, infectious, and recovered computers, respectively.
at the time t.

Last equation among the above four equations is independent of the above three, therefore (2.1) can be
written as

ds
7t = A=P)N =S = BoSE = (p+ ). (3.5)
dE
E :ﬁ151+625E—k;E—0E—ME. (36)
% =B — (d+ p)l. (3.7)

where the meaning of notations is given in Table 1

‘N’ stands for the rate at which external computers are connected to the network.

‘p’ stands for the recovery rate of susceptible computers.

‘k’ stands for the recovery rate of exposed computers.

! ,8'1 stands for the rate at which one susceptible computer can turn into exposed, having a connection to
one infected computer.

‘By’ stands for the rate at which one susceptible computer can turn into exposed, having a connection to
one exposed computer.

o’ stands for the rate of the exposed computers.

‘D’ stands for the recovery rate of infected computers.
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N Addition rate of external computers.

P The recovery rate of susceptible computers.

K Rate of recovery of exposed computers.

B4 The rate at which one susceptible computer can turn into exposed,
having a connection to one infected computer.

Bs The rate at which one susceptible computer can turn into exposed,

having a connection to one exposed computer.

o Rate of the exposed computers.
D The recovery rate of infected computers.
I The rate at which one computer is removed from the network.

Table 1: Descriptions of the parameters used in the model.

‘u’ stands for the rate at which one computer is removed from the network.
as N > 0so 43 4E 4l > () a5 well as initial conditions are taken as S (0) = So, E (0) = Ep, I (0) = I,.
Basic reproduction number for integer order model i. e. for ¥ =1 is given as

N1 —p)(Biv+ Ba(r+ 1))
(p+p)(r+p)(k+p+v)

0=

(b) Fractional Models for this problem: Pinto et al. [5] propose a fractional model for computer
virus propagation. His model includes the interaction between computers and removable devices. Dong
et al. [9] have given a fuzzy fractional SIQR model to describe the dynamics of virus propagation with
quarantine in the network.

The fractional Model in Caputo Sense for a system of equations in (3.5), (3.6), and (3.7) is given by

CD"S = (1 —p)N — B.5I — BSE — (p+ p)5S. (3.8)
“D"E = ,SI + 3SE — kE — o E — uE. (3.9)
“D'I=0E—(d+p)l. (3.10)

4. Equilibrium Ponits and Stability

We have an initial value problem with 0 < o < 1 to estimate the equilibrium points
let, °D“S =0, ° D*E =0, °D"I=0
Then the equilibrium points are Fy = (1,0,0) and Ey = (S*, E*, I*), where

A
St = —
CLR()
g~ Al —1)
bRy
I = Aa(RO — 1)
o bCR()
The Jacobian Matrix J (Ey) computed for disease-free equilibrium is given by
—(p+p) —B2 —b1
J(Eo): 0 62—(]64—0(4-/1,) 51
0 o —(r+mn)

This disease-free equilibrium of equation (2.3) is asymptotically stable if
N (1 —=p) (Bia+ Bao(r + p))
(p+u)(r+p)(k+p+a)
Comparing with Related Works: The following current methodologies are contrasted with our
suggested fractional SEIR model and numerical techniques: i. Computer Model by Ali Akgiil [14]: In
order to account for memory effects and long-term dependencies in worm spread, our model goes one
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step further by introducing fractional derivatives.
ii. Pinto et al. [17] fractional Model: By permitting non-integer differentiation, the model includes the
interaction between computers and removable devices. Simulate numerically the model for distinct values
of the order of the fractional derivative and for two sets of initial conditions adopted in the literature.
iii Nguyen Phuong Dong et al. [15]: This work is devoted to studying the uncertain attacking behavior of
computer viruses in wireless sensor networks involving fuzzy fractional derivatives with non-local Mittag-
Leffler function kernel. Based on epidemic theory and fractional calculus, we propose a fuzzy fractional
Susceptible — Infectious — Quarantine — Recovered (SIQR) model to describe the dynamics of virus
propagation with quarantine in the network.
iv. The Fuzzy Fractional SIQR Model by Dong et al. [16]: Here concentrate on deterministic fractional
modeling with thorough stability analysis, even if their approach uses fuzzy logic. By contrasting these
approaches, we show how fractional-order models can improve prediction accuracy and offer a more
profound understanding of the dynamics of worm spread.
Numerical methods are most effective in solving Fractional differential equations. For the numerical
solution of (3.5), (3.6), and (3.7) Adams-Bashforth-Moulton Method is applied
for an approximate solution we consider following non-linear fractional differential equation

Dy ()= f(ty(), 0<t<T

y"(0) =yt k=0,1,2,..., m—1

This equation corresponds to the Volterra Integral Equation
m—1

k t
-3 ot [ (=97 sy (s)) ds (4.1)

0

Diethelm et al. employed the predictor-correctors scheme depending on the Adams-Bashforth-Moulton,
algorithm to integrate Eq. (4.1). By employing this scheme to the fractional-order model for computer
viruses and putting h = % tn, =nh, n=0,1,2,...,N € Z*, equation (4.1) becomes

v

h
Sn+1 = S0 + m(( p)N — B1Sh n+1 n+1 — B2}, n+1 n+1 - (p+M)S£+1>

h”
+ m Z A5 n+1 ((1 - )N ﬁlS I BQS]‘E]‘ — (p + /.L)Sj) (42)

hl/
Eny1=FEy+ m (515£+1I 41t B2 n+1En+1 kEZJrl - JEZ+1 - NEZJA)
+ F(VT ZCLJ n+1 (518 I + BQS E ]i)E] — O’Ej — ,U,E]) (43)
I =1 h E? d IP h Y E d I 4.4
nt+1l = O+F(V7+2) (0B —(d+p)If,,) + m;%nﬂ(a i — (d+p)y). (4.4)
where,
1 n
Spy1 =50+ T Z bjm+1((1 —p) N = B1S;l; — P25, Ej — (p+ 1) S;) (4.5)
=0
1 n
En+1 = FEy+ E Z bj7n+1(ﬁ1SjIj + ﬁQSJ‘EJ‘ — ]{iEj — O’Ej — /.LEj) (46)

Jj=0

L =T+ = Z bjnt1(0E; — (d+ p)I;) (4.7)
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n’t —(n—v)(n—j) Jj—0
Gjn1 =3 —j+2)" ()T —2n—j+ )" 1<j<n
1 n+1

v

h _ . .
bj,n+1:7(("—J+1)”—(H—J)"), 0<j<n
The other numerical technique created for Caputo-Fractional derivative operators is:

CD"S=(1~p)N —BiSI — BSE — (p+ 1) S.

CD"E = ,SI + foSE — kE — oF — puE.

CD'I=0E— (d+ p)l.

Caputo-fractal -fractional derivative differential operator in the Caputo sense [12] is

ht) = — L AT gL
DN = gy ) ST )

such that the system becomeg
RLD"S = 1t" 1 [(1 — p) N — B1SI — BoSE — (p + ) S].

BLD"E = 7t7= 18,51 + foSE — kE — o E — pE).

RLDYT = 717 Yo E — (d + p) ).

(4.11)
(4.12)

(4.13)

Caputo derivative is replaced by Riemann-Liouville (RL). On applying the RL fractional integral on both

sides of the above equations, we get:

S(t) = S(0) +r7y/0t NNt = NS B L ) dA.

t
E(t) = E(0>+Fl/ Nt = N g (8B, 1, \) dA
vV Jo

t
I(t) = 1(0) +%/ A HE = N T R(S, B, T A d
0

where,

f(SaEvlvA) = (1_p)N_BlsI_BQSE_ (p+,LL)S
9(S,E,I,\) = $1SI + oSE — kE — 0 F — pub.
(S,B,1,\) = 0F — (d+ u)I.

We apply new numerical techniques at t¢,,41, resulting in equations given below:

tn+1
g = 80y / NN (tar = N (S B, 1 \)dA
0
L T tnt1 | o1
g = / N Ltr — N Lg(S, B, T, N,
0
T trnt1 1
= 0 + 5 A b1 = A7 h(S, E, 1, A)dA.
0

this can be represented as,

(4.14)

(4.15)

(4.16)
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J+1
gntl = g0 +—Z/ T Yty — NS, B T N)dA. (4.17)
7=0
n+1 0 T ~ ti+1 —1 v—1
E"l = F +EZ Nty — N g(S, E, 1, M)dA. (4.18)
i tj
tj+1 v— 1
= g0 +—Z/ T tpr — N TR (S, E I )\ dA. (4.19)

Now using Lagrange’s piecewise interpolation, we approximate the function AT~ £(S, E, I, \) within the
interval [t;, tj41] such that

A—ti1 PP A—tio1 - i i
Ui (\) = ﬁtj O (S B I ﬁtj F(STTL BT T ). (4.20)
A— tj— 1 A tj-1 1 1 1
Vi (W) =" g (89, B9, 1 ty) — =247 g (89 BT P ) (4.21)
tj—tj—1 J tj —tj—1
A—ti_1,.1 A—tji1 .4 i—1 i1 rj—1
Wi () ="t (7, B, P t;) — —L—=tT " h (S BT ) (4.22)
t_t] 1 = tj_tj_l‘]
Thus, we have
tit1 1
gt = g0 +—Z/ Nt — N7 U (V) dA. (4.23)
t
Jit1
E = E° +—Z/ Aty — NV (M) dA (4.24)
t
J+1 v—1
= g0 +7Z / Htss — N5 (A dA. (4.25)

We obtain the following numerical scheme7

n+1l __ T(At) -
™ _SO+F(1/+2)§0[

—(n—5)*(n—j+2+2a)) —t- LF(STTL BT P ) x

tit1 S
/ t;'-ilf(SJan7I]7tj> X((n+1_j)a(n_3+2+a)
t

(n+1=5"—(n—j)*n—j+1+a)) dA} . (4.26)

T(Al)
T'(v+2) ‘

—(n—5" (n—j+2—|—2a))—tT lg(SJ Lpi-t pt i 1)

En-i-l EO

M=

tit1 S
[/t t;flg(S],E],I],tj)x((n+1—j)“(n—j+2+a)
’

I
=)

(n+1=5)"—(n—j)*n—j+1+a)) dA] .(4.27)

wit_ g0, TAD /t”lT1 i omioTi s Cnag

—(n=5)*(n—j+2+2a) = t;71h (7L BT P ) X

(n+1—5)T —(n—i)*n—j+1+a)) d/\] . (4.28)
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Figure 1: S(t) with Caputo derivative of order 1, 0.95, 0.9, 0.85, 0.8. The figure represents the function
S(t) plotted against time t for different values of the fractional-order parameter . The curves correspond
to Caputo fractional derivatives with orders a« = 1, 0.95, 0.9, 0.85, 0.8.
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Figure 2: E(t) with Caputo derivative of order 1, 0.95, 0.9, 0.85, 0.8. The figure represents the function
E(t) plotted against time t, with different curves corresponding to different values of the fractional-order
parameter o.
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Figure 3: I(t) with Caputo derivative of order 1, 0.95, 0.9, 0.85, 0.8. The figure represents the function
I(t) plotted against time t, with different curves corresponding to different values of the fractional-order
parameter . The parameter a controls the order of the Caputo fractional derivative applied in the
model.

5. Conclusions

Using fractional calculus, this paper provides a thorough examination of worm spread in computer net-
works. The intricacy of worm propagation is effectively captured by the suggested fractional SEIR model,
which takes into account both local and global infection dynamics. Our simulation-backed numerical
analysis confirms that the fractional approach is more effective than conventional models at describing
network worm behavior. We have emphasized how fractional derivatives are a useful tool in cybersecu-
rity because they can be used to incorporate memory effects and non-local interactions. Additionally,
comparisons with current models demonstrate how our method improves stability analysis, equilibrium
points, and numerical solutions.This work has taken into account the mathematical SEIR model that
shows the potential propagation of computer viruses among computer systems with four classifications.
These classes included the systems’ populations that were susceptible, exposed, infectious, and recov-
ered. The classical form was modified by using various fractional derivatives and integrals, they further
capture additional complexity and various spread possibilities. Various numerical techniques are used
to solve these models, due to their non-linearity Additionally, utilizing the derived numerical solutions,
some numerical simulations were carried out. This work can be expanded in the future by incorporating
more real-world characteristics, investigating hybrid models that blend machine learning with fractional
calculus, and looking into the best control methods for worm containment. The study’s conclusions lay
the groundwork for creating cybersecurity frameworks that are more resilient and flexible in order to
lessen the negative effects of malicious software on networked systems.
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