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Huff Curve Over the Ring F [e], e =¢ *

Abdelhakim Chillali, Moha Ben Taleb Elhamam and Abdelali Grini®

ABSTRACT: Let Fy be a finite field of ¢ elements, where g is a power of a prime number p. In this paper, we
study the Huff curves over the ring Fq[e], where €2 = ¢, denoted by H 5 (Fqle]); (a,b) € (Fqle])?. Using the Huff
equation, we define the Huff curves H, ;(Fqle]) and we will show that Hr(a), o b) (Fg) and He, (ay,mq v) (Fq)
are two Huff curves over the field Fy, where mg and 71 are respectively the canonical projection and the sum
projection of coordinates from Fy[e] to F,. Precisely, we give a bijection between the sets H, (Fq[e]) and

Hoo(a),mo0) Fa) X Hay (a),m1 () (Fq)-
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1. Introduction

Elliptic curves have been widely studied in algebraic geometry and number theory since the mid-19th
century. More recently, they have been used to design efficient algorithms to factor large integers [16,17],
or to prove primality [1,8]. They have also proven useful in building cryptosystems [15,18]. It is known
that elliptic curves can be represented in different forms. These different forms induce different arithmetic
properties. To obtain fast scalar multiplications, various forms of elliptic curves have been studied in the
last decades, among which Huff curve. In [14] Joye and his co-authors presented fast explicit formula for
adding or doubling points on Huff curves and devised a couple of extensions and generalizations upon
this model. In this work, we develop an elliptic curve model introduced by Huff in 1948 to study a
diophantine problem.

In this paper, we study Huff curve over the ring F[e],e? = e. The motivation for this paper is the
search for new groups of points of a Huff curve over a finite ring, where the complexity of the discrete
logarithm calculation is good for use in cryptography.

Let K be a finite field of order ¢ = p™ where n is a positive integer and p is a prime number. In [2],
A. Boulbot et al, study the arithmetic of this ring, in particular they show that F,[e],e? = € is not a local
ring. In section 3, we define the Huff curve H, ,(F,[e]) over this ring. The study of it’s discriminant and
it’s Huff curve equation, allows us to define two Huff curves H . (a),x,»)(Fq) and Hr, (a),x, 5)(Fq) defined
over the finite field F,. In the next of this section, we classify the elements of H, (F,le]) and we give
a bijection between the two sets Ha b (Fyle]) and Hr () mo ) (Fg) X Ha, (a),mi (5)(Fg), Wwhere mg and 71 are
two surjective morphisms of rings defined by:

mo :  Fule] — Fy and ™ F,le] — F,
To+x1€ — Xo To+x1€ — X9+ T1
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For more works in this direction we refer the reader to [3,4,5,6,7].

Fy[X]
(X2 - X)’
= €. Therefore,

Let ¢ be a prime power. Consider the quotient ring R = where Fy is the finite field of ¢

elements. The ring R is identified to the ring F,[e], where €

R = {xg + z1€|6® = € and (z¢,21) € (F)?}.

The arithmetic operations in R can be decomposed into operations in F, and they are computed as
follows:
X +Y = (o +yo) + (1 +y1)e,

XY = (zoyo) + (zoy1 + 2190 + T131)€.
The authors of [2] proved the following facts:
1. (R,+,") is a finite unitary commutative ring.

2. R is an F-vector space of dimension 2 with F -basis {1, ¢}.
3. XY = (zoyo) + ((xo + 1) (yo + y1) — Zoyo)e.

4. X2 =22 + ((zo + 71)? — 2d)e.

5. X3 =ad + ((zo + 1) — 2d)e.

6

. Put X = x9+ z1e € R. Then, X is invertible in R if and only if ¢ # 0 and xg + 1 # 0. In this
1

case we have, X ' = a5 + ((zo +21)7F — 25 e

=~

R is a non local ring.

8. 7 and 71 are two surjective morphisms of rings.

2. Huff curve over the Ring F,[e],e* = ¢

In this section the elements X,Y, Z, a and b are in the ring Fy[e] such that X = zo+x1€, Y = yo+y1e,
Z = 29+ 216, a = ap + a1€ and b = by + bie where xg, 1, Yo, Y1, 20, 21, @g, a1, bg and by are in F,.

Definition 2.1 A Huff curve over R is defined by the equation:
aX(Y? - Z%) =bY (X2 - Z?)
such that A = a® — b? is invertible in R. We denote it by Ha,(R) and we write:
Hop(R) :={[X:Y :Z] € P*(R) | aX(Y? - Z%) = bY (X? - Z?)}.
Remark 2.1
mo(A) = af — b,
71 (A) = (ag + a1)* — (bo + b1)%
Proposition 2.1 Let Ay = mp(A) and Ay = w1 (A), then
A=Ag+ (A1 —Ap)e
Proof:
we have
A =a® - b?
= ag + ((a0 + a1)” — ag)e — by — ((bo + b1)* — b3 )e
=aj — by + ((ao + a1)® — af — (bo + b1)* + b5 )e
=al — b3+ ((ap +a1)* — (bo + b1)* — ad + b3)e
= Ao+ (A1 — Ap)e.
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Corollary 2.1 A is invertible in Fyle] if and only if Ao # 0 and Ay # 0.

Using Corollary 2.1, if A is invertible in Fyle], then Hr(a),xo ) (Fq) and Hr, (a),x, ) (Fy) are two Huff
curves over the finite field F,, and we write:

Hory(a)mo(v) (Fa) = {[z : y : 2] € P2(Fg) | aoz(y® — 2°) = boy(a® — 2%)},
Hor (a),mr (0) (Faq) = {[z 1y 2] € P2(F) | (a0 + a1)z(y® — %) = (bo + b1)y(z® — 2*)}.

Proposition 2.2 Let X, Y and Z in Fye], then [X : Y : Z] € P2(F,le]) if and only if [mo(X) : mo(Y) :
mo(Z)] € P2(F,) and [m(X):m(Y):m(Z)] € P*(F,) .

Proof:

Suppose that [X : Y : Z] € P?(F,e]), then there exist (U, V, W) € (F,[e])? such that UX+VY+W Z =
1. Hence for ¢ € {0, 1}, we have:
m()mi(X) + 7;(V)m(Y) + m;(W)mi(Z) = 1, so (mi(X),m:(Y),m:(Z)) # (0,0,0) , which proves that
(X)) : m(Y) : mi(Z)] € P2(F,) .
Reciprocally, let [m;(X) : m(Y) : mi(Z)] € P*(F,) where i € {0,1}. Suppose that zo # 0, then we
distinguish between two case of xg + x1:

1. 2o+ 1 # 0 : then X is invertible in Fy[e], so [X : YV : Z] € P?(F,[e]).

2. xo+x1 =0: then yo +y1 # 0 or zg + 21 # 0.

(a) yo +y1 # 0 then: zo + (yo + y1 — To)e = o — o + (Yo + y1)e = X + €Y € (Fyle])™, so there
exist U € Fyle] : UX 4+ eUY =1, hence [X : Y : Z] € P*(F ).
).

(b) 20+ 21 # 0 then X +€Z € (F,[e])*, so [X : Y : Z] € P?(F,]e]

In the case where yg #£ 0 or zg # 0, we follow the same proof.

Theorem 2.1 Let X, Y and Z in Fyle], then [X : Y : Z] € Hop(Fyle]) if and only if [mi(X) : m;(Y) :
71—1(Z)] € H‘ﬂ'i(a),ﬂ'i(b)(Fq)I where i € {Ov 1}

Proof:
‘We have:

aX(Y? = Z%) = (ag + ar€)(zo + z1€)((yo + y16)? — (20 + 21€)?)
= [aozo + ((ao + a1)(xo + x1) — aozo)€l[ys — 25 + (Yo +y1)* = (20 + 21)? — g + 23)¢]
= aozo(yp — 25) + (a0 + a1)(zo + 1) ((yo + y1)* — (20 + 21)%) — aozo(ys — 20)le,
bY (X2 — Z%) = (bo + b1€)(yo + y1€)((wo + x1€)? — (20 + 21€)?)
(

= boyo(z§ — 25) + [(bo + b1) (o + y1) (o + 1) — (20 + 21)*) — boyo (x5 — 25)]e.

Or {1, €} is a basis of F, vector space F,[e], then aX (Y?—Z?) = bY (X2 —Z?) if and only if agzo(y3 —28) =
boyo(xF — z5) and (ag +a1)(wo +21)((yo +y1)* — (20 +21)%) = (bo +b1)(yo +y1) (w0 +21)? = (20 + 21)?).

O
Corollary 2.2 The mappings Ty and 71 are well defined, where 7; for i € {0,1} is given by:

Ti 0 Hap(Fgle]) — Hori(a),mi(v) (F)
(X:Y:Z] » [mX):mY):m(2)]



4 A. CHiLLALIL, M. B. T. EL HAMAM AND A. GRINI

Proof:

From the previous theorem, we have [m;(X) : m;(Y) :
If[X:Y:Z]=[X":Y'":Z', then there exists A € (IF,)
Thus:

7i(Z)] € Ha,(a),miv) (Fq)
X such that: X' =AX,Y’' = )\Y and Z' = \Z.

(XY Z')) = [m(X) (Y : mi (2]
= [mN)m(X) : m(A)m(Y) : m(N)mi(2)]
mi(A)=AE(Fq)*
= [m(X) : m(Y) : m(2)]
([ X Y : Z]).

3. Classification of elements in H, ;(IF[¢e])

In this subsection we will classify the elements of the Huff curve into three types, depending on
whether the third projective coordinate X is invertible or not. The result is in the following proposition.

Proposition 3.1 Every element of Hq»(Fyle]) is of the form [1:Y : Z] or

[ve : ye : 1 — €] such that [x : y : 0] € Hy (a),me)(Fq) or [xe : ye o 1] such that [x : y : 1] €
Moy (@),m 0)(Fg) or [xe : 1 — € 1 ze] such that [z : 0 : 2] € Hy (a),mp) (Fq) or [xe : 1 : z¢] such that
[ :1: 2] € Hey(a),m ) (Fq) or [x—xe : y—ye : €] such that [ : y : 0] € Hry(a),mov)(Fq) or [x—2€ - y—ye : 1]
such that [x 2y : 1] € Hrg(a),mom)(Fq) or [ —x€ 1 € 1 2 — ze|such that [z : 0 : 2] € Hary(a),mo)(Fq) or
[ —xe:1:2— z€] such that [x:1: 2] € Hnya),mov)(Fg). We write:

Hap(Fle) ={[1:Y : Z] |a(Y* - Z%) =bY (1 — Z%)}
U{lze:ye:1—¢€ | [z:y:0] € Hay(a)mov Fq)}
U{lze:ye: 1] | [z :y: 1] € Hay(a)mmv Fo)}
U{lze:1—€:z2€ | [2:0:2] € Huy(a),mp)(Fo) }
U{lwe:1:z2¢] | [x:1: 2] € Hoy(a)m) (Fo) }
U{lz—ze:y—ye:el | [z:y:0] € Huy(a)mow) (Fo)}
Uz —aze:y—ye: 1] [[z:y:1] € Haya),mom) (Fo) }
U{lz—me:e:z— 2z | [#:0: 2] € Hug(a)mo)(Fq) }
U{lz—me:1:2—z€ | [x:1:2] € Hug(a)mor) Fq) } -

Proof: Let P=[X :Y : Z] € Hop(Fyle]), where X = xg+x1€6, Y = yo +y1€ and Z = zy + z1€. We have
two cases of the third projective coordinate X:

1. First case: X is invertible, then: [X :Y : Z]~[1:Y : Z].
2. Second case: X is not invertible. In that case we have:

(a) X = ze, where x € Fy, then 7o([X : Y : Z]) = [0 : yo : 20] so yo = 0 or zp = 0 there are two
sub-cases.
i. If yo =080 29 #0, we have: [0:yg:29] ~[0:0:1], hence [X : Y : Z] ~ [ze: ye: 1+ z¢],
there are two sub-cases of z:
A. z=—1hence [X :Y : Z] ~ [ze:ye:1—¢], where [z :y:0] € Hn,(a),m ) (Fq)-
B. z # —1 so Z is invertible hence [X : Y : Z] ~ [ze : ye : 1], where [z : y : 1] €
Hory (a),m1 () (Fa)-
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ii. If zo =080 yo # 0, we have: [0:ygp : 20] ~[0:1:0], hence [X : Y : Z] ~ [xe: 1+ ye : z€],
there are two sub-cases of y:
A. y=—1hence [X:Y :Z]~[ve:1—¢c:ze, where [:0: 2] € Hr (a),m ) (Fq)-
B. y # —1 so Y is invertible hence [X : Y : Z] ~ [ze : 1 : ze], where [z : 1 : 2] €
Hori(@)m (v) (Fg).
(b) X = 2 — xe, where x € Fy, then 7 ([X : Y : Z]) = [0: yo+ 41 : 20+ 21] so yo+y1 =0 or
2o + z1 = 0 there are two sub-cases.
L Ifyo+yr =080 20+ 2 # 0, we have: [0 : yo +y1 : 20 + 21] ~ [0 : 0 : 1], hence
[X:Y:Z]~[ze: —y+ye:1—z+ ze], there are two sub-cases of z:
A. z=1hence [X:Y :Z] ~ [z —xze:y—ye:e|, where [z :y: 0] € Hry(a),m000) (Fq)-
B. z # 1 so Z is invertible hence [X : Y : Z] ~ [t —xe : y —ye : 1], where [z : y : 1] €
Horo(a)mo(v) (Fo)-
iil. i z0+21 =0s0oyo+y1 #0, we have: [0 : yo+y1 : 20+ 21] ~ [0 : 1 : 0], hence
[X:Y:Z]~ze:1—y+ye: —z+ z€], there are two sub-cases of y:
A. y=1hence [X:Y :Z] ~[x—mxe:e:z— ze|, where [x:0: 2] € Hry(a),mo ) (Fg)-
B. y # 1s0Y is invertible hence [X : Y : Z] ~ [z —axe: 1: 2z — ze], where [x : 1: 2] €
Hro(a),mo ) (Fq)-
Which proves the proposition.

|
From this proposition we deduce the following corollaries.
Corollary 3.1 7y is a surjective mapping.
Proof: Let [v:y: 2] € Hry(a),m)(Fg), then
1. If 2 # 0, then [z : y : 2] ~ [z : y : 1], hence [x — xze: y — ye : 1] is an antecedent of [z : y : z].
2. Ifz2=0, then [z :y: 2] =[z:y:0], hence [x — z€: y — ye : €] is an antecedent of [z : y : z].
|
Corollary 3.2 7 is a surjective mapping.
Proof: Let [z :y: 2] € Hy, (a),r (a)(Fq), then:
1. If z# 0, then [z : y : 2] ~ [z : y : 1], hence [xe : ye : 1] is an antecedent of [z : y : 2].
2. If z=0, then [z : y: 2] = [z : y : 0], hence [ze : ye : 1 — €] is an antecedent of [z : y : 2].
O

Proposition 3.2 The @ mapping defined by:

T Hap(ole)  — Mg (a),mo(6) Fa) X Hary (a),m () (Fa)
X:Y:Z] — ([mo(X):mY):m0(2)],[m1(X):71(Y):71(2)])

s a bijection.

Proof:

1. As 7y and 71 are well defined, then 7 is well defined.
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2. Let ([zo = wo : 20 (w1 w1+ 21]) € Hagla)mov) Fg) X Hay(a),mi(v)(Fg), then [zo + (71 — 20)€ :
Yo + (Y1 —yo)e : 2o + (21 — 20)€] € Hap(Fyle]) and it is clear that
T([zo + (x1 — zo)e : Yo + (y1 — Yo)e : 20 + (21 — 20)€]) = ([xo : Yo : 2o, [T1 1 y1 : 21])s
hence 7 is a surjective mapping.
3. Lets [X : Y : Z] and [X' : Y : Z'] are elements of H, ,(F,[e]), where X = z¢ + z1€, Y = yo + v1¢,
Z=zy+ z€, X' =zx(+2he, Y =y, +yie and Z' = 2| + Ze.

If [x0 : yo : 20) = [x( 1y = 20) and [xo + 21 Yo + Y1t 20 + 21] = [z + @) - yh + v ¢ 2 + 2], then
there exists (k,1) € (F})? such that:

xy = kxo xy + x) = l(zo + 1) 2y =(1—-k)xo+
yo=hkyo and ¢ yo+yi =Iyo+uy1) soq ¥i=(0—kyo+um
2y = kzo 20+ 2 =1U(z0 + 21) z1=(10—-k)zo+ =

X' =kxo+ (I —k)xo +x1)e=(k+ (- k)e)X
then ¢ Y’ =kyo + (I = k)yo +y1)e= (k+ (I - k)e)Y
Z'=kxn+((l-kz+z)e=(k+(1—-Fk)e)Z
Or k + (I — k)e is invertible in Fyle], so [X' : Y’ : Z'] = [X : Y : Z], hence 7 is an injective mapping.
We can easily show that the mapping 7! defined by:

AN [zo s yo : 20, [x1: w1t 21]) = [xo + (1 — 20)e s yo + (y1 — yo)e : 20 + (21 — 20)€]

is the inverse of 7.
O

Corollary 3.3 The cardinal of Ha(Fqle]) is equal to the cardinal of Hary(a),rov) Fq) X Hr,(a),m ) (Fq)-

Cryptography applications
In cryptography applications, we have:

1. If card(Hap(Fqle])) = n is an odd number, then n = s x t is the factorization of n, where s =
card(Hry(ay,ro ) (Fq)) and t = card(Hx, (a),x 1) (Fq)), hence the cardinal of H,;(F,[e]) is not a
prime number.

2. The discrete logarithm problem in . ,(Fqle]) is equivalent to the discrete logarithm problem in
7-[ﬂ'o(a)»ﬁo(b) (Fq) X Hﬂ'l(a),m(b) (]Fq)'

4. Addition law on Huff curve H, ,(F,[¢])

Let Py = [X;:Y1: Zy] and P> = [X5 : Y5 : Z5] be two points on the Huff curve Hy, (4),x, ) (Fq), for
1€ {0,1} and O = [0: 0: 1] as neutral element of the law of addition. Let Ps = P, + P, = [X3 : Y3 : Z3].
So,

X3 = (X122 + XoZ1) (V1Yo + 2122)2(2122 - X1Xo),
Ys = (Y122 + Yo Z1)(X1Xo + Z122)*(Z1 25 — Y1Y2), (%)
Zy = (2723 - X{X3) (2375 — YT'Y5).

Theorem 4.1 Let P, = [X; : Y1 : Z1] and Py, = [Xy : Ys 1 Z3] be two points on the Huff curve over Fy.
Then the addition formula given by (x) is valid provided that X1Xo # £7Z17Z5 and Y1Ys # +7175.

In the following, we can define a new sum over H, ;(IF,[€]) using the previous results.
As T is a bijection mapping between the two sets Ha s (Fyle]) and Hory(a),mo ) (Fq) X Hr,(a),m v) (Fq)s
we can define the sum on H, ,(Fyle]).

Definition 4.1 Let P, = [X; : Y1 : Z1] and Py = [Xa : Yz : Za] be two points of the two points on
the Huff curve Hqp(Fyle]), we define the additive law Py = Pi+Py in Hap(Fyle]) by: Py = PP =
7 Y 7(P1) + 7(P)) and O = [0: 0 : 1] as neutral element of the law of addition.
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Corollary 4.1 Let Py = [X1: Y1 : Z1] and P, = [ X5 : Ya : Zy)] be two points on the Huff curve Hq p(Fqle])
over Fyle]. Then the addition formula given by (x) is valid provided that m;(X1)m;(X2) # £m;(Z1)mi(Z2)
and Wi(yl)ﬁi(}/é) 7é :|:7Ti(Z1)7TZ‘(Z2), fori S {07 1}

In
to

10.

11.

12.

13.

14.

15.
16.
17.

18.

5. Conclusion

In this work, we have proved the bijection between H, ,(Fq[e]) and Hr (), xob) (Fq) X Hry (a),m (v) (Fq)-
cryptography applications, we deduce that the discrete logarithm problem in H, ;,(F,[e]) is equivalent
the discrete logarithm problem in H (a),xo(5) (Fq) X Hr,(a),m (0) (Fq)-
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