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Comparative Analysis between Some Cryptosystems based on Truncated Polynomials
Ring and DNA
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ABSTRACT: DNA encryption is currently an effective method due to its numerous advantages in terms of
security, randomness, and multiple text representation options. Numerous developments and improvements
have emerged in DNA encryption methods to counter various attack methods that attempt to access the
original data. In this paper, we present a comparison of encryption systems primarily based on DNA encryption
PDNA, PODNA, and FDNA in terms of security and speed, making it easier for users to choose the appropriate
method based on the nature of the transmitted data.
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1. Introduction

One of the properties of DN A is its tremendous capacity to store information and the large randomness
of its components, which exceeds all known methods. Therefore, Gehani et al. exploited this ability by
applying it to encrypting information and storing it in a system called DN A cryptosystem in 1999
[6]. In 2010, the OTRU cryptosystem was introduced by Malekian and Zakerolhosseini, which is a
non-associative system based on NTRU encryption with octonion algebra [7]. In 2011 Yunpeng et al.
proposed a symmetric cryptosystem scheme based on DN A cryptosystem [10]. In 2018, Nafea and et
al. proposed a new algorithm called the OTP-DN A cryptosystem scheme [8]. In 2022, Abo-Alsood and
Yassein proposed a two public-key octonion algebra cryptosystem called TOTRU [3]. In 2023, Yassein
and Abo-Alsood proposed compression the NTRU and OT RU encryption systems with some other system
in terms of algebraic construction, speed, and security [9]. In 2024, the TPRSA encryption system was
introduced by Abass and Yassein via polynomials and Tri-Cartesian algebra [1]. In 2024, a new DN A
cipher is presented by Abidulzahra based on combining the idea to use the DN A based on codons and
truncated polynomials ring [2]. In 2025, Albakaa and Yassein introduced a new cryptosystem via algebra
polynomials with DN A called FDNA [4]. Also, they proposed PODN A depends on polynomials and
DN A octonion DN A [5].

2. Size of Space Security

The security level of the PDNA depends on two keys G of length n which represents a specific DNA
sequence and F which is a polynomial belonging to truncated polynomials ring of degree V.

While in the FDNA, the private keys, which are X represented by random codes of length n and
polynomials F and G, are what determine the level of security.

As for the PODNA, the three polynomial keys F, G, and W for the public key K and one key H whose
security depends on the number of possibilities of length n are what determine the security level of the
method.
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Therefore, the number of attempts that represent the safety level of the three methods is:

Table 1: Size of key space for PDNA, FDNA, and PODNA
Methods

Size of space

N!

PDNA 4T df! (df*l)! (N*deJrl)!

47 N!
del(df—1)I(N—=2ds+1)!

FDNA or

47 N!
dg!(dg—1)I(N—2dg+1)!

47 ( N! 8
df!(df*l)!(N*Qdfﬁ*l)!

PODNA

N
(dg!(dgfl)I(N72dg+1)!>

Where 7 represents the length of the DNA sequence, d; is the number of coefficients of the polynomial,
dy is the number of coeflicients of the polynomial, and IV represents the degree of the polynomial.
According the values of public parameters in Table 2, the level of security show in Figure 1.

Table 2: Values of public parameters

[N [ ds[d]
07 [ 12 5
107 | 20 | 10
149 || 12 | 10
149 || 25 | 20
167 | 18 | 18
167 || 27 | 22
211 || 20 | 18
211 || 34 | 22
257 || 20 | 18
257 || 24 | 24

Now, in Table 3 show the compared of key space between PDNA, FDNA, and PODN A based on
values of the variables in Table 2.

Table 3: Key space security for FDNA, PODNA, and PDN A
’ Key Space of PDN A H Key Space of FDN A \ Key Space of PODN A ‘

2.1678 x 10°T
9.0907 x 10%!
2.2573 x 1036
4.3426 x 10°°
1.7736 x 10°°
2.3281 x 1093
1.9921 x 10°°
4.3557 x 1089
1.7961 x 104
1.1917 x 107

3.0968 x 10°Y
2.6737 x 10%!
2.1498 x 10%
1.0856 x 106
2.4185 x 10%°
5.5138 x 1092
2.3164 x 10%®
1.0284 x 10%°
1.6478 x 1093
1.3619 x 107!

3.1514 x 107
9.7297 x 10322
6.3321 x 10%6°
2.6780 x 10*3!
6.0516 x 1036°
4.4168 x 1076
1.5966 x 10%33
2.4103 x 10906
3.8999 x 10463
8.4911 x 10726
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Figure 1: Comparison size of key space of PDNA, FDNA, and PODNA

It is clear that PODN A is much more security then FDN A, then PDNA (FDN A is more security
than PDN A because there are two ways to reach the key).

3. Execution Time

The execution time of the three operations depends on the time required to perform polynomial
operations (addition and multiplication) and codon combination operations in the three stages of key
generation, encryption, and decryption, which can be illustrated in the following Table 4.

Table 4: Execution Time for FDNA, PODNA, and PDN A
‘ Cryptosystem | FDNA | PODNA | PDNA |

‘ Execution Total Time H 4dtg + 2t ‘ 4672ty + 2t4 ‘ 2ty + 2t4 ‘

Where tg represent the time of multiplication polynomials, ¢ represent the time of merge the codons
Therefore, the execution time of FFDN A is faster than PODN A and slower than PDN A.
Figure 2 shows the compared of execution Time for PDNA, FDNA, and PODN A.

HFDNA ©PDNA EPODNA

Figure 2: Execution Time for FDNA, PODNA, and PDN A

4. Conclusion

In this research paper, we compare three encryption schemes: PDNA, FDNA, and PODNA, which all
share a common mathematical structure, such as DNA structure and polynomials, in terms of security,
speed, and selection based on the nature of the transmission data. It turns out that PODNA is more
secure than FDNA, and that FDNA is more secure than PDNA. Therefore, PODNA is the most secure
of the three methods mentioned. In terms of speed, PDNA is the fastest. Therefore, if the user needs a
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method with high security at the expense of time, we choose PODNA, while if the user needs speed with
acceptable security, we choose FDNA.
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