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Novel Encryption System via AT and Quaternion Algebras

Amna Abdul Karim Sahib and Hassan Rashed Yassein*

ABSTRACT: Due to the increasing and sophisticated attacks on data transmitted in encrypted transmission
media, it has become necessary to find new encryption methods that are more secure than existing methods to
maintain and protect data confidentiality. In this paper, we present a new encryption system, QTRAT, which
is a comprehensive development of QTRU using AT algebra. It is compared with NTRU, QTRU, HXDTRU,
and ATTRU in terms of message and key security, and execution time.
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1. Introduction

With the increasing advent of the Internet and its use to transmit and store data and the increase
in cyber-attacks, the need for new encryption methods has emerged that are difficult to break easily, as
many cryptosystems have been developed.

In 1997, Hoffstein et al. presented NTRU cryptosystem, a public key cryptosystem that is one of
the most widely used cryptosystems. It was designed to provide strong security against computational
attacks. Choosing the appropriate parameters is crucial to achieving a balance between performance
and security in NTRU [6]. In 2010, Malekian and Zakerolhosseini [7] presented a high-security OTRU
cryptosystem, which is based on non-associative and non-commutative octonions algebra.

In 2011, Malekian et al. [8] presented QTRU cryptosystem, which is based on non-commutative
quaternion algebra and is more resistant to attacks than NTRU. In 2014, UbaidurRahman [18] presented
a technology based on biological simulation for encoding and decoding DNA and possesses performing
power for algorithms high. In 2016, Yassein and Al-Saidi [11] presented HXDTRU cryptosystem, which
is based on non-commutative, non-associative and alternative hexadecnion algebra. In 2022, Ali and
Yassein [13] presented QTNTR cryptosystem, which is based on commutative and associative quintuple
algebra. In 2023, Yassein et al. [4] presented QuiTRU cryptosystem, which is based on HH-Real algebra.
In same year, Yassein and Abo-Alsoo [16], and Yassein and shahhadi [17] presented comparison between
NTRU and QTRU with four methods NTRU-like in terms of security.
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In 2023 Yassein and Ali presented SQNTRU cryptosystem [12], which is based on commutative and
associative subalgebra of Quintuple algebra, and HUDTRU cryptosystem [14], which is based on com-
mutative and associative quintuple algebra. In same year, Salman and Yassein presented TRUFT cryp-
tosystem [10], which is based on commutative and associative FTH algebra and TRUHSH cryptosystem
[15], which is based on hexat algebra.

In 2024, Fadeel and Yassein [5], presented HAQTR cryptosystem, which is based on non-commutative
quaternion algebra. In same year, Abidalzahra and Yassein [2] presented ASTRU cryptosystem, which is
based on associative and commutative AS algebra. Also, Abboud et al. [1] presented OTRCQ which is a
multi-dimensional public-key cryptosystem is based on octonions algebra with coefficients of commutative
quaternion. In 2025, Al-Bairmani et al. [3] presented KPNTR cryptosystem, which is based on para-
quaternion with coefficients in KAH-Octo algebra. Also, Sahib and Yassein proposed encryption system
via a multi-dimensional algebra AT, which called ATTRU [9].

2. QTRAT Cryptosystem

QTRAT depended on AT algebra [18] with coefficients of quaternion and the same parameters in
ATTRU and three AT algebras:

11
o ={ (fo.0 + foi+ fozi+ fosk) + D (fmo
n=1

+ fin)i + Fn2)d + Fn3)k) Bl fn0)s fon1)s fin2)s fong) € Kom = 0,1,...,11},
11

op = { (fo,0) + floi + flo,2) + fo3k) + Z (fn0) + fn,1)i
n=1

+ f(n,2)] + f(n,3)k)5n|f(n,0)v f(n,l)a f(n,2)7 f(n,3) € g{mn =0,1,..., 11}7}
11
oq ={ (fo.0) + fooi + flo,2)7 + fok) + Z (fn0) + fn,1)i

n=1

+ fn2)d + fn3)k) Bl fn.0)s Fnnys fn2ys foniz) € Kgom=0,1,... 11}

K= Z[z]/(aN 1), K, 2 Z, 2] /(¥ —1), and K, = Z,x] /(zN —1) are the truncated polynomial rings,

The four subsets {5, £, {m, and £y C o defined as the following:

by = {ff € O“f(nyA),A =0,1,2,3,n =0,1,...11 has df coefficients equal to 1, ( dy — 1) equal to -1
and 0 for other values }

le = {(j € U‘Q(n’A),A =0,1,2,3,n =0,1,...11 has dg coefficients equal to 1, (dg — 1) equal to -1
and 0 for other values }

by = {m € U‘W(nyA),A =0,1,2,3,n=0,1,...11, are chosen modulo between =* and & },

and the subset £ defined similar to £¢.

QTRAT designed goes through the following three phases:

2.1. Key Generation

The recipient at this phase chooses & = 27111:0 FnBn € €y such that it had an inverse over o, and o,

where
11

Gy = Z (fen,0) + fnyi + fn2)d + fn3)k) Bn st =0,1,... 11,

n=0

and chooses § € £¢.
After that, compute public key # as follows:

= 9‘;1 x G (mod q)

where &, (is a private keys.
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2.2. Encryption

The sender at this phase, after receiving &, writes the message 171 in the form

11
(m0.0) + M(0.1)F + M0.2)5 + M(0.3)k) + Y (M(n0) + Mn1)i +M(n2)f + Mn.3)k) B € lm

n=1
and chooses R € {3 as private key.
Compute & the encrypted text of the message as follows:
E=pH +R+M (mod q),

all the coefficients belong to (= 4/2,4/2].

2.3. Decryption

The recipient at this phase, after receiving the encrypted text &, Performs the following steps:

A=F & (mod q)
=F x (pH « R+ 1) (mod q)
=pPF«H)*R+F «1M (mod q)
= ((pF «F; ") * Q) * R+ F « M (mod q)
=pG xR+ F N (mod q),

and adjust the resulting coefficients within the interval (5, Z].
Covert A from mod q to mod p.
Thus, A, = A (mod p), therefore M = F;' « A1 (mod p). All coefficients of the last term within

the interval (52, £].

3. Performance Analysis

Given the known public parameters, an attacker can obtain the original text of the encrypted message
by searching for the private key of the public key or by using the private key during the encryption phase.

Searching for one of the two private keys, F or @, represents the security space of the key. If we
assume that the space of @ is less than F, attempts to access the original text through a brute force
attack are calculated as follows:

(@Z) <N;"dg>)48 ) <(dg!)2(1]\vfl— 2d,)! )48'

The same applies when searching for key R, which represents the security space of the message, which is

calculated as follows:
18 48
(@) (o=
d, d, (d.)? (N — 2d,)! '

4. Comparison of QTRAT with NTRU and Some of its Improvements

Comparison of QTRAT public key cryptosystem with NTRU and some of its improvements such as
QTRU, ATTRU and HXDTRU cryptosystems, the comparison includes security and execution time.
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4.1. Comparison Execution Time

Table 1 shows comparison between the execution time of the NTRU cryptosystem and some of its
improvements such as QTRAT, QTRU, ATTRU and HXDTRU.

Table 1: Execution Time of NTRU, QTRU, ATTRU, HXDTRU and QTRAT

Phase

NTRU ‘

QTRU

ATTRU

HXDTRU

QTRAT

Key generation

One Convolution

multiplication

16 Convolution

multiplication

12 Convolution

multiplication

256 Convolution

multiplication

192 Convolution

multiplication

One Convolution

multiplication

16 Convolution

multiplications

12 Convolution

multiplication

256 Convolution

multiplication

192 Convolution

multiplications

One

Polynomial addition

Four

Polynomial addition

12

Polynomial addition

16

Polynomial addition

Encryption
One Four 12 16 48
Polynomial addition | Polynomial additions | Polynomial addition | Polynomial addition | Polynomial addition
Two Convolution 32 Convolution 24 Convolution 8192 Convolution 384 Convolution
. multiplications multiplications multiplication multiplication multiplications
Decryption

48

Polynomial addition

Total Time

4T +27;

647 + 87,

48T + 24T,

8704T + 327,

7687 + 9671

Where 7 is the addition times, and J is the convolution multiplication time. Therefore, QTRAT is

faster than HXDRTU but slower than NTRU, QTRU, and ATTRU.

4.2. Space of Security

Table 2 shows a comparison of space security between NTRU, QTRAT, QTRU, ATTRU and HXDTRU
cryptosystems. This comparison is about space of key security and space of message security.

Table 2: Space of security of NTRU, QTRU, ATTRU, HXDTRU and QTRAT

Cryptosystem || Space of key security | Space of message security
N1 N!
NTRU CANGEETA AT
4 4
QTRU ((dq') (N 2d,)! ) ((d') (N 2d,)! )
12 12
ATTRU ((d H? (N 2d,)! ) ((d N2 (N 2d,)! )
16 16
HXDTRU ((d H? (N 2d,)! ) ((d H? (N 2d,)! )
QTRAT ((d H? (N 2dy) ) ((d DE (N 2d,) )

According to the Table 2, the space of security of QTRAT is greater than that of the NTRU, QTRU,
ATTRU and HXDTRU.

Table 3 show the key space and message space of QTRAT respectively according some values

We will take the same values for all methods to compare the key and message space in Table (4),

Table (5), Figure (1), and Figure (2), respectively.



NOVEL ENCRYPTION SYSTEM VIA AT AND QUATERNION ALGEBRAS

Table 3: Key space and essage s

pace of QTRAT

N |d, | d

Key space

Message space

107 | 12 | 12
107 | 20 | 20
149 | 12 | 12
149 | 25 | 25
167 | 18 | 18
167 | 27 | 27
211 | 20 | 20
211 | 34 | 34
257 120 | 20

257 | 24 | 24

2.1430 x 101446
1.6401 x 101956
2.3818 x 10%62°
1.0383 x 107693
3.5608 x 102238
1.6690 x 102868
1.5004 x 10%61°
3.0476 x 103639
1.6564 x 102795

4.6405 x 103170

2.1430 x 101446
1.6401 x 1019°6
2.3818 x 101629
1.0383 x 102603
3.5608 x 102238
1.6690 x 102868
1.5004 x 102615
3.0476 x 103639
1.6564 x 10279

4.6405 x 103170

Table 4: Key space and essage space of QTRAT

NTRU

QTRU

ATTRU

HXDTRU

QTRAT

1.3549 x 10%°
5.6817 x 1040
8.8176 x 1033
1.6963 x 10°*
4.3300 x 1046
5.6837 x 10°°
3.0397 x 10>
6.6463 x 107
1.1713 x 10°8

1.1366 x 1096

3.370 x 10'2°
1.0421 x 10163
6.0451 x 10135
8.2796 x 10216
3.5152 x 10186
1.0436 x 10237
8.5373 x 10217
1.9513 x 10303
1.8822 x 10232

1.6689 x 10264

3.8273 x 106!
1.1317 x 10%89
2.2090 x 10407
5.6759 x 10550
4.3436 x 10°%°
1.1365 x 10717
6.2226 x 105°3
7.4295 x 10909
6.6683 x 10596

4.6483 x 10792

1.2898 x 10482
1.1794 x 10952
1.3354 x 10°43
4.6994 x 10867
1.5269 x 10746
1.1860 x 109°¢
5.3152 x 10871
1.4497 x 10213
1.2551 x 10929

7.7575 x 101056

2.1430 x 101446
1.6401 x 10'9°6
2.3818 x 101029
1.0383 x 10?693
3.5608 x 102238
1.6690 x 102868
1.5004 x 10?615
3.0476 x 103639
1.6564 x 10%79°

4.6405 x 103170
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Key Space

ENTRU

EQTRU
WATTRU
B HXDTRU
EQTRAT

107

107

149 149 167 167 211 211 257

Figure 1: Space of key security of NTRU, QTRU, ATTRU, HXDTRU and QTRAT

Table 5: Space of message security of NTRU, QTRU, ATTRU, HXDTRU and QTRAT

NTRU

QTRU

ATTRU

HXDTRU

QTRAT

1.3549 x 10%°
5.6817 x 10%°
8.8176 x 1033
1.6963 x 10°*
4.3300 x 1016
5.6837 x 10°°
3.0397 x 10°*
6.6463 x 107
1.1713 x 10°®

1.1366 x 10

3.3700 x 10120
1.0421 x 10163
6.0451 x 1013
8.2796 x 10216
3.5152 x 10186
1.0436 x 10%3°
8.5373 x 102%7
1.9513 x 10303
1.8822 x 10232

1.6689 x 10264

3.8273 x 10361
1.1317 x 10489
2.2090 x 10407
5.6759 x 10550
4.3436 x 10°%9
1.1365 x 10717
6.2226 x 105°3
7.4295 x 10909
6.6683 x 105%

4.6483 x 10792

1.2898 x 10482
1.1794 x 10952
1.3354 x 10°43
4.6994 x 10867
1.5269 x 10746
1.1860 x 10956
5.3152 x 1087
1.4497 x 101213
1.2551 x 109%°

7.7575 x 101056

2.1430 x 101446
1.6401 x 101956
2.3818 x 101629
1.0383 x 102693
3.5608 x 102238
1.6690 x 102868
1.5004 x 102615
3.0476 x 103639
1.6564 x 10%79°

4.6405 x 103170
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Message Space

ENTRU
EmQTRU
BATTRU

BHXDTRU
BQTRAT

Figure 2: Space of message security of NTRU, QTRU, ATTRU, HXDTRU and QTRAT

5. Conclusions

The QTRAT method presented in this paper is based on the idea of combining two algebras at the

same time, one of which is the basic algebra, which is AT, and the other is the quaternion algebra, which
is the coefficients of the first algebra, which greatly increases its security level compared to other methods,
and its execution time is somewhat acceptable. In addition, there is another advantage in that it is a
multidimensional method, which makes it possible to send multiple messages at the same time, up to
48 different messages, which makes this method a requirement for organizations operating in different
directions using different transmission media.
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