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A Novel Development of OTRU Cryptosystem

Kawthar A. Hassoon and Hassan R. Yassein™

ABSTRACT: In the light of the tremendous development in data exchanging, maintaining its confidentiality
has become extremely vital when transferring it in an insecure medium, so there is a constant need to develop
encryption systems. One of these encryption systems is NTRU, which was developed by OTRU encryption.
In this paper, we presented a development of OTRU, which is called KSQOT, by using KAH-octo algebra
with partial coefficients of quaternion algebra instead of octonion algebra (a mix between octonion algebra
and quaternion algebra) with eight dimensions but with sixteen partial elements for each element and different
mathematical constructions of the phases (key generation, encryption, and decryption) of the system which
allude a very high level of security by augmenting the private keys with the public key and an acceptable
speed by the number of mathematical operations used in constructing the method.
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1. Introduction

The growth of various encryption methods can improve the security of information transmission in
insecure channels which is the objective. In 1998, the NTRU cryptosystem was presented by Hoffstein
et al. such as the four sets of polynomials of degree N — 1 with integer coefficients and three integer
parameters (N,p,and q) are required for the NTRU cryptosystem [1]. In 2002, Gaborit et al. [2, 3],

introduced a new cipher system analogous to NTRU called CTRU, which is based on the f,\z,[f]l In 2005,
Coglianese and Goi [4] presented an improved cipher system for NTRU called MaTRU, which uses a more
efficient linear transformation with a security level similar to that of NTRU. The use of the concept of
algebra [5, 6] in many fields has encouraged researchers to adopt these algebraic structures in developing
encryption methods. In 2009, a quaternion-based public key cryptosystem QTRU is constructed by
Malekian et al. [7], the conclusion is that QTRU is more resistant to some attacks than NTRU. In 2010,
Malekian and Zakerolhosseini presented the OTRU cryptosystem and pointed out that it was similar to
the NTRU cryptosystem and required four subsets; but its coefficients belong to the octonions algebra
[8]. In 2015, Alsaidi et al. introduced the CQTRU system through the use of commutative quaternion
algebra [9]. In 2019, Lyubashevsky and Seiler [10] created NTTRU, which creates public keys and cipher
text with an approximate size of 1.25 .K B at the 128—, bit security level using the number theoretic
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transform over the cyclotomic ring T In 2021, Abo-Alsood and Yassein presented the BOTRU

cryptosystem based on bi-octonion subalgebra [11]. The NTRS cryptosystem was presented by Shahhadi
and Yassein [12], and the NTRgy cryptosystem was also presented by Shahhadi and Yassein [13]. In 2022,
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the TOTRU cryptosystem was presented by Abo-Alsood and Yassein and depends on octonions algebra
with two public keys [14]. The NTRrrN cryptosystem was presented by Shahhadi and Yassein [15]. In
2023, Yassein at el. suggestion a new version of the NTRU called QuiTRU [16]. In the current study, we
introduce the KSQOT cryptosystem based on KAH-Octo algebra [17] and show how it has a very high
level of security and acceptable speed. In addition to this section, this paper is structured as follows: In
second Section, introduce KSQOT, a novel public-key cryptosystem based on KAH-Octo algebra with
coefficients belonging to quaternion algebra. The third section discusses the security of the new system
through two types of attacks. The fourth section compares KSQOT and six new cryptosystems in terms
of key and message security, and speed, and presents the results in tabular form. The fifth Section
presents a summary of the paper results.

2. KSQOT Cryptosystem

In this section, a new public-key cryptosystem KSQOT is proposed that is based on the KAH-Octo
algebra with coefficients belonging to quaternion algebra [18] such that i=j=0 (i.e., commutative and
associative). Also, the public parameters N,p,q are positive integers such that p and q coprime and three
KAH-Octo algebras are defined as follows:

7
KO = {(f0,0+f0,1k +Z fa,0 + fa1) B fa,Oafa,1€A}
a=1

M~

KO, = {(fo,o + fo1k) + (fa,0+ fa1) Ba | fa0, fan € Ap}

a=1

M~

KOq = {(f070 —|—f071k) + (foz,O + foz,l)ﬁa fa,Oafa,l € AQ}

a=1

Such that A = Z[z]/(zN — 1), A, =Zp[z]/(aN = 1), A, =Z4[z]/(xV —1)
and six subsets Lp, Lg, Ls, Ly, Lr and Ly € KO

7
Lp= {(fo,o + foak) + Z fa,0 + fa1) fa,0 fa,1 € AyL(df,dUl))}
a=1

7
80 o+ S0, 1k + Z (Sa,O + Sa,l) ﬁa Sa,05Sa,1 S Aa L(ds,ds)}

a=1

7
{ 90.0 + 90.1K) + D (9a0 + ga1) Bar | Go0s Jat €A7L(dg,dg)}
a=1

7

Ly = {(%,o + ¢o,1k) + Z (Pa,0 + Pa,1) Ba | a0 Pa € A, L(d¢,d¢)}

a=1

7
Lp= {(rop +roq1k) + Z (ra,0+7Ta) Ta,0,Ta,1 € A, L(dr’dr)}
a=1

7
Ly = {(mo,o +mo,1k) + Z (Ma,0 + Ma1) Ba | Ma,0,Ma,1 € A, modulo pbetween (;p) and ]2?}
a=1

such that

L,.a,) = {f € K; f has d, coefficients equal 1, d, coefficients equal — 1, and the remaining equal 0}
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3. The KSQOT Cryptosystem’s Phases:

Key Generation The recipient generates the public key H and sends it to the sender by selecting
three elements F' € Lrp, G € Lg, and S € Lg and calculating it through the following formula
H = Fq_1 * G %S mod q, where Fq_1 represents the inverse of F' modulo q. The key generation
phase involves 128 convolution multiplications.

Encryption After receiving the public key H from the recipient by the sender, to send the original
message M in an encrypted form E, the sender chooses ¢ € Ly, R € L and calculates E, as follows:
E=pH=*¢+ R)+ M mod q. The encryption phase needs 32 convolution multiplications and 32
additions of polynomials.

Decryption After receiving the encrypted message from the sender and for the purpose of con-
verting it to the original text M,
he/she takes the following steps:

D=FxFE modgq
:F*(p(H*qb—!—R)—i—M) mod ¢

F*<(p(Fq1*G*S)*¢+R)+M> mod ¢
:p<((F*Fq1)*G*S)*¢+R>+F*M mod q
:p((G*S)*¢+F*R)+F*M mod gq

Such that the coefficients of the last value belong to the interval (—g/2,q/2]. Now, convert D
mod ¢ to

D modp:p(((F*Fq_l)*G*S)*(;H—R)—i-F*M mod p

)

since p =0 mod p then

D modp=Fx*xM modp

Therefore, M = Fp_1 x*D mod p where Fp_1 represents the inverse of F' modulo p and the coefficients
in the interval (—p/2,p/2]. This phase needs 192 convolution multiplications and 32 polynomial
additions.

4. Security Analysis

. Brute Force Attack If we take into account that the general parameters are known to the attacker,

then the original message can be accessed in two ways. First, to search for the private keys that
generated the public key H, which are G and S (considering that the size of space of the subset Lg
is greater than Lg and Lg). In a brute force attack, the size of the key space is equal to

16
N\ (N —dg\ (N\ (N —d,
dg dg ds ds
The second way is to search for the keys for the encryption phase, which are ¢ and R. Accordingly,
the size of the message space is equal to

() 0)0)



Table 1: The size of the key space and the message space of KSQOT
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N dg || ds || dg || dr Key space Message space
107 || 12 || 12 || 5 5 || 1.6622 x 109* || 2.0391 x 10°%°
107 || 20 || 20 || 10 || 10 || 1.3907 x 1013%4 || 4.4720 x 10%°2
149 || 12 || 12 || 10 || 10 || 1.7835 x 101986 || 2.9164 x 10952
149 || 25 || 25 || 20 || 20 || 2.2092 x 10173 || 5.8735 x 101524
167 || 18 || 18 || 18 || 18 || 2.3318 x 1092 || 2.3318 x 10492
167 || 27 || 27 || 22 || 22 || 1.4070 x 101912 || 52133 x 101695
211 || 20 || 20 || 18 || 18 || 2.8236 x 101743 || 8.4680 x 10621
211 || 34 || 34 || 22 || 22 || 2.1020 x 10?426 || 1.7629 x 101858
257 || 20 || 20 || 18 || 18 || 3.0161 x 10'8%3 || 7.6330 x 101728
257 || 24 || 24 || 24 || 24 || 5.9939 x 102113 || 5.9939 x 10?113

The size of the key space and the message space of KSQOT with optional numerical values are
shown in Table 1.

All calculations in Table 1 were performed using MATLAB R2021a.
II. Alternate Keys Attacks The attacker can access the original text by finding alternative keys for

the keys G and S (considering that the size of space of the subset Ly is greater than Lg and Lg),
which requires him to find 32 alternative keys, as follows:

AN AN A A A A AN AN A A AN AN N AN A A
90,0090,15 91,00 91,1 92,00 92,15 93,0, 93,194,00 94,15 95,00 95,15 96,00 96,1: 97,00 97,1

and

A A A A A A A AN A A A A A A A A

50,05, 50,1, S1,0, S1,1, 2,0, 52,1, $3,0, 53,154,0, 54,1, 55,0, 55,1, $6,0, $6,1, S7,0, 57,1
of the keys

90,0, 90,1, 91,0, 91,1, 92,0, 92,1, 93,0, 93,1, 94,0, 94,1, 95,0, 95,1, 96,0, 96,1, 97,0, 97,1
and

50,0, 50,15 51,0, 51,15 52,05 S2,1, 53,05 $3,1, 54,0, 54,1, 55,0, 85,1, 56,0, 56,1, 57,05 S7,1

Which requires more time. Therefore ,this method has a high level of security against this type of
attack.

5. Comparison Between KSQOT and Some Improvements of NTRU

In this section, the key security, message security spaces, and algebraic structures used as a basis for
construction for KSQOT and some previous cryptosystems OTRU, TOTRU, BOTRU, NTRS, NTRgy,
and NTRpgrn will be compared based on the same parameter values mentioned above, so that what the
recipient will choose will be equal to d, = ds, and what the sender will choose will be equal to dg = d,.,
without focusing on the need for the inverse of the parameters in the decryption phase in TOTRU,
BOTRU, NTRS, NTRsg, and NTRrgry. In addition, we make a comparison in terms of execution time
for the three phases of each system. In addition, we made a comparison in terms of execution time for
the three phases of each system depending on the number of operations, convolution multiplication, and
addition polynomials for the polynomials. See (Table 2) which shows the size of the key security space
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and the space of message security of KSQOT and the cryptosystems it compares with, (Table 3) which
shows the algebraic structure each cryptosystem relies on, and (Table 4) which summarizes the execution
time for each cryptosystem listed below in sequence.

Table 2: The size of the key security space and the space of message security of KSQOT
and some improvements

Cryptosystem Size of key space Size of message space
OTRU <(Z) (ngdg)> 8 ((éﬁ) (Nd¢d¢)> 8
—— (@)(N;jy)(éi><<fv;ds>)8 (e <Nd:¢><;i><N;dr>)8
BOTRU ((dfi)(N;gdg)(éi)(N;,.d-]))? (e <Nd:¢><£><N;“>)2
NTRS ((ﬁ)(NJg)(ﬁ)(N;fv)<£,><N;fu>)3 (e <Nd:¢><;i><N;dT>)3
- (<;g><N;;g><;z><<Nd:,,du><£><<N;f-*><;i><N;,dv>)3 (e (N;cdc)(ﬁ)(%f
Nl ((Q)(N@dg)(ﬂ)(fv;ﬁﬂ)g (<£><N;ﬁ>)3
KSQOT ((@(N@dg)@i)((fv;fﬂ))w ((;ﬁ)(%ﬁ) () <N;ﬂ7~>)m

Table 3: Algebraic structure of KSQOT and some improvements

’ Cryptoststem H algebraic structures ‘

OTRU octonions
TOTRU octonions
BOTRU bi-octonions

NTRS tripternion
NTRgn tripternion
NTRTrN tripternion
KSQOT KAH-Octo

where tg is the time of convolution multiplication while ¢; is time of polynomial addition. Using
MATLAB R2021a, we will mention a numerical comparison between KSQOT and some improvements of
NTRU mentioned in this section, in Tables 5 and 6. Therefore, Table 5 contains a comparison of their

size of key spaces.

Table 6 explains the comparison of the size of message spaces for them.

All calculations in Tables 5 and 6 based on the same parameter values in Table 1.
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Table 4: Execution time of KSQOT and some improvements

OTRU TOTRU BOTRU NTRS NTRsu NTRtrN KSQOT
Key generation 64t 128to 8to 36t0 54to 18ty 128t
Encryption 64t + 8t1 128t + 16t, 8to + 4t1 18t + 6t1 18to + 6t1 18to + 3t1 32to + 32t1
decryption 1024¢0 + 8ty 1536t0 + 16t1 || 24t0 + 461 45t + 6t1 198to + 6t1 54to + 3t1 192¢0 + 32t
Total speed 1152t0 + 16t || 1792to + 32t1 || 40to + 8t1 || 99to + 12t1 || 261t0 + 12¢1 || 90to + 6t1 || 352t0 + 64t1

Table 5: Size of key spaces of KSQOT and some improvements

OTRU

TOTRU

BOTRU

NTRS

NTRsu

NTRTrRN

KSQOT

1.1355 x 10%4!
1.0860 x 10%2¢
3.6544 x 107
6.8558 x 1033
1.2357 x 1037
1.0891 x 10*7®
7.2896 x 10%3°
3.8077 x 10596
7.4107 x 10%6%

2.7825 x 10°28

1.2893 x 10182
1.1793 x 10%°2
1.3355 x 10°4
4.7002 x 10867
1.5270 x 10746
1.1862 x 10956
5.3138 x 1057
1.4498 x 101213
5.4919 x 10931

7.7421 x 101056

3.3696 x 1020
1.0421 x 10'6?
6.0452 x 10**°
8.2800 x 10%'6
3.5153 x 1086
1.0436 x 10%3°
8.5379 x 10%7
1.9513 x 103
8.6086 x 10232

1.6681 x 10264

1.5384 x 10°™
6.1700 x 10%6¢
3.2223 x 103%
1.1630 x 1088
5.3508 x 10*1°
6.1903 x 10°%7
2.2158 x 10%%°
2.5307 x 10%%2
1.2694 x 105

3.1621 x 10°%4

3.8261 x 10%*
1.1317 x 10*8°
2.2092 x 10407
5.6766 x 105%°
4.3440 x 10°%°
1.1366 x 1077
6.2238 x 10553
7.4300 x 10%°
6.3796 x 105%8

4.6413 x 107%?

6.1855 x 1080
3.3640 x 1044
4.7002 x 102%3
2.3826 x 10%%°
6.5909 x 1027
3.3714 x 10358
7.8891 x 10%2°
8.6197 x 10
2.5258 x 10349

2.1544 x 1036

1.6622 x 10%54
1.3907 x 10%304
1.7835 x 101086
2.2092 x 10175
2.3318 x 101492
1.4070 x 1092
2.8236 x 101743
2.1020 x 102426
3.0161 x 10'863

5.9939 x 10213

6. Conclusions

KSQOT has a very high key and message security compared to OTRU, TOTRU, BOTRU, NTRS,
NTRgsy, and NTRrgry. In terms of time, KSQOT is faster than OTRU and TOTRU, but slower than
BOTRU, NTRS, NTRsy, and NTRgrn, this slowness can be addressed by minimizing the degree of
the polynomials while maintaining security. OTRU can be considered a special case of KSQOT when
faqg=0foralla=0,1,...,7and S =1, R = 0. Since each element in KAH-Octo algebra consists of 16

elements, it makes it possible to send 16 different messages:

mo,0, 10,1, 11,0, ™M1,1,M2,0, 12,1, 13,0, 3,1, 174,0, 1M4,1, 5,0, 15,1, 16,0, 116,1, 17,0, N7 1

Simultaneously. These properties make it a suitable option for many types of electronic transactions.

. J. Hoffstein, J. Pipher, J. H. Silverman, D. Lieman, J. Pipher, and J. H. Silverman, “NTRU: A ring-based public key
cryptosystem,” in International algorithmic number theory symposium, Springer, 1998, pp. 267-288.
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