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Designing a Secure Mathematical Cryptosystem via Two Multi-Dimensional Algebras

Abdullah Mhmood Jasim and Hassan Rashed Yassein∗

abstract: Electronic transactions of all kinds have become prevalent in many countries, and the exchange
of information via social media accounts has spread to almost every corner of the world. This has opened the
door to the development of highly secure and efficient encryption systems to provide reliable protection for
users. In this paper, we present a new encryption system based on the combination of two multidimensional
algebras, each with a dimension of eight, making this method popular in the job market.
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1. Introduction

One of the most famous encryption systems used in electronic transmissions is the NTRU encryption
system. NTRU is ideal for a wide range of applications which is the first encryption system that uses
polynomials as a public key, where it was used truncated polynomial ring of degree N − 1, denoted by
Z[x]/xN − 1 presented by Hoffistein et al. in 1998 [8]. This list presents some studies to improve of the
NTRU cryptosystem by changing the algebra, mathematical construction, or both. In 1997, Coppersmith
and Shamir [2] apply new lattice to find either the original secret key or an alternative secret key to
decryption the ciphertexts. In 2000, Leier et al. [9] introduced two different types of coding methods
based on binary strands of DNA where double strand DNA strands was used to hide information. In
2002, Gaborit et al. [5] introduce CTRU generalization of NTRU which uses polynomials ring over a
finite field F2 in one variable. For the same value of N , NTRU and CTRU have the same encryption and
decryption speeds.

In 2005, Coglianese and Goi [3], NTRU development submission called MaTRU as a public key
cryptosystem that use a more efficient linear transformation with a security level in comparable to NTRU.
In 2006, Slaibi [14] improved the basic algorithm by employing special values for parameters and privet
keys. In 2007, Sari and Puri [15] use a stream of ciphers in keys of encryption and decryption. In
2010, Malekian et al. [11] QTRU, a cipher system based on NTRU, was proposed using quaternion
algebra, where the basic algebraic structure of NTRU was changed to a non-commutative algebraic
structure. In 2015, Majeed [10] presented cryptosystem CQTRU improvement of NTRU used on algebra
of commutative quaternion, it is more four times better than resistens to attacks. In 2016, Yassein

∗ Corresponding author.
2010 Mathematics Subject Classification: 94A60, 11T71.

Submitted August 04, 2025. Published October 16, 2025

1
Typeset by BSP

M
style.

© Soc. Paran. de Mat.

www.spm.uem.br/bspm
http://dx.doi.org/10.5269/bspm.78271


2 A. M. Jasim and H. R. Yassein

and Al- Saidi [17] introduced a cooperation between NTRU and some methods. In 2023, Yassein and
Ali, proposed public key cryptosystem SQNTRU [18] improvement to NTRU, the first depended on
the quintuple algebra, and the second based on subalgebra of quintuple algebra. And Yassein et al.
[16] proposed a QuiTRU based on an HH-real algebra with a new mathematical structure. As well as,
Salman and Yassein present three new cryptosystem, TRUFT, TRUHIB, and TRUHSH by relying on
multidimensional algebras to ensure a high level of security [19,13,12].

In 2024, Yassein and Fadeel, [4] constructed HAQTR which is a public key system using algebra of non-
commutative quaternion with new mathematical structure. In 2025, Sahib and Yassein [1] presented a
new algebra called AT to build ATTRU cryptosystem. Also, Yassein and Shahhadi, [20] design TrQtNTR
public key cryptosystem, based on novel qua-tripternion algebra. Also, Hassoon, introduced two mehods
KAOTR, and KSQOT via KAH-Octo algebra [6,7].

2. Octonion algebra

The octonion algebra over a field F an eight-dimension is defined as follows:

O =

{
α0 +

7∑
i=1

αiei : α0, . . . , α7 ∈ F

}

with {r0 = 1, r1, r2, r3, r4, r5, r6, r7} basis of the algebra and αi ∈ F are scalars. The addition is
performed on the basis of adding the corresponding to the usual addition of eight polynomials.

But the multiplication (∗) process follows the following rules:

e2i = −1, i = 1, . . . , 7

ei ∗ ej = −ej ∗ ei, with i ̸= j and i, j = 1, . . . , 7
ei ∗ ej = ek 7→ ei+1 ∗ ej+1 = ek+1 where i ̸= j and i, j = 1, . . . , 7
ei ∗ ej = ek 7→ e2i ∗ e2j = e2k, i ̸= j and i, j = 1, . . . , 7.

It is clear that the multiplication octonion algebra is a non-commutative and a non-associative but
is alternative with the multiplicative identity is 1 . The square norm N (x) and conjugate x̄ of x are

defined as follow: N (x) = xx̄ =
∑7

i=0 α
2
i and x̄ = α0 −

∑7
i=1 αi respectively. The multiplicative inverse

of a non-zero element x ∈ O defined as (N(x))
−1

x̄ [8].

3. KAH-Octo Algebra

Let F be a field, a KAH-Octo algebra which denoted by KO is defined by:

KO =

{
x =

7∑
i=0

xiβi

∣∣∣∣∣x0, . . . , x7 ∈ F, β0 = 1

}
,

with a basis {β0 = 1, β1, β2, β3, β4, β5, β6, β7}
such that the addition, multiplication, and scalar multiplication are defined as follows:

If x, y in KO and a in F such that

x =

7∑
i=0

xiβi

and

y =

7∑
i=0

yiβi,
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then

x+ y =

7∑
i=0

xiβi +

7∑
i=0

yiβi =

7∑
i=0

(xi + yi)βi,

x ∗ y =

7∑
i=0

(xiyi)βi,

a · x = a ·

(
7∑

i=0

xiβi

)
=

7∑
i=0

(axi)βi, respectively.

It is clear that (KO,+, ·) is a vector space. It is clear that KO is a commutative and associative
algebra with multiplication ∗.

4. Proposed KOTR cryptosystem

The KOTR cryptosystem is via octonion algebra with coefficients in KAH-Octo algebra with truncated
polynomial rings ς = Z[χ]/(χN − 1), ςp = Zp[χ]/(χ

N − 1), ςq = Zq[χ]/(χ
N − 1), and octonnion algebras:

Γ =


7∑

j=0

fjβj +

7∑
i=1

 7∑
j=0

fjβj

 ei : fj ∈ ς

 ,

Γp =


7∑

j=0

fjβj +

7∑
i=1

 7∑
j=0

fjβj

 ei : fj ∈ ςp

 ,

Γq =


7∑

j=0

fjβj +

7∑
i=1

 7∑
j=0

fjβj

 ei : fj ∈ ςq

 ,

Also, define the subsets:

Lf = {
∑7

j=0 fjβj +
∑7

i=1

(∑7
j=0 fjβj

)
ei : fj ∈ ς| such that fj has df coefficient equal to +1 , df

equal -1 and the other values 0},
Lg = {

∑7
j=0 gjβj +

∑7
i=1

(∑7
j=0 gjβj

)
ei : gj ∈ ς| such that gj has dg coefficient equal to +1 , dg − 1

equal -1 and the other values 0},
LW = {

∑7
j=0 Wjβj +

∑7
i=1

(∑7
j=0 Wjβj

)
ei : Wj ∈ ς| such that coefficients of Wj ∈ (−p/2, p/2)},

and Lυ defined as Lf .
The phases of NSQTR explain as the following:

4.1. Key generate

The recipient chooses randomly secret keys f ∈ Lf and g ∈ Lg, the public key ℘ that is exchanged
between the two parties is calculated using the following equation:

℘ = f ∗ g−1 mod q.

4.2. Encryption

When sending the message W to the other party, we convert it to the form∑7
j=0 Wjβj +

∑7
i=1

(∑7
j=0 Wjβj

)
ei and then choose V (a vanishing element) from the subset Lυ and

then convert it to the ciphertext as follows:

L ≡ p (V ∗ ℘+W)mod q,

such that the coefficients of the polynomials lie in the interval (− q
2 ,

q
2 ].
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4.3. Decryption

When receiving the encrypted message, to obtain the original text, we follow the following steps:

• Multiply the encrypted text L by the key g from the right as follows:

L ∗ g ( mod q) ≡ p (V ∗ ℘+W) ∗ g (mod q)

≡ p (V ∗ ℘) ∗ g +W ∗ g (mod q)

≡ p
(
V ∗ f ∗ g−1

)
∗ g +W ∗ g ( mod q)

≡ p (V ∗ f) +W ∗ g (mod q)

where the coefficients of the polynomials of the last expression p (V ∗ f) + W ∗ g = S within the
interval

(
− q

2 ,
q
2

]
.

• Convert the coefficients of the expression p (V ∗ f)+W∗g = S from modulo p to modulo q, therefore

S ≡ p (V ∗ f) +W ∗ g (mod p)

≡ W ∗ g ( mod p).

• Multiply the encrypted text S by the key g−1 from the right as follows:

S ∗ g−1 ≡ (W ∗ g) ∗ g−1 ( mod p)

≡ W (mod p),

with coefficients of the polynomials of the last expression within the interval
(
− q

2 ,
q
2

]
.

5. Analysis of NSQTR

In terms of the security, the encrypted text sent between two parties is not permitted to be accessed
by the other party. Hackers between the two parties attempt to obtain the original text, view its original
data, and use it for their own personal purposes. In this method, the hacker takes two paths: either
through the public key, by taking the possible probabilities for one of the two keys, f or g. If we assume
that the sample space f is smaller than the sample space g, then the number of probabilities for key f is
as follows:

|Lf | =
((

N

df

)(
N − df

df

))64

=

(
N !

(df !)
2
(N − 2df )!

)64

,

The second path is through the encrypted text, which the hacker can access through the medium that
transmits it. In this case, the hacker works on all possible probabilities for key V, which equals:

|LV| =
((

N

dV

)(
N − dV

dV

))64

=

(
N !

(dV!)
2
(N − 2dV)!

)64

,

As for the time required to implement the three phases of the system, it depends on the multiplication
(Con. Multi) and addition operations in each phase, and thus the Table 1 explains that.

Table 1: Mathematical operations of NSQTR

Phases Mathematical operations

Key generate 512 Con. Multi

Encryption 512 Con. Multi and 64 polynomial additions

Decryption 1024 Con. Multi and 64 polynomial addition

Execution time is equal to 2048t+124t1, such that t1 is number of addition times and t multiplication
times.
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6. Conclusions

The proposed method offers a very high level of security due to its reliance on algebra resulting
from the combination of octonion algebra and KAH-Octo algebra algebra. Therefore, it has a higher
level of security for both the key and the message compared to the OTRU method, which relies on
octonion algebra, and the KAOTR and KSQOT methods, which rely on KAH-Octo algebra. However,
in terms of execution time, it is slower than OTRU, KAOTR, and KSQOT methods, but its speed can
be increased by reducing the degree of polynomials. This method provides another positive point in that
it is used to encrypt and send multiple messages simultaneously, up to 64 messages together, due to the
algebraic structure used in its construction, which opens the door to making it a popular method in
banks, communication networks, or corporate network systems, etc.
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