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ELTRU: Development of NTRU via Newly Eleventh-Dimensional Algebra
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abstract: Rapid technological development has transformed our transactions from classical to digital,
making them risky due to their interception by intruders. This has made it essential for transmitted data to
be secure through modern, advanced, and efficient encryption methods that can withstand intruders’ attempts.
In this paper, a multidimensional algebra has been created for use in building a new, more secure encryption
system with features that make it efficient.
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1. Introduction

Researchers are racing to provide new methods for encrypting data or developing existing methods
to ensure that data continues to be sent safely from hackers. Among the most important approved
methods are RSA [14], Al-Gamal [7], Elliptic Curve cryptosystem [15], and NTRU [8]. The most
important improvements made to NTRU by changing the algebra [9] or mathematical construction can
be summarized as follows:

Coppersmith and Shamir, 1997 [6] demonstrated the NTRU encryption system’s effectiveness against
Lattice attacks. Sari and Puri, 2007 [18] used the same key to encryption phase and decryption phase by
using a stream of ciphers. A quaternion-based public key cryptosystem QTRU is proposed by Malekian
et al., 2009 [12]. A new version of the NTRU was introduced by Nevins et al., 2010 [13] using Einstein
integers ring. Also, Malekian and Zakerolhosseini [11] suggested OTRU cryptosystem via algebra of
octonion with eight dimension. Lei and Liao, 2013 [10] create a new NTRU key exchange protocol. In
2016, Yassein and Al-saidi, 2016 [20,5,4] presented the binary and hexadecnion algebras to introduced
BITRU and HXDTRU, respectively. Yassein and Al-Saidi compared HXDTRU, PQTRU and BITRU in
terms of safety [21].

Shihadi and Yassein, 2021 [16] introduced a public key cryptosystem NTRS via tripternion alge-
bra. Also, Abo-alsood and Yassein [2,19] suggested BOTRU and QOTRU systems via the bi-octonion
subalgebra of octonion algebra and Qu-octonion subalgebra. Shihadi and Yassein [1] proposed NTRSH
system based on tripternion algebra. In 2022, Shihadi and Yassein, 2022 [17] suggested NTRTRN system
a development of NTRU. Also, Abo-alsood and Yassein [3] proposed TOTRU based on octonion algebra.
Yassein et al. introduced QuiTRU and HUDTRU cryptosystem via HH-Real algebra, and quintuple
algebra respectively [23,22].
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2. MAL-Eleven Algebra

In this section, a new multidimensional MAL-Eleven algebra denoted by Mae is defined as follows:
Let F be a field and

Mae =

{
m = a0 +

10∑
i=1

aiwi|ai ∈ F

}
.

The operations addition (+), multiplication (∗) and scalar multiplication (·) are defined as follows:

Suppose m1,m2 ∈ Mae such that m1 = a0 +
∑10

i=1 aiwi,m2 = b0 +
∑10

i=1 biwi and a scalar α ∈ F
then

m1 +m2 = (a0 + b0) +

10∑
i=1

(ai + bi)wi

m1 ∗m2 = (a0 · b0) +
10∑
i=1

(ai · bi)wi, and

α ·mi = (αa0) +

10∑
i=1

(αai)wi

Respectively, if a0 +
∑10

i=1 aiwi = b0 +
∑10

i=1 biwi implies that ai = bi.
Then (Mae,+, ·) is a vector space with a basis {1, w1, w2, . . . , w10}.

Proposition 2.1 A vector space (Mae,+, ·, ∗) is an algebra.

Proof: Let m1,m2,m3 ∈ Mae and α ∈ F such that,

m1 = a0 +

10∑
i=1

aiwi,m2 = b0 +

10∑
i=1

biwi,m3 = c0 +

10∑
i=1

ciwi.

(m1 +m2) ∗m3 =

(
(a0 + b0) +

10∑
i=1

(ai + bi)wi

)
∗

(
c0 +

10∑
i=1

ciwi

)

= ((a0 + b0) · c0) +
10∑
i=1

((ai + bi) · ci)wi

= ((a0 · c0) + (b0 · c0)) +
10∑
i=1

((ai · ci) + (bi · ci))wi

= (a0 · c0) +
10∑
i=1

(ai · ci)wi + (b0 · c0) +
10∑
i=1

(bi · ci)wi

= m1 ∗m3 +m2 ∗m3 · (· multiplication operation in F )

m1 ∗ (m2 +m3) =

(
a0 +

10∑
i=1

aiwi

)
∗

(
(b0 + c0) +

10∑
i=1

(bi + ci)wi

)

= (a0 · (b0 + c0)) +

10∑
i=1

(ai · (bi + ci)wi

= (a0 · b0) + (a0 · c0) +
10∑
i=1

(ai · bi)wi +

10∑
i=1

(ai · ci)wi

= m1 ∗m2 +m1 ∗m3.
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α · (m1 ∗m2) = (α (a0·b0)) +
10∑
i=1

(α (a0·b0))wi

= ((αa0) · b0) +
10∑
i=1

(αai) · bi)wi = (αm1) ∗m2.

α · (m1 ∗m2) = (α (a0·b0)) +
10∑
i=1

(α (a0·b0))wi

= (a0 · (αb0)) +
10∑
i=1

(ai · (αbi))wi = m1 ∗ (αm2) .

Therefore, (Mae,+, ·, ∗) is an algebra. 2

Proposition 2.2 Algebra (Mae,+, ·, ∗) is commutative and associative.

Proof: Let m1,m2,m3 ∈ Mae ∈ Mae such that

m1 = a0 +

10∑
i=1

aiwi,m2 = b0 +

10∑
i=1

biwi,m3 = c0 +

10∑
i=1

ciwi

m1 ∗m2 = (a0 · b0) +

10∑
i=1

(ai · bi)wi

= (b0 · a0) +
10∑
i=1

(bi · ai)wi = m2 ∗m1,

Therefore (Mae,+, ·, ∗) is commutative.

(m1 ∗m2) ∗m3 =

(
(a0 · b0) +

10∑
i=1

(ai · bi)wi

)
∗

(
c0 +

10∑
i=1

ciwi

)

= ((a0 · b0) · c0) +
10∑
i=1

((ai · bi) · ci) wi

= (a0 · (b0 · c0)) +
10∑
i=1

(ai · (bi · ci)) wi

=

(
a0 +

10∑
i=1

aiwi

)
∗

(
(b0 · c0) +

10∑
i=1

(bi · ci)wi

)
= m1 ∗ (m2 ∗m3).

Therefore, (Mae,+, ·, ∗) is associative. 2

Corollary 2.3

1. The identity element of Mae algebra is 1 + w1 + w2 + . . .+ w10

2. The inverse of m1 = a0 +
∑10

i=1 aiwi equal to m1
−1 = a−1

0 +
∑10

i=1 a
−1
i wi such that ai ̸= 0 for all

i = 0, . . . , 10.
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3. Proposed ELTRU System

In this section, we introduce ELTRU, a multidimensional public-key cryptosystem based on the
eleventh using the general parameters (N,p,q) of the NTRU, as well as the three rings of truncated
polynomials Γ = Z [x] /(xN − 1), Γp = Zp [x] /(x

N − 1), Γq = Zq [x] /(x
N − 1), and the following algebras

K =

{
α0 +

10∑
i=1

hiwi; hi ∈ Γ

}

K1 =

{
β0 +

10∑
i=1

hiwi; hi ∈ Γp

}
,

K2 =

{
γ0 +

10∑
i=1

hiwi; hi ∈ Γq

}
.

The following subsets are also known:

Lf , Lg,Lm, LΦ ⊂ K

where
LF = {F ∈ K|F = f0 +

∑10
i=1 fiwi, f0, f1, . . . , f10 has cofficients dfi equal one, dfi − 1 equal negative

one, other values zero},
LG = {G ∈ K|G = g0+

∑10
i=1 giwi, g0, g1, . . . , g10 has cofficients dgi equal one, dgi equal negative one,

other values zero},
Lm = {M ∈ K|M = m0 +

∑10
i=1 miwi, the cofficients of m0,m1, . . . ,m10 lies between −p

2 and p
2},

and LΦ is defined similarly to Lg.
Here’s a description of how ELTRU works.

3.1. Key Generation

The recipient randomly selects two polynomials F ∈ LF andG ∈ LG of the form:

F ∈ K| F = f0 +

10∑
i=1

fiwi, G ∈ K| G = g0 +

10∑
i=1

giwi

where F has inverses of modulo p and q, denoted Fp
−1F and Fq

−1 respectively.
To generate the public key, the recipient calculates:

U ≡ Fq
−1 ∗G mod q.

3.2. Encryption

Assuming the sender wants to send a message M to the recipient, he will perform the following steps:
The message M must be converted to MAL-Eleven algebra form as follows:

M = m0 +

10∑
i=1

miwi,

then, a (vanishing) polynomial Φ = Φ0 +
∑10

i=1 Φiwi ∈ LΦ is randomly selected (Here, we mentioned
that the polynomial is vanishing because it is only used in this phase and then removed in the decryption
phase).

Finally, the public key U is used to calculate the ciphertext E as follows:

E ≡ pU ∗ Φ+M mod q.
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3.2.1. Decryption. In the decryption stage, the private key F is multiplied by the ciphertext E from the
left as follows:
Take

V ≡ (F ∗ E) mod q

≡ (F ∗ (pU ∗ Φ+M)) mod q

≡ (F ∗ pU ∗ Φ+ F ∗M) mod q

≡ (pF ∗ Fq
−1 ∗ G ∗ Φ+ F ∗M) mod q

≡ (pG ∗ Φ+ F ∗M) mod q,

So that the coefficients of the last quantity lie in the interval
(
− q

2 ,
q
2

]
.

Convert V from mod q to mod p, then

Y ≡ V mod p

≡ (pG ∗ Φ+ F ∗M) mod p

≡ F ∗M mod p

Hence, M ≡ Fp
−1Y mod p, where the coefficients of the last quantity lie in the interval

(
−p

2 ,
p
2

]
.

4. Space Security of Key and Message

The security level of ELTRU depends on the sample space of the subsets to which the private keys be-
long, both during the key generation phase (key security level) and during the encryption phase (message
security level). Attackers attempt to test keys for each subset until they reach a plaintext or a readable
text. Assuming that subset LG is smaller than LF , the sample space for key security is as follows:(

N

dd

)(
N − dg

dg

)
=

(
N !

dg! (N − dg)!

)(
(N − dg)!

dg! (N − 2dg)!

)

=
N !

(dg!)
2
(N − 2dg)!

.

The message security level, which depends on the sample space of subset LΦ to which key Φ belongs, is
as follows: (

N

dΦ

)(
N − dΦ

dΦ

)
=

(
N !

dΦ! (N − dΦ)!

)(
(N − dΦ)!

dΦ! (N − 2dΦ)!

)

=
N !

(dΦ!)
2
(N − 2dΦ)!

.

5. Conclusions

ELTRU is an advanced alternative to NTRU, capable of processing multiple data streams from a
single or multiple sources simultaneously and with high efficiency. This is a vital feature for the modern
business market, which increasingly requires solutions capable of handling large and complex data. From
a security perspective, ELTRU achieves a higher level of security than the original NTRU and outperforms
other alternative encryption systems such as QTRU and OTRU. In terms of performance, it is faster than
QTRU and OTRU due to the reduced number of boundary multiplications required in the three-stage
multiplication process, but slower than NTRU. Together, these features represent a paradigm shift in
multidimensional encryption methods, as ELTRU combines security with execution time, making it a
promising candidate for use in modern applications that require secure and efficient processing of data
from multiple sources.
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