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Developing MRSA Encryption Based on Triptrion Algebra

Alaa Kamil Jabber

ABSTRACT: Encryption algorithms are a pressing need for protecting sensitive information and data, as
well as for establishing infrastructure in technology security, electronic communication methods, and internet
security. The RSA algorithm is one of the most important algorithms for protecting information through the
process it performs. In this paper we present the development of the MRSA by adopting the triptrion algebra
in building the proposed system.
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1. Introduction

RSA cryptosystem proposed in 1978 by Rivest, et al. [1], utilizes larger keys and requires more
complex encryption and decryption operations, demanding significant memory and time to achieve a
comparable level of security. Glenn et al., 2002 [2] proposed a cryptanalysis of RSA using algebraic and
lattice methods of RSA. Atea and Yassein proposed a new system by mixing NTRU and RSA to enhance
safety and efficiency [3]. Abass and Yassein proposed TPRSA via Tri-Cartesian algebra and polynomials
as an alternative to the modified RSA 2024 [4]. Also, they are presented a comparison between three
public ket cryptostems [5]. Abo-Alsood et al, presented an improvements to RSA by using HH-Real
algebra to increase security [6]. In 2025, Abboud et al. [7] introduced new version of the RSA public key
cryptosystem via octonion polynomials. Also, Shareef et al. suggested HH-MRSA system via HH-Real
algebra [8]. Abdul-Zahra and Yassein introduced a new cryptosystem based on polynomial RSA and
a new multidimensional algebra [9]. Hamza et al. [10] introduced a modified RSA cryptosystem by
octonion algebra and a new mathematical structure of the modified RSA.

Abbas and Yassein [11], introduced a new cryptosystems PH-RSA based on hexadecnion Polynomials
and TPRSA which an alternative to the modified RSA encryption [12].

2. TPMRS Cryptosystem
TPMR, (Triptrion Polynomial Modified RSA) depend on the same generic parameters in polynomial
RSA, and the ring of polynomials
Z- o) ={20+ 210+ 220"+ ...+ 2;¢’|j > 0,2, € Z}
where 7 is a prime and the addition and multiplication operations are done modulo a polynomial
replaced by tripternion algebra and the subsets Ay, A, Az and Ay C T are defined as:
A1 = {vo() + vi(p)z + v2(p)z? [vo,v1,v2 € Z [¢]}
Ag = {o(p) + V1(p)z + Va2(p)2® |90, V1,92 € Z: [¢]},
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Az = {60(¢) + 01(p)z + b2(p)2”

Ay = {no(p) + m(p)z + n2(p)x?
Description of the proposed system:
I. Key Generation

|00a01792 € Z: [SD]}v
|7707771a772 S ZT [SO]}’

By random selection of items p1(p) € A1, p2(¢) € As, p3(p) € Az, andps(p) € Ay, such that

P1() = vo(p) + vi(@)z + va(p)z?
02(0) = o) + V1 (p)z + V2(p)a”
©3(0) = 0o(0) + 01(@)x + O (0)2?
and

pa() = 10(2) + m(p)z + 12(p)a”
then compute Nj(p) = p1(¢)p2(p) and Na(¢) = p3()p4(p), which is the number of the invertible
elements in TPMR modulo N;(¢) and Na(p) respectively such that oy = (7™ — 1)(7™2 — 1) and 02 =
T

=(r T
(7™ — 1)(7™ — 1) where t degree of p1, ¢ degree of g2, d degree of p3 and g degree of p4
Now, compute N(¢) = 01(¢)p2(¢)p3(¢)pa(p) such that

o= (" -DF" -D(F™ —-1)(r™ —-1)
Suppose ¥ such that

¥ =T/ < N(p) >= {All choices remainders where every polynomial € T is divided by N(p)} .

Select 1 < p < o such that ged(p, o) = 1 such that ¥ is multiplication inverse of g.

II. Encryption To convert plaintext M = @y (p) + @1 (p)z + w2(p)z? to ciphertext C (¢) we use
the following formula:

C(p) = (mo(p) + @1(p)x + w2(p)z%)? mod N(p)

III. Decryption After the encrypted message reaches the recipient through the transmission medium
in order for him to understand its contents, he follows a number of steps, as follows

C(p) = ((w@o(p) + w1(p)a + wa(p)a?)?)* mod N(p)
Since,

To=1mod o then To=0n+1
(Ce)* =
If M is invertible mod N(yp) then
)

(Cp)*

((@o(p) + @1 (p)a + wa(p)2?)?)" mod N(gp).

= ((wo(p) + w1(p)z + wa(p)2*)?)(@o(p) + w1 (p)z + wa(p)
= (1)"(@o(#) + @1(p)z + w2(p)

= (wo(p) + @1(p)z + w2(p)
If M has no inverse modulo N(y) then

z2) mod N(p).
z?) mod N(p).

%) mod N(p).

(@0 () + wi(p)z + wa(p)a®) 7 ~DTE DD (g

@) + @1 ()z + wa ()2

) mod ©1(p)
(wo(p) + w1 (0)z + wa(p)a?) T D)2 =D =DEE ) (g

0(0) + @1 (p)x + @2(p)2*) mod p1()
= (=1 ENEEEDE ) (g (0) + @1 ()1 + w2(0)2”) mod p1().
(@o(p) + @1(p)x + wa(p)a®) 7 ~ D2 =DE DT = (50 () + w1 (9)2 + @a()2?) mod pa(p)
= ((wo(p) + @1 ()7 + wa(p)a?) T~ =DEE=DE =) (g5 () 4+

@1(p)x + @2 ()2*) mod p2(¢)
= (=17 EDEEENEE ) (4 () + @ (@) + w2 (9)a?) mod pa().
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(@olp) + @1 () + wa(p)a®) 7 =D =DEE DO =) (50 () + w1 ()2 + wa(p)2®) mod 3 (¢p)

(o) + @1 (p)z + wa(p)a?) T ~INnE2=DE =D =D (50 (o) + @1 ()2 + w2 (p)2?) mod p3(p)
(=12 =DEE=DE D (0 (0) + @y (@) + w2 (9)2?) mod p3 ().

—~

(@o(p) + @i(p)x + wa(p)a?) T ~DE2=DE=DE =N (50 () + @1 (9) 2 + wa()2?) mod pa(ep)
= (wo(p) + @w1(p)z + w2 (p)a?) T =2 =DE2=DE ) (50 () + @1 (9)z + wa(p)2?) mod pa(p)
= (-1 ENEEENE ) (G0 (9) + @1 ()2 + wa(p)2?) mod pa(yp).

Therefore,

(@o() + @1 (p)x + wa(p)a?) ™ = (1)1~ DE DI (50 () + @1 ()2 + wa()2) mod p1(¢)

To

(—1)n(7n2_1)(7713_1)(7"4_1)(130(@) + @1 (p)z + w2 (p)x?) mod pa(p)
(=17 =DEE=DE D (0 () + w1 (9)z + w2(9)3%) mod p3()
(=12 =DEE=NE ) (0 () + w1 ()2 + @2 (9)2?) mod pa(p)

(@o(p) + @1(p)z + @2 (p)z?)
(wolp) + w1 (p)z + wa(p)a?)*?
(@olp) + @1(p)z + wa(p)a?)*?

Hence,

(@o(p) + wi(p)z + @2(p)2?)* — (wo(p) + @1(p)z + w2(p)2?)) = 0 mod p1(p)

((@o(p) + w1(p)z + w2()2?)*2 — (w0 () + w1(p)z + w2(p)2?)) = 0 mod p2()
((@o(p) + w1 () + w2()2?) ™2 — (w0 () + @1 (p)z + w2()2?)) = 0 mod ps3()

(@o(p) + @1(p)x + @2(0)2%)*? = (wo() + @1 ()7 + @a(p)2?)) = 0 mod pa(y)
Therefore,

((@o (@)1 (p)z+w2(p)2?) e~ (w0 (p)+w1 (p)x+ma(p)2?)) divisible by ©1(), p2(), P3(), Pa()
And so

(@o(p) + @1 (p)z + wa(p)2*)* = (wo(p) + @1(p)r + w2(p)2?)) = 0 mod N(p)

(wo() + @1 ()z + @2(0)7%) 2 = (wo () + w1(p)x + @2(p)2”)) mod N(p)

3. Security of TPMR

An attacker using the TPMR ciphertext needs to know three of the four private keys
01 (u), pa (u) ,wps (u), p4 (u). Therefore, the security of this method depends on the sample space (] |)

for each set of private keys. Therefore, the number of attempts if p1 (u), g2 (u), p3 (u) are selected is as
follows:

(lp1 () [z (w) |3 (w) |)°

(The appearance of the number 3 in the exponent of the law is due to the fact that each element in
triptrion algebra consists of three elements)

This is the case for the remaining key selections the attacker is looking for. This method is considered
more secure than RSA and many of its improvements, as well as MRSA and some of its improvements.

4. Conclusions

The proposed TPMR system is an improvement of the MRSA system by relying on the analysis of
polynomials instead of integers through multi-dimensional triptrion algebra, which greatly increases the
level of security compared to RSA and MRSA, taking into account that MRSA is a special case of TPMR
when the coefficients of 2 and z? equal one, in addition to the advantage of multiple encrypted messages
at the same time due to the multi-dimensionality of the algebra.
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