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Building a More Secure Cryptosystem Using Tripternion Algebra and Polynomials

Alaa Kamil Jabber

abstract: There are many modern encryption methods, but the rapid development in the field of software
and algorithm design has made the development of these methods or the design of new encryption methods
a necessity. In this paper, we have developed a multidimensional encryption system based on the analysis of
polynomials and triangular algebra to obtain an efficient system.
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1. Introduction

A number of researchers have conducted numerous studies in the field of developing encryption meth-
ods that rely on polynomials in order to meet the challenges of maintaining data confidentiality. The
most important of these studies are:

Svensson proposed polynomials RSA based on ring of polynomials, 2015 [1]. Shahhadi and Yassein
introduced tripternion algebra to design NTRsh cryptosystem with high security, 2021 [2]. Atea and
Yassein proposed new system by mixed NTRU and MRSA to getting efficiency system, 2023 [3]. Zhang
et al. proposed public key via RSA and chebyshev polynomials, 2024 [4]. Also, in the same year Hamza
et al. using octonion algebra with eight dimension to develop MRSA [5]. Abass and Yassein, proposed
improvement of MRSA by tri-cartsian algebra to increase security and presented comparison between
polynomial RSA, NTRU, and PH-RSA in terms of the security [6,7]. In 2025, Ajeena et al. presented
OP-RSA cryptosystem via algebra of octonion to getting more efficacy [8]. Also, Abdul-Zahra and Yassein
suggest new system based on multidimensional algebra to improved polynomial RSA cryptosystem [9].

2. TNPRS Cryptosystem

TNPRS (Tripternion polynomial RSA) public key cryptosystem depends on the tripternion algebra
T = {a+ bx+ cx2 where a, b, c ∈ Zp [γ]} [2] where Zp [γ] = {a0 + a1γ + a2γ

2 + . . .+ aτγ
τ |a0 ∈ Zp, τ ≥

1, p is prime number} is polynomials ring with addition and multiplication modulo a polynomial [1].

The following three phases constitute the construction of this system.

I. Key Generation
Select T (γ) ,J (γ) ∈ T irreducible polynomial and not associated where
T (γ) = ϑ0(γ) + ϑ1 (γ)x+ ϑ2(γ)x

2 and
J (γ) = ξ0(γ) + ξ1 (γ)x+ ξ2(γ)x

2 such that
ϑ0 (γ) , ϑ1 (γ) , ϑ2 (γ) , ξ0 (γ) , ξ1 (γ) , ξ2(γ) ∈ Zp[γ]

• Compute U (γ) = T (γ)J (γ) and take V = T (x) /U (γ) = {all possible remainders when any
polynomial in T is divided by U (γ)} and d = number elements in V which invariable modulo U (γ).
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• Choose x ∈ Zd = {1, 2, . . . , d − 1} such that gcd (x, d ) = 1 and find q ∈ Zd such that xq ≡
1 mod d (xq = dk + 1 , k an integer).

II. Encryption
First, the original text M(γ) is converted to the following format:
M (γ) = m0(γ) + m1 (γ)x+m2(γ)x

2

The ciphertext compute as the formula

C (γ) ≡ (m0 (γ) + m1 (γ)x+m2 (γ)x
2 )

e
mod U (γ)

III- Decryption
To convert the encrypted text to plain text, we perform the following steps:

[C(γ)]q ≡ [m0(γ) +m0(γ)x+m0(γ)x
2]xq mod U (γ)

≡ [m0(γ) +m0(γ)x+m0(γ)x
2]dk+1 mod U (γ)

≡ [m0(γ) +m0(γ)x+m0(γ)x
2]dk+1[m0(γ) +m0(γ)x+m0(γ)x

2] mod U (γ)

≡ [m0(γ) +m0(γ)x+m0(γ)x
2]dk[m0(γ) +m0(γ)x+m0(γ)x

2] mod U (γ)

If M (γ) has no inverse modulo U (γ) then substituting d by congruence modulo T (γ) and J (γ)
respectively:

[[m0(γ) +m0(γ)x+m0(γ)x
2](p

r−1)(ps−1)]k[m0(γ) +m0(γ)x+m0(γ)x
2]

≡ [[m0(γ) +m0(γ)x+m0(γ)x
2](p

r−1)]k(p
s−1)[m0(γ) +m0(γ)x+m0(γ)x

2] mod T (γ)

[m0(γ) +m0(γ)x+m0(γ)x
2]xq ≡ [1]k(p

s−1)[m0(γ) +m0(γ)x+m0(γ)x
2] mod T (γ)

[m0(γ) +m0(γ)x+m0(γ)x
2]xq ≡ [m0(γ) +m0(γ)x+m0(γ)x

2] mod T (γ)

[m0(γ) +m0(γ)x+m0(γ)x
2]xq − [m0(γ) +m0(γ)x+m0(γ)x

2] ≡ 0 mod T (γ)

Like same way
[[m0(γ) +m0(γ)x+m0(γ)x

2](p
r−1)(ps−1)]k[m0(γ) +m0(γ)x+m0(γ)x

2]

≡ [[m0(γ) +m0(γ)x+m0(γ)x
2](p

s−1)]k(p
r−1)[m0(γ) +m0(γ)x+m0(γ)x

2] mod J (γ)

[m0(γ) +m0(γ)x+m0(γ)x
2]xq ≡ [1]k(p

r−1)[m0(γ) +m0(γ)x+m0(γ)x
2] mod J (γ)

[m0(γ) +m0(γ)x+m0(γ)x
2]xq ≡ [m0(γ) +m0(γ)x+m0(γ)x

2] mod J (γ)

[m0(γ) +m0(γ)x+m0(γ)x
2]xq − [m0(γ) +m0(γ)x+m0(γ)x

2] ≡ 0 mod J (γ)

Therefore,

[m0(γ) +m0(γ)x+m0(γ)x
2]xq − [m0(γ) +m0(γ)x+m0(γ)x

2] ≡ 0 mod T (γ)J (γ)

[m0(γ) +m0(γ)x+m0(γ)x
2]xq ≡ [m0(γ) +m0(γ)x+m0(γ)x

2] mod J (γ)

3. Security Analysis

The security of any encryption system depends on the size of the sample space for the private keys.
The larger the space, the more work the attacker has to do to reach the correct key that leads him to the
original text. Given that the proposed system relies on three-dimensional algebra, which increases the
size of the space significantly, if we assume that the size of the space is #, the security of the method is
as follows:

(#, (T (γ))3 or (#(J (γ))3.
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4. Conclusions

The world is witnessing rapid developments in data technology and its transmission via various media,
making it vulnerable to numerous hacking methods. This necessitates constantly evolving encryption
systems to keep pace with the improvements made by other parties. The TNPRS method, which relies
on polynomial analysis, a challenging problem, has significantly enhanced security compared to previous
methods such as RSA and polynomial RSA, making it effective for many organizations whose data requires
encryption
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