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OTRUD: A New Multidimensional Public Key Encryption Based on Octonion Algebra
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ABSTRACT: OTRU is a multi-dimensional public key cryptographic with eight data vectors encrypted at each
step. In our research, we introduce OTRUD, an enhanced version of OTRU, which utilizes a new mathematical
construct of four private keys and two public keys to strengthen the security of public key system. OTRUD is
suitable to applications which require simultaneous operation from multiple sources, such as electronic voting.
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1. Introduction

The main objective of any cryptosystem is to obscure sensitive information in a manner that renders
it incomprehensible to anyone without authorized access. Encryption is primarily utilized to either
safeguard data in a digital file or transfer it securely over an unsecured network, such as the Internet.
The NTRU encryption system plays a big role in providing high levels of security. Three mathematicians
Hoffstein et al. [14] introduced it in 1996. It is considered this is the initial system that is not reliant
on discrete algorithmic issues or factors. It is faster compared to RSA and ECC encryption systems. the
mathematical structure of NTRU has been the focus of many studies aimed at improving its performance.
Specificallyy, NTRU mainly relies on the truncated polynomials ring with degree N-1 represented as
Z[X]/(XN —1).

In 2002, Jaborit et al. [11] We introduce CTRU, a polynomial loop over the binary domain F,
which extends NIRU and provides a more generalized approach. In 2005, Coglianese and Goi introduced
MaTRU, a variant of NTRU that operates in ring M of n x n matrices of polynomials Z[X]/(X" — 1),
providing an analog approach [9]. In 2009 [18] Malkian et al proposed a system called QTRU used
quaternion algebra. In 2010 Malakai et al. [10]. Presented an encryption system called OTRU, which is
a multi-dimensional encryption system with one public key with the property of encrypting in each step,
there are eight data vectors [10,17]. In 2011 and 2015 Jarvis [15,16] prposed ETRU via integer Z[w] loop
of Leisenstein. It is a faster system and contains smaller keys with the same security level or higher than
NTRU.

In 2016 and 2017, Yassein and Al-Saidi [21,8] proposed multi-dimensional HXDTRU and BITRU via
hexadecimal and binary algebra respectively. In 2017, Yassein and Al-Saidi [26] presented a comparison
between three mathematical structures as alternatives to NTRU. Yassein and Al-Saidi [25,23] suggested
the BCTRU cryptosystem in 2018 and 2019, which is based on algebra of bi-Cartesian. Yassein et al. [22]
introduced the QOBTRU cryptosystem in 2020, which utilizes a new multi-dimensional algebra known
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as Carterion algebra. In 2021, Yassein et al. [20] introduced QMTRU as developments of QTRU. Abo-
Alsood and Yassein presented QOTRU via Qu- Octonion subalgebra [5]. In 2022, Al-Awadi [7] proposed
MaTRUD as an improvement to the MaTRU. In the same year Al-Awadi, introduced QP-RSA that used
quaternion algebra. Shihadi and Yassein presented NTRTRN which based on tripternion algebra [19].
Abo-alsood and Yassein suggested TOTRU via algebra of octonion [6].

In 2023, Yassein et al. introduced QuiTRU via multi-dimensional algebra [24]. In 2024, Abboud
et al. using octonion and quaternion algebras to introduced OTRCQ [3], Abo-Alsood at al. based on
HH-Real algebra and RSA proposed HH-RSA system [4]. In 2025, Abboud et al. improved the RSA
through the octonion polynomials [1], Hamza et al. development of MRSA via algebra of octonion [12].
Also, Abboud et al. an proposed HXDHS via hexadecnion algebra with neutrosophic integer coefficients
[2]. Hamza et al. develop MRSA via HH-Real algebra [13].

2. The Proposed Scheme OTRUD

Similar to OTRU in search. The OTRUD cryptosystem depends on three positive integer N, p, q as
define in NTRU and six subsets Ly, Ly, Ly, Lg, Lj, La and L, are define as follows:

Table 1: OTRUD subsets

Subset Description
Ly {Fo@)+FHA (x)er + ...+ F (x) er, Fi () satisfy l(dg,dy — 1)}
L, {90 () + g1 () e1 +... 4+ g7 (x) e7,9; (x) satisfy £(d,,dy)}
Ly {ho () + by (x) e1 + ...+ Iy (x) er, h; (x) satisfy €(dr,dr)}
L {60 (x) +61(x)er + ...+ 67(x)er,b; (x) satisfy £(dg,ds — 1)}
L; {Jo(x) +j1 (x)er + ...+ j7 (x) ez, j; (x) satisty £(d;,d;)}
La {Ag () + Ay () er + ...+ A7 (z) er, A; (z) satisfy £(da,da — 1)}
L, {mo (x) + m1 (z)e1 + ... + m7 (z) ez, m; (x) has coeflicients lie between —p/2 and p/2}

The L(d,,ds) is defined by {The number of coefficients F whose value is 1 is d,, and whose value is
—1 is dg, the rest 0}. OTRUD is described by:

2.1. Generate of key

To generate a public key, select ¥ € Ly g € Ly, h € Ly,j€ Lj and 6 € Ly, A € La with F,A and 6
invertible denoted by 9;_1, Ay I and 6, ! respectively. Also F invert denote by 9’;1 respectively.
Compute # = F, !+ g« h(mod q) and R =6 A" (mod q).

2.2. Encryption

To encrypt a message m € L,,
1. We randomly generate je L;.
2. Competes the encrypted massage as follows:
£ =pd xj+m=*R (mod q).

2.3. Decryption
To decrypt the cipher text £, we do the following;:
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e Compete

0=F*Lx*xA modq
=G % (pH * j +m* R) x A (mod q)
:5((p9”q’1*g*h)*j—i—m*(f)*A;l))*A(modq)
=pgxhxjx A+F xmx*6 (mod q)

e Take

B = 0 (mod p)
=F xmx6 (mod p)
-1 —1
=5, *Bx6," (mod p)
=m (mod p)

3. Performance of OTRUD

By brute force attack, the hacker who know the public keys # = qu’l xg*xh, R =06 9";1 and either
try to obtain the private key & from the set Ly (or obtain private keys g, h, 6 from the sets (L, Ly, L),

to find a decryption short key. Such that all of polynomials have degree n — 1 therefore, the security key
of OTRUD equal

8 8
N N

(dg)® (N —2dg), ) \ (a6 (N — 2d6),

Space of Key =

- (N!)lﬁ
B ((dc‘)!d[;!)16 (N —2dg), (N—Qdﬁ)!f;)

Because the time of OTRUD depends on convolution multiplication time (¢) and addition time (¢1), then
the time of OTRUD equal 1600 ¢ + 16 ¢;.

4. Conclusions

We have presented OTRUD and shown that level of security is comparable to OTRU with respect
to brute force attack. Because OTRUD use two public keys instead one public key in OTRU and four
private key in OTRU then OTRUD is slower than OTRU but the key security of OTRUD more than of
OTRU and the message security of OTRUD equal to OTRU, such that OTRU special case of OTRUD
when (6 = F, h=1).
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