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DNA and MAL-eleven Algebra to Design an Efficient Encryption Cryptosystem

Mariam Yosef Almustafa, Basel Hamdo Alarnous and Hassan Rashed Yassein™

ABSTRACT: In this paper, we present an innovative encryption method based on DNA and MAL-eleven
algebra, where both are used to generate public and private keys.This method provides a high level of security
by enhancing key confidentiality and ensuring the protection of the original message from any potential threat.

Keywords: DNA, MAL-eleven algebra, security analysis.

Contents
1 Introduction 1
2 The Proposed MDNA Cryptosystem 1
2.1 Key Generation . . . . . . .. o i e e e 2
2.2 Encryption . . . . ..o e e 3
2.3 Decryption . . . . .. e e 3
3 Security of the Proposed MDNA System 3
4 Conclusions 4

1. Introduction

DNA encryption is one of the most prominent modern innovations in the field of encryption, due to
its unique characteristics, most notably its superior ability to store huge amounts of data, in addition to
the random nature of the sequence of nitrogenous bases that make it up. In 1994, Adelman demonstrated
the use of DNA for computational purposes, paving the way for the improvement of bio-computing [1].
In 2000, Banzhaf et al. [2] proposed two different coding methods via double- stranded DNA series,
where binary information is encoded and hidden within DNA strands for secure data storage. DNA
cryptography has since gained wide attention due to its unique characteristics, including the ability to
store vast amounts of data and the inherent randomness of nitrogenous base sequences. The combination
of DNA computing theories with cryptographic principles offers a highly promising direction in research
[3,4]. In 2011, Yunpeng and others introduced a symmetric encryption via DNA techniques, utilizing
string indexing and block cipher methods to encode messages into DNA sequences [5].

In 2015, UbaidurRahman et al. [6] proposed a novel encryption and decryption algorithm used
DNA computing, leveraging the unique characteristics of molecular biology to enhance cryptographic
security. In 2019, Barman and Banani [7] introduced a system combining DNA encoding with elliptic
curve cryptography (ECC), utilizing modern biological techniques in the design. In 2024, Abidalzahra
introduced PDNA via polynomial and DNA codon [8]. In 2025, Albakaa and Yassein relied on truncated
polynomials ring and DNA codons to propose the FDNA cryptosystem [9].

2. The Proposed MDNA Cryptosystem

In this section, we present the MDNA system, a multidimensional coding system based on the MAL-
eleven algebra [10] with deoxyribonucleic acid (DNA). The following is a description of how the proposed
system works:
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The recipient randomly selects two polynomials f,g € M,. as private keys, such that f has dy
coefficient equal 1 and a dy — 1 coefficient equal —1 with the remainder being zeros. Similarly, g has
d, coefficient equal 1 and a d; — 1 coeflicient equal —1 with the remainder being zeros. Both f, g have
and g, ! respectively. The recipient then calculates the public key
H = f,'%g;!. Finally, the recipient selects the key x which is a DNA sequence obtained from databases
at international centers specializing in genetic engineering. These databases can also be accessed online
(e.g., GENBANK, EMBL, NCBL).
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2.1. Key Generation

inverses of measure p, denoted as f,~ 1

Then it creates a set of encoding tables as shown in the following Tables 1-3.

Table 1: Encoding plaintext characters into codons according to their position.

Codon | Even position | codon | Even position | codon | odd position | codon | odd position
TCT N TG A TTA n TTC a
TAT (0] TCG B TCA 0 TCcC b
TGG P TGC C TGT D TAC c
CTG Q CTA D cTC q CTT d
CAT R CGG E CCA r cCcT e
CGT S CAG r CAA s CAC f
ATT T CGG G CGA t CGC g
ACT U ATG H ATA U ATC h
AAT |4 ACG 1 ACA v ACC i
AGC w AGT J AAG w AAC J
GTC X GTT K AGG T AGA k
GCC Y GCA L GTG y GTA l
GAC A GAT M GCG z GCA m

Table 2: The procedure

of converting two nitrogenous bases into an English letter.

The English letter | DNA sequence A DNA strand The English letter | DNA sequence A DNA strand
code for the two | agreed upon by generated from code for the agreed upon by generated from
bases both parties plaintext encoding two bases both parties plaintext encoding
A T D T T B
A G 1 T G
A A R T A K
A C P T C M
C T X G T S
c G w G G Vv
c A Z G A Y
C c F G C E

Table 3: Coding of nitrogenous bases in the binary system.

Nitrogenous base

A|lC |G| T

Binary system

00| 01| 10| 11
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Encryption

The sender calculates the ciphertext as follows:

1.

2.3.

Convert the message M into codons according to Table 1. Using the DNA strand chosen during
the key generation stage and denoted by the symbol x they obtain the English letters according to
Table 2.

. Convert the English letters into a binary system sequence according to their alphabetical order.
. Convert the binary number sequence into a polynomial called ® € M,,.

. Use the public key H to obtain the formula C'= H % ® (mod p).

. Convert C' into a binary system sequence.

. Convert the resulting binary system sequence from the previous step into a sequence of nitrogenous

bases according to Table 3. This sequence represents the ciphertext E.

Decryption

After the receiver receives the ciphertext F, it performs the following steps to access the message M:

1.

2.

Converts the sequence of nitrogenous bases into a binary sequence according to Table 3.

Converts the binary sequence into a polynomial B.

. Computes D = f x g x B.

Converts D back into a binary sequence.

Converts the binary sequence into letters according to their alphabetical order. Using the key x
with the letter sequence, it obtains a sequence of codons according to Table 2.

. Converts the codons back into English letters to obtain the message M according to Table 1.

3. Security of the Proposed MDNA System

The security of the MDNA encryption system depends on:

1.

2.

The key x which is represented by codons and has a length of n. Since there are only four letters
in DNA (T, C, G, and A), the sample space for this key is 4™.

Polynomials g, f where the sample space for each is:

N 1 N 1 1
tively.
(df!(dfl)!(NQdf+1)!> ’(dg!(dgl)!(dengl)!) respectively

An attacker who wants to access message M must search for the key x along with one of the keys f or g,
because if they obtain f, they can access g, and vice versa. Therefore, the overall system security level

1S:

or

4n NI 11
(df! (dy — DI(N —2d; + 1)!)

N' 11
4" .
(dg! (dy — DI(N — 2dy + 1)!)
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4. Conclusions

Encryption methods that rely on combining multiple mathematical structures are more efficient.

Here, two structures were used: one mathematical (binary algebra) and the other biological (DNA) in all
stages of building the proposed encryption method. This significantly increased its security level, making
it a popular method for many applications that focus on securely transmitting data, protecting it from

hackers.
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