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Designing an Encryption System Using M AL-Eleven Algebra and Pythagorean
Quadruples
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ABSTRACT: The pace of the technological race is accelerating at an unprecedented rate, driven by fierce
competition among information security institutions to meet the demands of the digital market for encryption
methods that fulfill its aspirations. This paper employs a mathematical construct to design an efficient
encryption method by combining an algebraic structure with the concept of Pythagorean quadruples.
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1. Introduction

By employing a truncated polynomials rin, Hoffstein et al. presented a method for NTRU public-
key encryption as an alternative to methods that rely on factorization integersproblem and the discrete
logarithm problem [1].

Malecian et al. developed NTRU by relying on quaternion algebraic structure, resulting in high
efficiency [2]. Malecian and Zakerolhosseini, however, proposed an improvement to NTRU by using
an octonions algebraic structure in the system phases, which increased its security level [3]. Several
researchers have presented numerous improvements to Nitro, which prompted Yassein and Al-Saidi to
make a comparison between some of those improvements [4]. Tripternion algebra opened the door to the
design of new encryption systems, introduced by Shihadi and Yassein called NTRsh, NTRS, NTRTRN
[5,6,7].

Abo-alsood and Yassein designed multi-dimensional public key encryption systems based on different
algebras, which are characterized by a high level of security with features that allow for the encryption
of more than one text from more than one source at the same time [8,9,10]. The HUDTRU system was
designed by Yassein and Ali based on quintuple algebra and was introduced as a development of the
NTRU system [11].
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2. MAL-Eleven Algebra and Pythagorean Quadruples

2.1. MAL-Eleven Algebra

M AL-Eleven algebra denoted by M, is defined [12], as follows:
Let F be a field (in this paper take F' is real numbers) and

10
My = {maoJrZaiwi | a; GF}.
i=1

The operations addition (+4), multiplication () and scalar multiplication (-) are defined as follows:
Suppose my, mo € M, such that m; = ag —|—E£1 a;w;, Mo = bg+ 2221 b;w; and a scalar o € SR then

10
m1 +ma = (ao + bo) + Z (ai + by)w,
i=1
my xma = (ao - bo) + Z ) wi,

and

a-m; = (aap) + Z (aa;) w;

Respectively, if
10 10
ag + Zaiwi = by + Zbiwi
i=1 i=1
implies that a; = b;.
1. {1,wy,wa,..., w1} is basis.
2. The identity element of M, algebra is 1 + w; + ws + ... 4+ wig.

3. The inverse of my = ag + Z _1 a;w; equal to my -1 = aal + 2221 a;lwi such that a; # 0 for all
1=0,...,10.

2.2. Pythagorean quadruples
Let a,b, ¢ be integer numbers [13], then

—1+a?+b%—c2 2(—a+bc) —2(b+ac)
1+a2+b2+c? 14+a? b2 +c?) 1+a2+b2+c?

Q= 2(a+be) —14a%—b%+c? —2(c—ab)
1+a2+b2+c? 1+a2+b%+c? 1+a24b%4c?
2(b—ac) 2(c+ab) —1—a®4b%+c?
1+a2+b2+c? 1+a2+b2+4c? 1+a2+b2+4c?

is a regular orthonormal matrix and the quadruples,
(-14+a®>+b*—c*2(a+bc),2(b—ac),1+a®>+b*+c*),
(2(=a+bc),—1+a®>—b"+c*2(c+ab),1+a®>+b*+c*),
(=2(b+ac),-2(c—ab),—-1—a®> + 0>+ 1+a*>+b*+ %)

are Pythagorean.
It is clear that the fourth component of these Pythagorean quadruples is equal to 1 + a? + b% + ¢2.
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We form the following sequence:
vo=—1+a>+b*—c% v =2(a+bc),vo =2(b—ac),v3=2(—a+ bc)
vg=—1+a>—b*+c vs =2(c+ab),vg =—2(b+ac),

—2(c—ab),vg = —1—a®>+b*+c* vg =1+ a® + b* + ?

v7

such that the first three terms, vy, v1,ve are from the first Pythagorean quadruple, vs, vy, vs from the
second Pythagorean quadruples, vg, v7,vg from the third Pythagorean quadruple, and vg is the common
fourth Pythagorean quadruple term. Suppose V = {vg, v1, va, v3, V4, U5, Vg, U7, Us, Ug }.

3. MPQN Cryptosystem

In this section, we introduce MPQN cryptosystem based on the M AL-Eleven algebra (M,.) with same
parameters (N, p,q) of the NTRU, as well as the truncated polynomials rings © = Z [z] /(¥ —1),0,, =
Zy 2] J(aN —1),0, = Z, [z] /(zV — 1), and the following algebras

10
(= {ao + > miwsmi € @},

i=1

10
Cp = {ao + ) mawismi € @p},

i=1
and
10
G = {040 + ) nawismi € @q} .
i=1
The following subsets are also known:
ﬁf,ﬁg, EM, Ly C where ¢
Lo={fel|f=fo+ Z}il fiwi, fo, f1,-.., fio has cofficients dy, equal one, dy, equal negative one,
other values zero},
Lo={Gel|G=g0+ 2321 9iWi, 9o, 91, - - - , 10 has cofficients dg, equal one, dg, — 1 equal negative
one, other values zero},
Lo ={M =mg+ 21121 m;w;, the cofficients of mg,my, ..., myg lies between —% and £}, and Ly is
defined similar to L.
This system works as follows:

3.1. Key Generation
The recipient chooses two polynomials § € £; and G € Lg of the form:

10 10
f= f0+Zfiwi7 g :gO+Zgiwi

i=1 i=1

where G has inverses of modulo p and ¢, denoted g,,—l and gq—l respectively to build the public key,
proceed as follows
IT=1fx gq* mod q.

3.2. Encryption

To send an encrypted text message m, the sender writes in the form mg + Zgl m;w;, then selects
Ue Ly. Also, selects S = sg + 2;21 s;wj, s; € V and then uses the following formula:

¢ =p(U=+ZT+S)+ M mod q,

with coefficients belong to (—%, Z].
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4. Decryption

The next steps taken by the recipient lead to the explicit text:

Take
A=¢ExG modq
Ep(U*I—}—S)*Q—i—M*Qmodq
Ep( (FxGy~ )+S)*Q+M*Qmodq
Ep(U*(f gq—l) Q+S*g)+M*Qmodq
=pUxf+S*G)+ M =G mod q
with coefficients lie in the interval (—5, %]

Now, convert A from mod g tomod p, then

I'=A mod p
=pUxf+S*G)+ MG mod p
=M xG mod p

Hence, M =T % gp—l mod p, where the coeflicients lie in the interval (—% g]

5. Security Analysis

The attacker has the public key Z and wants to know the private keys to complete the remaining steps
of the system to retrieve the original message. This is done by searching the number of public operations
in £; to find the private key f, or in Lg to find the private key G. Assuming Lg > Ly, then the key space
size is calculated as follows:

(G0 =) G 5) = (s —aa)

The attacker can also find the original message from the ciphertext & by searching £y and V' to obtain
the keys U and S respectively. Therefore, the message space size is as follows:

(size of space of Ly/)X = (((Z) (N;udu»n .
) <<d9!“év!— dg>!) <dg!(](VN—d§21!g)!>>llx

Nl 11
- ((dg!f - 2dg>!> +

6. Conclusions

where X is the size of space of V.

The MPQN system is an evolution of the original NTRU system, enhancing its security capabilities
and making it more difficult to attack communication channels and intercept data transmitted over the
network. Furthermore, it can encrypt multiple messages into a single message due to the dimensional of
algebra used in its construction, thus increasing the speed of delivery to the recipient. This system can
also be used in cybersecurity to protect data even if attackers manage to bypass the firewall.
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