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abstract: Medical Internet of Things (MIoT) networks are now deeply embedded in clinical environments,
but their increasing connectivity also creates pathways for cyberattacks that can spread across devices rather
than remain localized. Most existing studies emphasize intrusion detection or vulnerability analysis, offering
limited insight into the spatio-temporal conditions under which attacks persist or die out in real hospital
settings. This paper develops a reaction–diffusion partial differential equation model. By the use of reac-
tion–diffusion partial differential equation model to study cyberattack propagation in MIoT networks while
explicitly accounting for spatial device distribution, nonlinear interaction between devices, recovery through
patching, and permanent isolation of compromised nodes. The proposed framework models secure, compro-
mised, and recovered devices as spatially distributed populations. A basic reproduction number is derived to
characterize a sharp threshold separating attack extinction from long-term persistence. Rigorous analysis es-
tablishes existence and uniqueness of solutions, positivity, boundedness, invariant regions, local stability of the
disease-free equilibrium, and uniform persistence when the threshold is exceeded. Numerical simulations using
finite difference methods validate the analytical results and reveal diffusion-driven spread, spatial clustering,
and clear threshold behavior. The findings show that cyberattacks in MIoT networks behave as structured
spreading processes rather than isolated events. The model provides a mathematically grounded basis for
assessing cyber resilience and for designing mitigation strategies that balance vulnerability reduction, rapid
recovery, and effective isolation in spatially distributed medical environments.

Keywords:Medical Internet of Things (MIoT), cyberattack propagation, reaction–diffusion model,
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numerical simulation.

Contents

1 Introduction 2

2 Literature Review 3

3 System Description, Assumptions and Hypothesis 3
3.1 System Description: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
3.2 Modeling Assumptions: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
3.3 Mathematical State Variables: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
3.4 Research Hypothesis: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
3.5 Justification for the PDE Framework: . . . . . . . . . . . . . . . . . . . . . . . . . . 5

4 Mathematical Model Formulation 5
4.1 Spatial Domain and Time Scale: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
4.2 Reaction-Diffusion Cyberattack Model: . . . . . . . . . . . . . . . . . . . . . . . . . 6
4.3 Model Parameters and Interpretation: . . . . . . . . . . . . . . . . . . . . . . . . . . 6
4.4 Boundary and Initial Conditions: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
4.5 Disease-Free Equilibrium: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
4.6 Rationale for the Model Structure: . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

5 Analytical Results 7
5.1 Positivity of Solutions: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
5.2 Invariant Region and Boundedness: . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
5.3 Disease-Free Equilibrium: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
5.4 Derivation of the Basic Reproduction Number: . . . . . . . . . . . . . . . . . . . . 8

∗ Corresponding author.
2020 Mathematics Subject Classification: 68T07, 94A60, 90C35, 68M10, 62M45.
Submitted January 27, 2026. Published April 30, 2026.

1
Typeset by BSPMstyle.
© Soc. Paran. de Mat.

www.spm.uem.br/bspm
http://dx.doi.org/10.5269/bspm.81583


2 P. Kumar, P. Rai, B.K. Mishra

5.5 Local Stability of the Disease-Free Equilibrium: . . . . . . . . . . . . . . . . . . . . 8
5.6 Endemic Equilibrium: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
5.7 Persistence of Cyberattacks: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
5.8 Analytical Interpretation: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

6 Numerical Simulation and Validation 9
6.1 Numerical Setup and Parameter Specification: . . . . . . . . . . . . . . . . . . . . 9
6.2 Spatio-Temporal Dynamics and Threshold Verification: . . . . . . . . . . . . . . . 10
6.3 Discussion and Reproducibility: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

7 Security Interpretation and Practical Implications 12
7.1 Interpretation of Model Parameters in Security Terms: . . . . . . . . . . . . . . . 12
7.2 Meaning of the Threshold Condition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
7.3 Role of Spatial Structure in Medical Environments: . . . . . . . . . . . . . . . . . 13
7.4 Implications for MIoT Security Design: . . . . . . . . . . . . . . . . . . . . . . . . . 13

8 Conclusion 13

1. Introduction

Medical Internet of Things (MIoT) systems have become a core component of contemporary health-
care infrastructure, enabling continuous monitoring, automated therapy delivery, and real-time clinical
decision support. Devices such as infusion pumps, patient monitors, wearable sensors, and bedside gate-
ways operate in tightly coupled environments where availability, integrity, and timing are critical. As
connectivity increases, however, these systems become vulnerable to cyberattacks that can propagate
beyond isolated devices and affect entire clinical workflows [3] [18].

Unlike conventional enterprise networks, MIoT deployments exhibit strong spatial and operational
constraints. Devices are distributed across wards, corridors, and intensive care units, and communication
typically relies on short-range wireless protocols and shared gateways. As a result, compromise events
often emerge locally and spread gradually through trusted communication paths rather than instanta-
neously across the entire network. Empirical studies and incident analyses indicate that such localized
propagation can escalate into persistent system-wide disruptions if not contained early [11] [12].

From a modeling perspective, these characteristics closely resemble spreading processes studied in
epidemiology and network science. Classical epidemic theory established that persistence and extinction of
infections are governed by threshold parameters related to transmission and recovery rates [2]. Subsequent
work extended these ideas to spatial domains, showing that diffusion and local interactions can produce
wave-like propagation, clustering, and long-term persistence [14]. More recent research in networked
systems has demonstrated that similar threshold phenomena arise in cyber and information diffusion
processes [13] [9].

Several studies have adapted epidemic and reaction–diffusion models to cyber contexts. PDE-based
formulations have been shown to capture malware propagation dynamics and enable analytical stabil-
ity analysis in mobile and IoT networks [19] [7] [8]. Spatial modeling of cyber-physical systems further
confirms that physical deployment and communication locality strongly influence attack persistence and
containment effectiveness [19]. Recent work has also framed cybersecurity as a dynamic system subject
to control and resilience constraints, emphasizing the need for mathematically grounded models that go
beyond detection accuracy alone [21].

Despite these advances, MIoT-specific modeling gaps remain. Most detection-oriented studies, includ-
ing recent deep learning based intrusion detection frameworks, focus on identifying malicious behavior
but do not analyze long-term system dynamics after compromise [5]. Compartmental IoT attack models
provide useful abstractions but often assume homogeneous mixing and neglect spatial propagation effects
that are inherent in clinical environments [6]. Consequently, there is limited understanding of when cyber-
attacks in MIoT networks inevitably die out and when they persist despite mitigation efforts. This paper
addresses this gap by proposing a reaction-diffusion partial differential equation model for cyberattack
propagation in Medical IoT networks. The model explicitly incorporates spatial distribution, nonlinear
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device interactions, recovery through patching, and permanent isolation mechanisms. A basic repro-
duction number is derived to characterize a sharp threshold between attack extinction and persistence.
Rigorous analytical results establish well-posedness, positivity, invariant regions, equilibrium stability,
and uniform persistence, and numerical simulations validate the theoretical findings. Together, these
contributions provide a principled, system-level framework for reasoning about MIoT cyber resilience in
spatially distributed clinical environments.

2. Literature Review

Security of Medical Internet of Things networks has attracted increasing research attention due to the
safety-critical nature of healthcare environments. Existing studies largely fall into two broad categories:
data-driven intrusion detection approaches and analytical or compartmental modeling approaches. While
both streams contribute valuable insights, each addresses only part of the underlying problem. A signif-
icant body of work focuses on intrusion detection and attack identification using machine learning and
deep learning techniques. [5] proposed a deep learning–based intrusion detection system for smart cars,
demonstrating that neural models can effectively capture complex attack signatures in cyber–physical
systems. Although the study is centered on vehicular networks, its relevance to MIoT lies in the shared
constraints of resource-limited devices, continuous operation, and safety-critical consequences. Such ap-
proaches emphasize detection accuracy and real-time classification but offer limited insight into how
attacks evolve and persist at the system level once detection fails or is delayed. Related to this direction,
[6] introduced the SEQIRE model for detecting attacks in IoT networks by extending classical epidemic
compartmental frameworks. This work is notable for moving beyond purely data-driven methods and
incorporating state transitions that reflect different stages of compromise and recovery. However, the
SEQIRE model is formulated using ordinary differential equations and assumes homogeneous mixing of
devices. As a result, spatial deployment characteristics and localized attack propagation effects are not
captured. Beyond these contributions, several studies have applied epidemic-inspired models to IoT and
cyber–physical security analysis, highlighting nonlinear transmission dynamics and threshold behavior.
These models successfully explain why certain attacks persist while others die out, but they typically ne-
glect spatial structure and diffusion effects [17] [20]. Consequently, they are unable to explain clustering
phenomena observed in real healthcare environments, where attacks often originate locally and spread
gradually across physical spaces. From a system-level perspective, other researchers have examined MIoT
security through architectural risk analysis and deployment studies. These works emphasize that device
density, communication locality, and physical layout significantly influence attack impact and contain-
ment strategies [1]. However, such insights are rarely formalized into mathematically rigorous models that
allow stability analysis or derivation of explicit persistence conditions. The existing literature reveals a
clear gap. Current MIoT security models either focus on detection without addressing long-term system
behavior or rely on non-spatial analytical frameworks that ignore physical deployment and communi-
cation locality. There is a lack of mathematically rigorous models that simultaneously capture spatial
propagation, nonlinear attack dynamics, and threshold-driven persistence or extinction in Medical IoT
networks. This work addresses this gap by formulating a reaction–diffusion partial differential equation
model that explicitly incorporates spatial structure, device interactions, recovery, and isolation mecha-
nisms. The objective is to determine precise conditions under which cyberattacks persist or die out in
MIoT environments and to provide analytical guarantees supported by numerical validation.

3. System Description, Assumptions and Hypothesis

3.1. System Description:

We consider a Medical IoT network deployed inside a closed clinical environment, such as a hospital
ward or an intensive care unit. The system consists of a large number of interconnected medical de-
vices, including patient monitors, infusion pumps, wearable sensors, and gateway nodes. These devices
communicate continuously to transmit physiological data and control signals. The network is spatially
distributed. Devices are not concentrated at a single point. They are placed across rooms, corridors,
and care units. Communication happens through short-range wireless links and centralized gateways.
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Because of this structure, a cyberattack does not affect all devices at once. It spreads gradually, moving
through communication paths. Once a device is compromised, it may begin to behave abnormally. It can
propagate malicious packets, disrupt data transmission, or influence neighboring devices through trusted
communication channels. This creates a chain reaction. One compromised node increases the risk for
others. The system is assumed to operate continuously in time. Devices may be patched, isolated, or
permanently disabled after detection. Some devices may recover and some do not. This dynamic behav-
ior motivates a time-dependent and spatially dependent model rather than a static one. A conceptual
overview of the system structure and attack flow is shown in Figure 1. (See Fig 1)

Figure 1: Overview of Medical IoT Cyberattack Dynamics

3.2. Modeling Assumptions:

To construct a tractable and analytically meaningful model, the following assumptions are made.

• Spatial Continuity: The MIoT network is modeled as a continuous spatial domain Ω ⊂ R2. This
abstraction allows the use of partial differential equations to capture spatial propagation effects.

• Device State Classification: Each device belongs to one of three states. This classification has
been widely used in cyber-epidemic modeling and provides a clear analytical structure [16]:

– Secure or susceptible (S)

– Compromised or infected (I)

– Recovered or isolated (R)

• Attack Propagation Mechanism: Cyberattacks propagate through communication links. The
spread is not instantaneous. It depends on proximity, communication frequency, and protocol
weaknesses. These effects are modeled using diffusion terms.

• Closed Environment: The clinical network is assumed to be closed. No new devices enter during
the observation period, and compromised devices do not leave the system. This justifies the use of
no-flux boundary conditions.

• Recovery and Isolation:Compromised devices may recover through patching or be isolated by
security mechanisms. Some devices may be permanently disabled if the damage is severe.
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• Homogeneous Parameters: For analytical clarity, infection and recovery parameters are assumed
to be spatially uniform. This assumption is relaxed later during numerical validation.

These assumptions are standard in reaction-diffusion systems and are sufficient to capture the essential
behavior of cyberattack spread in MIoT environments [14] [10].

3.3. Mathematical State Variables:

Let x ∈ Ωx denote the spatial position and t ≥ 0 denote time. We define:

• S (x, t): density of secure (susceptible) MIoT devices

• I (x, t): density of compromised devices

• R (x, t): density of recovered or isolated devices

The total device density satisfies:

S (x, t) + I (x, t) +R (x, t) = N (x)

where N (x) represents the local device number.

3.4. Research Hypothesis:

Cyberattacks in Medical IoT networks exhibit spatio-temporal propagation behavior that can be ac-
curately modeled using a reaction-diffusion partial differential equation framework. The persistence or
extinction of such attacks is governed by a threshold parameter analogous to the basic reproduction
number. In other words, the attack does not merely occur. It spreads and this spread follows a pre-
dictable mathematical structure. If the reproduction number exceeds a critical threshold, the cyberattack
persists within the MIoT network. If it remains below that threshold, the attack eventually dies out.
This hypothesis will be formally supported using analytical results, including lemmas on positivity and
invariance, and theorems on equilibrium stability.

3.5. Justification for the PDE Framework:

Ordinary differential equation models assume complete mixing of devices. This assumption is unreal-
istic in hospital settings, where physical layout and communication constraints matter. Devices located
in different rooms or wards do not interact equally. Unlike graph-based or agent-based MIoT security
models, the proposed framework enables analytical threshold derivation and stability guarantees in a
spatially explicit setting. Reaction-diffusion equations naturally incorporate both local interactions and
spatial spread. They have been successfully applied to biological epidemics and, more recently, to cyber-
physical systems [15] [8] [7]. Therefore, a reaction-diffusion PDE framework is not a modeling luxury.

4. Mathematical Model Formulation

4.1. Spatial Domain and Time Scale:

Let Ω ⊂ R2 denote the spatial domain representing a clinical environment such as a hospital ward
or an intensive care unit. Devices are distributed across this domain in a non-uniform manner. Time is
represented by t ≥ 0. A two-dimensional spatial domain is sufficient to capture spatial interaction effects
caused by communication range, gateway placement, and physical separation between devices. Similar
spatial abstractions have been used in both epidemiological diffusion models and cyber-physical security
studies [19] [15] [14].
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4.2. Reaction-Diffusion Cyberattack Model:

Based on the assumptions, cyberattack dynamics are modeled using the following system of reaction-
diffusion partial differential equations:

∂S(x,t)
∂t = DS∇2S (x, t)− βS (x, t) I (x, t) ,

∂I(x,t)
∂t = DI∇2I (x, t) + βSI (x, t)− (γ + µ) I (x, t) ,

∂R(x,t)
∂t = DR∇2R (x, t) + γI (x, t) .

The diffusion terms represent the spatial spread of attack influence through communication links and
routing mechanisms. Diffusion does not imply physical movement of devices. It reflects information
flow and malware transmission across the network. The nonlinear interaction term βSI models the
compromise process, where secure devices become infected due to interaction with compromised devices.
Similar nonlinear terms have been widely used in cyber-epidemic and malware propagation models [21]
[10] [16]. The recovery term γI represents security responses such as firmware updates, intrusion detection
actions, or automated remediation. The parameter µ accounts for permanent device isolation or failure
due to severe compromise. The model conserves total device density up to removal through isolation,
ensuring physical consistency of the system.

4.3. Model Parameters and Interpretation:

The parameters appearing in the model have clear cyber-security interpretations:

• DS , DI , DR: diffusion coefficients reflecting communication intensity, routing frequency, and net-
work topology

• β: cyber infection rate, associated with vulnerability exposure and attack capability

• γ: recovery rate due to patching and security intervention

• µ: permanent removal or isolation rate

All parameters are assumed to be positive constants. This assumption is standard in reaction-diffusion
systems and allows analytical results to be derived without unnecessary technical complications [14].

4.4. Boundary and Initial Conditions:

The MIoT network is assumed to operate in a closed clinical environment. As a result, no device state
crosses the boundary of the spatial domain. This leads to no-flux (Neumann) boundary conditions:

∇S (x, t) · n = ∇I (x, t) · n = ∇R(x, t) · n = 0, x ∈ ∂Ω, t > 0.

where n denotes the outward normal vector.
Initial conditions are defined as:

S (x, 0) = S0 (x) , I (x, 0) = I0 (x) , R (x, 0) = 0, x ∈ Ω .

The initial compromised population I0 (x) is assumed to be small and spatially localized. This re-
flects realistic scenarios in which cyberattacks begin from a limited number of entry points, such as a
compromised gateway or infected update server [4] [8] [7].

4.5. Disease-Free Equilibrium:

The disease-free equilibrium represents a secure operating state of the MIoT network, where no devices
are compromised. It is given by:

E0 = (S∗, I∗, R∗) = (N, 0, 0) .

This equilibrium serves as a baseline for analyzing system stability and attack persistence. Its stability
properties are examined in the following section through analytical techniques.
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4.6. Rationale for the Model Structure:

The proposed model closely resembles spatial epidemic systems, which is intentional. Cyberattacks
in MIoT networks share key characteristics with biological infections, including nonlinear transmission,
threshold behavior, and spatial clustering. Reaction-diffusion frameworks allow these features to be cap-
tured in a mathematically rigorous way. More importantly, they enable the derivation of a reproduction
number and stability conditions, which are difficult to obtain using purely simulation-based security
models [19] [15] [21].

5. Analytical Results

This section establishes the mathematical validity of the proposed reaction-diffusion model and rig-
orously analyzes the conditions under which cyberattacks persist or disappear in Medical IoT networks.
The analysis proceeds step by step. First, we address the well-posedness of the system. Then we study
positivity, boundedness, equilibrium behavior, and threshold dynamics governed by the reproduction
number.

Existence and Uniqueness of Solutions
It is necessary to confirm that the model admits a well-defined solution.
Theorem 5.1: Existence and Uniqueness:For any non-negative initial conditions

S(x, 0) = S0(x), I(x, 0) = I0(x), R(x, 0) = R0(x),

with S0, I0, R0 ∈ L2(Ω), the reaction–diffusion system admits a unique, global solution

(S(x, t), I(x, t), R(x, t)) ∈ C
(
[0,∞);L2 (Ω)

)
.

Proof: The diffusion operators are linear and uniformly elliptic under Neumann boundary conditions.
The reaction terms are locally Lipschitz continuous in (S, I,R). Hence, by standard parabolic PDE theory,
a unique local solution exists. Global existence follows from the boundedness. Therefore, the solution
exists for all t > 0 and is unique [14].

5.1. Positivity of Solutions:

The system must preserve physical meaning, meaning device densities cannot become negative.
Lemma 1: Positivity of Solutions

If the initial conditions are non-negative, then
S (x, t) ≥ 0, I (x, t) ≥ 0, R (x, t) ≥ 0, Forallx ∈ Ω and t > 0.
Proof: When any state variable reaches zero, its corresponding reaction term is non-negative. For

example, at I = 0, the infection term vanishes and no negative forcing is present. Combined with
Neumann boundary conditions, the parabolic maximum principle prevents solutions from crossing into
the negative region. Hence, non-negativity is preserved.

5.2. Invariant Region and Boundedness:

Next, we establish that the total device population remains bounded.

Lemma 2: Invariant Region The set
D = {(S, I,R) ∈ R3

+ : S + I +R ≤ N(x)}
is positively invariant under the system dynamics.

Proof:Summing the three equations of the model yields
Let

U(x, t) = S(x, t) + I(x, t) +R(x, t).
∂U
∂t = DS∇2S +DI∇2I +DR∇2R− µI.
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Integrating over Ω and applying the no-flux boundary conditions removes the diffusion terms. Since
µI ≥ 0, the total population does not increase. Thus U(x, t) ≤ N(x) for all t > 0. This guarantees
boundedness and supports global existence.

5.3. Disease-Free Equilibrium:

The disease-free equilibrium corresponds to a secure MIoT system:

E0 = (S∗, I∗, R∗) = (N, 0, 0).

This equilibrium represents normal network operation without active cyberattacks.

5.4. Derivation of the Basic Reproduction Number:

To characterize attack persistence, we derive the basic reproduction number R0. Let the infected
equation be written as

∂I
∂t = F (I)− V (I),

where

F (I) = βNI, V (I) = (γ + µ)I −DI∇2I.

The next-generation operator is defined as

K = FV −1.

The basic reproduction number is given by the spectral radius of K:

R0 = ρ(K) = βN
γ+µ .

This quantity represents the expected number of secondary compromised devices generated by one
infected device in an otherwise secure network.

5.5. Local Stability of the Disease-Free Equilibrium:

Theorem 5.2 (Local Stability): If R0 < 1, the disease-free equilibrium E0 is locally asymptotically
stable.

Proof:Linearizing the infected equation around E0 yields

∂I(x,t)
∂t = DI∇2I(x, t) + (βN − γ − µ)I(x, t).

The principal eigenvalue of the diffusion operator under Neumann conditions is zero. Stability depends
on the sign of βN−(γ+µ). If R0 < 1, all eigenvalues are negative, and perturbations decay exponentially.
Hence, the system returns to the disease-free equilibrium.

5.6. Endemic Equilibrium:

When cyberattacks persist, the system approaches an endemic state. Lemma 5.4: Existence of En-
demic Equilibrium:

If R0 > 1, there exists a unique endemic equilibrium E∗ = (S∗, I∗, R∗) with I∗ > 0.
Proof: Setting time derivatives to zero yields a nonlinear algebraic system. When R0 > 1, the

infection term dominates recovery. The existence and uniqueness of the endemic equilibrium follow from
standard fixed-point and monotonicity arguments for reaction-diffusion systems. The detailed functional-
analytic construction is omitted for brevity, as it closely follows established results in spatial epidemic
modeling.
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5.7. Persistence of Cyberattacks:

Theorem 5.3: Uniform Persistence:
If R0 > 1, then

limt→∞ infI(x, t) > 0

for almost all x ∈ Ω.
Proof: Instability of E0 combined with positivity and boundedness implies uniform persistence by

standard persistence theory for reaction–diffusion systems. The infected population cannot vanish asymp-
totically. The persistence result relies on classical uniform persistence theory for parabolic partial differen-
tial equations, where instability of the disease-free equilibrium, together with positivity and boundedness,
ensures non-extinction of the infected class.

5.8. Analytical Interpretation:

The analytical results confirm the central hypothesis of this study. Cyberattacks in Medical IoT
networks exhibit spreading behavior that is well captured by a reaction-diffusion framework rather than
isolated or well-mixed models. The derived basic reproduction number R0 acts as a sharp threshold
separating extinction and persistence regimes. When R0 < 1, the disease-free equilibrium is stable and
cyberattacks cannot sustain themselves. When R0 > 1, the system admits a persistent endemic state,
making long-term compromise mathematically unavoidable. These results provide a rigorous foundation
for the numerical validation presented in the following section.

6. Numerical Simulation and Validation

This section presents numerical simulations of the proposed reaction-diffusion model to validate the
analytical results derived in Section 5. The simulations are designed specifically to verify the threshold
behavior governed by the basic reproduction number, as well as the stability and persistence properties
proved earlier.

6.1. Numerical Setup and Parameter Specification:

All simulations are performed using Python 3.10, with NumPy for numerical computation and Mat-
plotlib for visualization. The numerical scheme is based on a finite difference discretization in space and
an explicit Euler method for time integration. The numerical parameters and simulation settings are
summarized in Table 1.

Table 1: Numerical parameters and simulation settings
Category Parameter(s) Value(s)

Spatial domain Length, grid points (L = 10), (Nx = 100)
Time discretization Total time, time step (T = 20), (∆t = 0.001)
Diffusion coefficients (DS , DI , DR) 0.1

Infection rate β 0.3− 1.0
Recovery rate γ 0.5
Isolation rate µ 0.3
Device density N 1.0

Boundary condition − Neumann(no− flux)

Table 1. Numerical parameters, discretization settings, and software environment used for the
simulation of the reaction-diffusion MIoT cyberattack model. All values are fixed across simulations

unless explicitly stated.
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Two parameter regimes are considered:

• Sub-threshold case:

β = 0.3, γ = 0.5, µ = 0.3,

giving

R0 = 0.3
0.8 = 0.375 < 1.

• Super-threshold case:

β = 1.0, γ = 0.5, µ = 0.3,

giving

R0 = 1.0
0.8 = 1.25 > 1.

The initial condition represents a mostly secure MIoT network with a small, localized infection:
S (x, 0) = N,

I (x, 0) = 0.1 exp
(
− (x−L/2)2

σ2

)
,

R(x, 0) = 0.
where σ controls the spatial width of the initial infection and is fixed throughout the simulations.

6.2. Spatio-Temporal Dynamics and Threshold Verification:

Figure 2: spatio-temporal evolution of cyberattacks in MIoT

Figure 2 illustrates the spatio-temporal evolution of the infected device density I(x, t). The infection
is initially localized and gradually spreads across the spatial domain due to diffusion effects. For the
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parameter regime R0 > 1, the infected population does not vanish but persists over time, forming a non-
zero spatial profile even at large times. This numerical behavior is fully consistent with the persistence
result established in Theorem 5.3 and confirms that cyberattacks in MIoT networks exhibit diffusion-
driven spatial propagation.

Figure 3: Spatio-temporal evolution of infected devices for R0 < 1.

Figure 3: Spatio-temporal evolution of infected devices

Figure 3 shows the spatio-temporal evolution of the infected device density I(x, t) for the sub-
threshold regime R0 < 1. The infection remains spatially localized at early times and rapidly decays
to zero across the entire domain. No persistent infected region is observed. This numerical behavior
confirms the local asymptotic stability of the disease-free equilibrium established in Theorem 5.2 and
demonstrates that effective recovery and isolation mechanisms are sufficient to eliminate cyberattacks in
the MIoT network.

Figure 4: The threshold diagram
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Figure 4: Spatio-temporal evolution of infected devices

Figure 4 illustrates the relationship between the basic reproduction number R0 and the long-term
average infected population. A clear transition occurs near R0 = 1, confirming that R0 acts as a sharp
threshold parameter for cyberattack persistence.

6.3. Discussion and Reproducibility:

The numerical results fully support the analytical findings of Section 5. Positivity and boundedness
are preserved, the disease-free equilibrium is stable when R0 < 1, and sustained cyberattacks occur when
R0 > 1. Spatial diffusion plays a crucial role in shaping the attack dynamics, justifying the use of a
PDE-based framework.

7. Security Interpretation and Practical Implications

The analytical and numerical results obtained in this study have direct implications for the security
design and operation of Medical IoT networks. The model does not treat cyberattacks as isolated inci-
dents. Instead, it frames them as spreading processes whose behavior is governed by measurable system
parameters. The most important outcome is the existence of a clear threshold, expressed through the
basic reproduction number R0. This quantity separates safe operating regimes from unsafe ones. When
R0 < 1, cyberattacks cannot sustain themselves, regardless of the initial number of compromised devices.
When R0 > 1, persistence becomes inevitable.

7.1. Interpretation of Model Parameters in Security Terms:

Each parameter in the model corresponds to a concrete cybersecurity mechanism. The infection rate
β captures vulnerability exposure. This includes weak authentication, unpatched firmware, insecure com-
munication protocols, and excessive trust between devices. A higher value of β does not necessarily mean
more attackers. It means that once an attacker gains access, propagation becomes easier. The recovery
rate γ represents the effectiveness of defensive actions such as patch deployment, intrusion detection, and
automated remediation.
Increasing γ does not prevent initial compromise, but it shortens the lifetime of infected devices. The iso-
lation rate µ reflects the ability of the system to permanently remove or quarantine compromised devices.
Network segmentation, device shutdown, and physical replacement all contribute to this parameter. The
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diffusion coefficients represent communication structure. High diffusion corresponds to dense connectivity
and frequent data exchange. While this is desirable for clinical performance, it also accelerates attack
spread.

7.2. Meaning of the Threshold Condition

From a security perspective, the condition

R0 = βN
γ+µ < 1

defines a quantitative security requirement, not a heuristic guideline. This inequality shows that
security can be improved in multiple ways. Reducing vulnerabilities (β) is one option, but not the only
one. Increasing patching speed (γ) or isolation capability (µ) can compensate for residual vulnerabilities.
The model makes this trade-off explicit. Importantly, the results show that reducing attack intensity alone
is insufficient if recovery and isolation are slow. Even small initial compromises can lead to persistent
infection if the system response is delayed.

7.3. Role of Spatial Structure in Medical Environments:

The numerical simulations highlight the importance of spatial structure. Infection does not spread
uniformly. It forms clusters, expands through nearby devices, and persists in localized regions when
mitigation is weak. This has practical consequences. Security policies that are applied uniformly across
a hospital may fail to address local risk concentration. High-density device areas, such as intensive care
units, are more vulnerable to diffusion-driven persistence. The reaction-diffusion framework captures this
effect naturally. It explains why attacks may appear controlled in some areas while persisting in others,
even under the same global security policy.

7.4. Implications for MIoT Security Design:

The results suggest several design principles. First, speed in the increasing recovery and isolation
rates has a strong impact on reducing R0. Delayed patching is mathematically equivalent to allowing the
infection to reproduce. Second, connectivity must be managed, not eliminated. Diffusion-driven spread
does not imply that connectivity should be reduced indiscriminately. Instead, communication patterns
should be structured to limit uncontrolled propagation paths. Third, local monitoring is critical, since
persistence can occur in spatial clusters, detection and response mechanisms must operate at local scales,
not only at centralized gateways. These implications follow directly from the model. They are not
assumptions.

8. Conclusion

This work proposed a reaction-diffusion partial differential equation framework to model cyberat-
tack propagation in Medical IoT networks, with explicit consideration of spatial structure and temporal
evolution. Unlike well-mixed or purely graph-based approaches, the proposed model captures how cyber-
attacks initiate locally, spread through device interactions, and either persist or disappear depending on
system-level parameters. This perspective is particularly relevant for clinical environments, where device
placement, communication locality, and operational continuity strongly influence security behavior. A
key contribution of the study is the identification and analytical characterization of a threshold condition
governed by the basic reproduction number R0. The theoretical analysis established that when R0 < 1,
the disease-free equilibrium is locally asymptotically stable and cyberattacks cannot sustain themselves,
regardless of the size or location of the initial compromise. In contrast, when R0 > 1, the system ad-
mits a persistent endemic state in which compromised devices remain present over time. These results
were rigorously supported through proofs of existence, positivity, boundedness, stability, and persistence,
ensuring mathematical consistency of the model. Numerical simulations were conducted to validate the
analytical findings. Spatio-temporal heatmaps demonstrated diffusion-driven attack spread and extinc-
tion, while threshold plots confirmed the sharp transition predicted at R0 = 1. The strong agreement
between analytical results and numerical outcomes reinforces the validity of the proposed framework and
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highlights the importance of spatial effects in MIoT security analysis. The model relies on simplifying
assumptions, including homogeneous parameters, deterministic dynamics, and reduced spatial dimen-
sionality, which were adopted to ensure analytical tractability. Future work may extend the framework
to incorporate device heterogeneity, stochastic effects, time delays in detection and response, and higher-
dimensional spatial domains. Further integration with control strategies or clinical risk models could also
enhance its applicability to real-world healthcare systems.
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