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abstract: The paper gives an outline of some number theory concepts and shows how those concepts are
used in modern information security systems. For example, the Diffie-Hellman Protocol for the generation
of pair keys and the RSA and El Gamal public key encryption algorithms are some of the most well-known
protocols and methods. In general, one of the most often used applications of number theory in cryptography
is the generalized Euclid technique. It is given algorithms, and details on the RSA and ElGamal signature
systems are presented. A simplified pairing situation in the explicit rule of reciprocity is used in the bilinear
transformation-based approach for electronic signatures.
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1. Introduction

One of my friends, who graduated from Bagdad University, asked me once: ”Well, what are you you do
in your mathematics, because we went through all of Higher Mathematics at the institute.” In this work,
we will try to clarify this misconception of so many people not only in our country [6]. Let’s try to do this
using the example of number theory and cryptography. Number theory is a very ancient science, which
has now grown into the direction of ”Arithmetic geometry”. But even the oldest fundamental results of
this science only in our time find application in the now very popular applied science - cryptography [5].
We will show this using the example of Euler’s theorem from number theory, which was proved in the
middle of the 18th century and found its application in the first modern method of cryptography, RSA,
created in 1978 [9]. In the second part of the work, it will be described how the final solution of Hilbert’s
problem 9 in 1978 [2] gave in 2003 a new way of electronic signature.
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2. Number Theory

2.1. Euler’s Function

We define the Euler function ϕ(m) for an integer m > 1 as follows.
Consider all there maunders when dividing by the number m : 0, 1, 2, ...,m − 1 and count the number
of coprime with m, residues. This number will be called the Euler function. Let’s consider two special
cases:

• If p is a prime number, then it is easy to see that ϕ(p) = p− 1.

• If p and q are two distinct primes, then ϕ(pq) = (p− 1)(q − 1).

2.2. Euler’s Theorem

Theorem 2.1 [1]: Let a and m be coprime numbers, then the comparison

aϕ(m) = 1(modm). (2.1)

3. Extended Euclid’s Algorithm

To understand the operations performed in cryptographic transformations, one of the most commonly
used tools is the extended Euclid algorithm for finding the multiplicative inverse modulo of some integer.
It should be noted that in the general case the application of this algorithm is much wider and affects not
only cryptographic transformations but also [13], for example, the theory of algebraic coding. However,
here we will focus only on the possibilities of this remarkable algorithm for our purposes, namely, the
calculation of the number x inverse to the multiplication of the number y modulo the integer p.

x : x.y ≡ 1(mod p)

A necessary condition for finding such an x is obviously that y and p are mutually prime. The extended
Euclidean algorithm uses auxiliary elements u connected by the recursive formula

ui+1 = (q1.ui) + ui−1

where u−1 = 0, u0 = 1, and qi is the quotient obtained at the i− th step of the algorithm.
We now give the sequence of steps of the algorithm:

Step 1. p = y.q1 + r1, u1 = (q1.u0) + u−1,

where q1 and r1 is the quotient and the remainder of p divided by y, respectively.

Step 2. y = r1.q2 + r2, u2 = q2.u1 + u0

Step 3. r1 = r2.q3 + r3, u3 = q3.u2 + u1

Step i. ri−2 = ri−1.qi + ri, ui = qi.ui−1 + ui−2

...

Step ℓ. rℓ−2 = rℓ−1.qℓ + 1, uℓ = qℓ.uℓ−1 + uℓ−2

This is the last step of the algorithm, since the remainder obtained at this step is equal to 1- the greatest
common divisor of the numbers p and y. The desired x value is determined as follows:

x ≡ (−1)ℓ.uℓ mod p.
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4. Applications in Cryptography

4.1. Asymmetric cryptography

The history of the creation of cryptographic algorithms is no less mysterious and secret than the
algorithms themselves [7]. The idea of transmitting secret information over an insecure channel was
originally proposed by James H. Ellis in 1970 [12]. Then Ellis, Cocks and Williamson in 1973 [11]
proposed the idea of the RSA algorithm, but the result was classified by Government Communications
Headquarters (Great Britain) and only on December 18, 1997, Clifford Cocks announced it, making it
public. Unfortunately James Ellis died on 25 November 1997 a month before the public announcement of
this fact [4]. In 2010, Malcolm Williamson, Clifford Cocks, and James Ellis received the prestigious IEEE
Milestone Award for their development of public key cryptography [3]. Consider here what algorithm
was proposed by these three Britons.

4.1.1. WCE algorithm. Two large prime numbers p and q are chosen as the secret key. The public key
is their product N = p.q The message m must satisfy the following restrictions: it is a positive integer,
mN . In order to encrypt the message, it must be raised to the power of the public key N and the result
modulo N (that is, calculate the remainder of the division).

e = mn (modN) (4.1)

Thus, knowledge of only the public key is sufficient for encryption. At the same time, we note here that
the public key in the WCE algorithm is a single number N , which is the product of two secret prime
numbers p and q such that

(p, (q − 1)) = 1, (q, (p− 1)) = 1.

In order to decrypt the message, knowledge of the secret key is required. Initially, the Euler function
ϕ(N) = (p− 1)(q − 1) is found and an auxiliary number is calculated with

c = N (modϕ(N).)

Then the secret key d is calculated
d.c = 1 (modϕ(N)).

For this, the extended Euclid algorithm is used. It should be noted here that a very important property
is automatically fulfilled for the correct operation of the extended Euclidean algorithm. Namely, the
greatest common divisor of the numbers N and ϕ(N) is equal to 1. And, finally, the encrypted message
e is raised to the power of d.

m = ed = mcd = m1 (modϕ(N)) = m (modN).

and now let’s look at the official, most common, version of the appearance of asymmetric cryptography.

4.1.2. Diffie-Hellman protocol. In 1976, the Americans Whitfield Diffie and Martin Hellman published
an article ”New directions in cryptography”[8] in the IEEE Transaction on Information Theory magazine,
in which they described an encryption scheme without exchanging a secret key over an open channel.
The main idea underlying the proposed protocol was the use of the discrete logarithm problem. That
is, the absence of an effective algorithm for calculating the number x with known prime number p, and
integers a and b.

a = bx (mod(p))

What is this protocol, published over 40 years ago and still effectively used in a huge number of practical
applications that provide a secure channel for any two devices that did not have any information about
each other before 0 to a friend and using a communication channel freely listened to by everyone to
develop a secret key.
The first step of the protocol is the choice by the parties in an open discussion of a pair of numbers: a
large prime number p and a b-primitive root of 1 modulo p. At the second step, each of the participants
in the protocol chooses their own secret number. Accordingly x, y.

1 < x < p− 1, 1 < y < p− 1.
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To exchange over an open, monitored channel, the participants calculate the numbers

a = bx (mod(p))

and

c = bx (mod(p))

respectively. After receiving these values, the participants in the protocol can calculate the shared pair
key K.

K = ay = cx = bxy (mod(p).) (4.2)

4.1.3. RSA encryption algorithm. In 1978, Ronald Rivest, Adi Shamir and Leonard Adleman
patented and published their algorithm, which was later called RSA [9]. In the same issue of the journal,
the famous mathematician and scientist Martin Gardner, with the consent of the authors of the algo-
rithm, published a mathematical problem called RSA-129. In the condition of the problem, he indicated
two numbers n and e-the public key and the cipher text. The length of the number n was 129 decimal
places, and the number e = 1007. A bonus of $100 was supposed to be awarded for deciphering the text.
The cipher was cracked after 17 years - about 600 people joined the network and with the efforts of 1600
computers in six months they were able to read the phrase in 1995:

”The Magic Words are Squesmish Ossifrage”

Main steps of the RSA algorithm Secret key selection and public key calculation:

Step 1. We choose large prime numbers p and q with a close number of digits and calculate N = pq.

Step 2. Calculate ϕ(N) = (p− 1)(q − 1).

Step 3. Randomly.
choose a number c coprime to ϕ(N).

Step 4. Using the extended Euclid algorithm, calculate the number d with

c.d ≡ 1 (modϕ(N).)

Definition 4.1 The number d is a secret key, as are the numbers p and q.

Definition 4.2 A pair (c,N) is a public key that is distributed openly. Encryption of messages using
the public key. The message can be any positive integer m not exceeding N . The public key is used for
encryption:

e = mc (mod(N).)

Decryption using a private key. We raise the number e to the power d and look for the remainder of the
number ed when divided by N . This will be m

ed = mcd ≡ m1+k.ϕ(n) ≡ m+ e.N ≡ m (mod(N).)

Remark 4.1 If the number N has 100 digits, then there are at least 4.1042 prime numbers that can
divide the number N . If the computer performs 1 million operations per second, then it will take about
1035 years to calculate ϕ(N).

Remark 4.2 The RSA algorithm used by Gardner for his contest used 64 and 65 digit primes.

Remark 4.3 Now for the algorithm, RSA uses 150-digit primes.
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4.2. El-Gamal algorithm

The main steps of the El-Gamal algorithm In 1985, in the journal IEEE Transactions on Information
Theorv [10], Taher El-Gamal proposed an encryption algorithm using the ideas of the Diffie-Hellman
protocol. Unlike previous authors, El-Gamal did not patent his scheme and, in many respects, it was
precisely because of this that it was used as the basis for national standards in most countries (Russia,
USA, Europe, etc.).
Secret key selection and public key calculation:

Step 1. We choose a large prime number p and q is a primitive root of unity modulo p.

Step 2. Randomly choose a number c, 1 < c < p− 1.

Step 3. Calculate b = qc (mod(pp)).

Definition 4.3 The number c is the secret key.

Definition 4.4 A triple of numbers (p, q, b) is a public key that is distributed openly.

”Encryption of messages using the public key”

The message can be any positive integer m not exceeding N . The encryption uses the public key and a
random number r, 1 < r < p− 1:

e = m.br (mod(p).)

Definition 4.5 An encrypted message is represented by a pair of numbers:

(e, f) ≡ (qr (mod(p)).)

Decryption using a private key. We raise the number f to the power c and get bz mod(p).

f c = qrc = qcr = br mod(p).

Using the extended Euclidean algorithm, we find the multiplicatively inverse of d to br modulo p.

d.br = 1 (mod (p).)

Now it remains to multiply the first of the pair of numbers presented in the encrypted message and we
will get the original message.

e.d ≡ t.br.d ≡ m.1 = m (mod (p).)

4.3. RSA electronic signature

Using the notation introduced earlier, we describe the stages of calculating an electronic signature and
its verification, assuming that for a message m the value of the hash function is equal to h and h < N.
Then the signature s is calculated as follows:

s = hd (mod (N).)

After calculating the electronic signature, the stored or transmitted information is a pair a message and
a signature (m, s). It is not difficult to see that the signature algorithm for RSA is the same as the
decryption algorithm and naturally requires a secret key.
In order to check the correctness of the electronic signature s, that is, to check whether the original
document t is not distorted and whether it is really signed by a specific person who has the public key
(c,N), you must perform the following steps:

• Calculate the hash function from the checked message ḿ, h́ = Hash(ḿ).

• Check whether the equality sc = h́mod (N) is satisfied.

Obviously, only the public key (c,N) is needed to perform these operations.
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4.4. Electronic signature of El-Gamal

The El-Gamal signature is implemented much more complicated and, most importantly, requires the
use of a random number, which, on the one hand, makes it difficult to calculate it, and on the other hand,
makes it more secure, since the same message signed by the same user will have a different signature each
time.
In the presence of a secret key c and a public key r(p, q, b), we also need a random positive integer r such
that 1 < r < p− 1 and the greatest common divisor rwp− 1 is equal to 1.
The electronic signature s for the message m, with the hash function h is calculated from the relation

h ≡ r.s+ f.s (mod (p− 1).)

Where
f = qr (mod(p).)

It is not difficult to see that here again it is necessary to find the multiplicative inverse to rmodulop− 1,
and this can be done only in the case when

(r, (p− 1)) = 1.

The signature in the El-Gamal system, as well as in encryption, is two numbers (s, f). Message ḿ,
signature (s, f) and the user’s public key are required to check the integrity of the message and ownership
of the signature. If there were no distortions, then there are

ḿ = m, h́ = Hash(ḿ) = Hash(m) = h

and the signature was computed by the user with the public key (p, q, b) and its corresponding private
key with then a comparison will be made

qh ≡ fs.bf ≡ qr.s.qc.f ≡ qr.s+c.f ≡ qh+e.(p−1) = qh (mod(p).)

4.5. Electronic signature on bilinear transformation

The method for creating an electronic signature, which will now be proposed, uses a simplified form
of pairing in the explicit reciprocity law obtained by C.B Vostokov in [2].
The set of integers coprime with p:

zp = {a ∈ Z|g.c.d. ap = 1}.

It is clear from the properties of coprime numbers that multiplication leaves numbers from (zp) in the
same set. LetN+ be the set of natural numbers with the operation of addition. Set the pairing

<,> p : Z(p)X = N+ → Z (mod(p))

< a, n > = ℓ(a)n (mod(p))

I(a) =
log ap−1

p

log(1 + x) = x− x2

2
+

x3

3
− · · · .

Definition 4.6 The number a is called the Wieferich number if

ap−1 ≡ 1 (mod(p2)).

Otherwise, the case will be called anti-wiferich.

Lemma 4.1 The pairing {, }p is bilinear, that is,

< ad, n > = < a, n >p + < b, n >p, for any a and b from zp;

< a, n+m > = < a, n >p + < a,m >p for any n and m from N+.

Moreover, this pairing is non-degenerate for an anti-Wieferich number a, i.e. for such a there exists n
from N+ such that h, then < a, n >p= 1 (mod p).
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Proof:

• Bilinearity in the second argument is obvious, and in the first argument it follows from the properties
of the logarithm.

• Non-degeneracy. Let a be an anti-Wieferich number. Then

ap−1 − p

p

L(a) =
log(ap−1)

p
=

log(1 + ap−1−1
p p)

p
=

ap−1

p p

p
−

(a
p−1

p p)2

2p
+ · = ap−1 − 1

p

not divisible by p. Then we can take as n such a number that the pairing < a, n >p becomes equal to
1mod (p).
Indeed, since the g.c.d l(a)p = 1
then there are integers x and y such that l(a)x+ py = 1 . Replacing, if necessary,x by x́ = x+ pk, and y
by ý = y − l(a)k, we obtain, for suitable k, that x́ is a natural number. 2

4.5.1. Signature generation. Alice is a confidant (arbiter). It chooses a large prime number p, an
antiwieferich number coprime with it a from and a natural number n from N such that the congruence.
Let x be a random number such that 1 < x < p and s be the solution to the congruence sx ≡ n (mod p).

Definition 4.7 The set (a, x, n) is a secret key.
Let M = {m1,m2, ·,mk} be information (message). In cryptography, a function is defined, called a

hash function, which is uniquely given by the information M . Let’s find the remainder when dividing
ahx by p2.

r = ahx (mod p2), 0 < r < p2

The signed message has the form Π = (M,Γ < s < h). The recipient Bob must check the signature, that
is, check the validity of the comparison.

rp−1 − 1

p
.s ≡ h (mod p.) (4.3)

that is, the remainder rp−1−1
p .s when divided by p must be equal to ha.

Lemma 4.2 If the signature is correct, then the comparison (4.3)is satisfied.

Proof: Let us calculate the pairing < r, s >p . We have

< r, s >p≡ l(r).s ≡
log(1 + rp−1−1

p )

p
.s =

rp−1 − 1

p
.s ≡ h (mod p)

Indeed, since r = ahx (mod p2), then

< r, s >p=< ahx, s >p≡ x < ah, s >p≡< ah, sx >p≡ h < a, n >p≡ h (mod p)

2

Lemma 4.3 Signature Π satisfies the requirements for a signature, that is 1. no one except Alice can
sign a message with her signature; 2. in the event of a conflict between Alice and Bob, they turn to third
parties, and the judge checks the authenticity of the signature after presenting him with numbers (a, x, n).

5. Conclusion

In this paper, cryptographic primitives of encryption and signature are considered using the basic
concepts of number theory. An electronic signature algorithm based on a bilinear transformation using
a simplified form of pairing in an explicit reciprocity law, described by C.B. Vostokov in work [2], where
the final solution of the 9th Hilbert problem.
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