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A Cryptographic Approach Using Partial Affine Bijective Mapping and Recursive Hill
Cipher

Sontay Manusha and Veladi Srinivas

ABSTRACT: This study introduces a hybrid encryption framework that integrates Partial Affine Bijective
Mapping with a Recursive Hill Cipher, employing modulo 27 arithmetic to encompass all 26 English alphabetic
characters along with the space symbol. In the proposed scheme, plaintext is initially converted into its numeric
representation through partial affine bijective mapping. Subsequently, encryption is performed using a Hill
Cipher, wherein the key matrix is recursively updated across successive rounds. This recursive key evolution
significantly strengthens the cryptographic system by expanding the effective key space, enhancing statistical
randomness, and mitigating susceptibility to classical cryptanalytic techniques such as frequency analysis and
bruteforce attack. In this paper, the proposed framework is further extended to modulo 37 arithmetic to
additionally incorporate numeric digits ( 0 — 9 ), thereby improving its applicability to alphanumeric data
without altering the core encryption structure.
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1. Introduction

In the digital age, secure communication is essential due to the widespread exchange of sensitive
information over open networks. [1] Classical cryptographic techniques such as affine and Hill ciphers
are mathematically efficient but suffer from inherent weaknesses, [2] including fixed key structures and
vulnerability to frequency analysis and known-plaintext attacks. [3]These limitations motivate the devel-
opment of enhanced encryption schemes that improve security while retaining computational simplicity.
[4] This paper presents a hybrid encryption framework that integrates Partial Affine Bijective Mapping
with a Recursive Hill Cipher. Plaintext is first converted into numerical form using partial affine bijective
mapping, introducing additional confusion before encryption. [5] The transformed data is then encrypted
using a Hill Cipher with a key matrix that is recursively updated across multiple rounds, [6] significantly
expanding the effective key space and improving resistance to brute-force and statistical attacks. The
scheme initially employs modulo 27 arithmetic to represent alphabetic characters and space. In the same
paper, the framework is extended to modulo 37 arithmetic to include numeric digits from 0 to 9 ,[7]
enhancing applicability to alphanumeric data.

2. Mathematical Background

Definition 2.1 Partial Affine Bijective Mapping is a cryptographic technique that applies a mathemat-
ical transformation to a part of the data, rearranging and substituting values in a one-to-one (bijective)
manner. ”"Affine” refers to a linear transformation combined with a constant shift, while ”bijective” en-
sures that every input maps to a unique output, making the process reversible for decryption. By applying
this mapping partially, only selected elements of the data are transformed, which increases security while
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keeping computational complexity low.

Example 2.1

Suppose we have a set of numbers representing characters S = {0,1,2,3,4,5,6}
We decide to apply a bijective mapping only to a part of the set, say {0,1,2,3}

Let’s define a bijective function for this part:

f(z)=(r+2) mod4 (2.1)
mapping applied to the partial set:
e 0—2
e 13
20
e 3—1

The remaining elements {4,5,6} are unchanged.
Result after partial mapping:{2,3,0,1,4,5,6}

Definition 2.2 The Recursive Hill Cipher is an enhanced version of the classical Hill cipher [8] in which
the key matriz evolves recursively for each round or block of encryption. Instead of using a fized key
matriz K for all plaintext blocks, a sequence of key matrices K1, Ko, K3, .. ..is generated [9] recursively
according to a defined relation.

Two common recursive formulations are:
Additive Recursion
KiJr] = Kz + I(m0d26)

Exponential Recursion

Kii1 = KZ(mod26)

In this form, each successive key matrix is obtained by squaring the previous key matrix (mod 26 ).
where T is the identity matrix. Here, the key matrix is updated by adding the identity matrix [10] at each

step. The encryption [11] process for the i'" plaintext block P; is then given by:

and decryption [12] uses the modular inverse of the corresponding key:

P, = K; ' - C;(mod26)

Encryption

Step 1: Convert the alphabetical Plain Text into numerical and divide numerical as a block of three and
name the it" block as P;.

Step 2: Pick the initial key K; a 3 by 3 invertible matrix under modulo 26.

Step 3: Define additive recursion K;; = K; + I(mod26) and find recursive key matrices.

Step 4: Cipher text C is obtained as C; = K; - P;(mod26).

Decryption

Step 1: Convert the obtained cipher text into numerical and divide numerical as a block of three and
name i*® block as C;.

Step 2: Now construct inverse of each K; in Zog.

Step 3: To each block apply the matrix multiplication P; = Ki_1 - C3(mod26). So the plain text is ob-
tained.

Example 2.2
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Table 1: table of alphabets

A[B|C[DIE |F |C
0 |1 [2 |3 |45 [6
H|T |J |K|L |M|N
7 |8 [9 [10]11] 1213
O|P|Q R[S |T]|U
1415 [ 16 | 17 | 18 | 19 | 20
VI IWI|X|Y |Z

21 | 22 | 23 | 24 | 25

The plaintext "SECRET” is divided into groups of three letters after converting each letter into its cor-
responding numerical value based on the provided table.

Encryption
Step 1: Convert the alphabetical Plain Text into numerical and divide numerical as a block of three and
name the i** block as P;.

S—-18 EF—-4 C-2 R-17 E—-4 T-19

18 17
P=| 4 P=| 4 (2.2)
2 19

Step 2: Pick the initial key K; a 3 by 3 invertible matrix under modulo 26.

K, =

(el Sl V]
==
= = O

Step 3: Define additive recursion K;11 = K; + I(mod26) and find recursive key matrices
Ky = Ky + I(mod26)

3 1 0
Ky=1]1 2 1
0 1 2
Step 4: Cipher text C' is obtained as C; = K, - P;(mod26)
2 1 0 18
Ci=|1 11 4 | (mod26) (2.3)
0 1 1 2
14
Cy =] 24 | (mod26) (2.4)
6
3 1 0 17
Co=1|1 2 1 4 | (mod26) (2.5)
0 1 2 19
3
Oy = | 18 | (mod26) (2.6)
16

Hence cipher text is obtained as 14 24 6 3 18 16
The receiver receives the code OYGDSQ.
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Decryption Step 1: Convert the obtained cipher text into numerical and divide numerical as a block of
three.

O-14 Y-24 G-6 D-3 S—-18 @—-16

BTE
Ci=1| 24 (2.7)
- 6 -
3]
Cy=| 18 (2.8)
L 16 -
Step 2: Now construct inverse of each K; in Zsg.
0 1 25
Ki'=|1 24 2
25 2 25
19 22 15
Ky'=1]22 12 7
15 7 23

Step 3: To each block apply the matrix multiplication P; = K 1.C;('mod 26) So the plain text is obtained.

P, = K;' - Cy(mod26)

0 1 257 [ 141 (18 ] (2.9)
P = 1 24 2 24 | (mod26) = | 4
25 2 25 || 6 | 2
Py = K5 ' - Oy(mod26)
(19 22 157 [ 3 ] (17 7 (2.10)
P=1|2 12 7 18 | (mod26) = | 4
| 15 7 23 || 16 | | 19

The required plain text is obtained by converting this numerical into plaintext as SECRET.

3. Proposed Algorithm

The proposed Cryptographic scheme consists of encryption and decryption. The detailed steps are
presented below.
Encryption
Step 1: Translate the plaintext letters into numbers using the mapping A — 0,B — 1,...,Z — 25 , and
space — 26. Group the resulting sequence into blocks of three and denote the i*" block by P;.
Step 2: Specify a partial affine mapping on Zsy.
Step 3: Apply this affine transformation to each component of the blocks produced in Step 1. The
transformed blocks will be written as P;.
Step 4: Choose an initial 3 by 3 matrix K; that is invertible over modulo 27.
Generate the remaining key matrices recursively by

K11 = K; + I(mod27)

where [ is the 3 x 3 identity matrix.
Step 5: Compute the ciphertext blocks using

C; = K; - P/(mod27)
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Decryption

Step 1: Convert the ciphertext characters back into their numerical equivalents and divide the sequence
into three-element blocks, naming the i*" block C;.

Step 2: Compute the modular inverse of every key matrix K; in Zo7.

Step 3: Recover the intermediate blocks by

P/ =K; ' Ci(mod27)
Step 4: Determine the inverse of the affine mapping used during encryption.
Step 5: Apply this inverse affine map to each Py’ to obtain the original plaintext blocks, and then convert

the numbers back into characters.
Example: Consider the plaintext "GO TO BED” convert this into numbers according to the given table

Table 2: table of alphabets and space

A|B|C|D|E |F G
O |1 |2 |3 |4 |5 6
H |1 J |K|L | M N
7 |8 |9 |10 11 | 12 13
O|P |Q|R|S |T U
14 |15 |16 | 17 | 18 | 19 20
V| W | X |Y |Z | space

21 122 |23 (124|25]| 26

Encryption

Step 1: Translate the plaintext letters into numbers using the mapping A — 0,B — 1,...,Z — 25
, and space — 26. Group the resulting sequence into blocks of three and denote the i*" block by P;.
G—6 O—14 space—26 T —-19 O—14 space—26 B—1 E—4 D—4

6 19 1
P=|14|Pp=|14]| P=]|14 (3.1)
26 26 3

Step 2: Specify a partial affine mapping on Zoy.

[ Bz +3(mod27) ifzeU(27)
flay={ 0 e (32)
Step 3: Apply this affine transformation to each component of the blocks produced in Step 1.

The transformed blocks will be written as P;.
6

For P, = | 14
26

f(6) = 6( since 6 ¢ U(27))
f(14) =5(14) + 3(mod27) = 73 mod 27 = 19 (3.3)
£(26) = 5(26) + 3(mod27) = 133 mod 27 = 25

6
Pl =119
25
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19
For P, = | 14
26
£(19) = 5(19) + 3(mod27) = 98 mod 27 = 17
f(14) = 5(14) + 3(mod27) = 73 mod 27 = 19 (3.4)
£(26) = 5(26) + 3(mod27) = 133 mod 27 = 25
17
Pj=1 19
25
1
For P;=| 4
3
f(1) =5(1) + 3(mod27) = 8
£(4) = 5(4) + 3(mod27) = 23 (3.5)
f(3) = 3( since 3 ¢ U(27))
8
Pj= 23
3

Step 4: Choose an initial 3 by 3 matrix K; that is invertible over modulo 27.
Generate the remaining key matrices recursively by

K1 = K; + I(mod27)

— N =
W = =

1
Take key matrix as K1 = | 1
1

K2 = Kl —+ I(m0d27)

C1 = K - P{(mod27)

11 177 6 7 [ 23 ] (3.6)
=11 2 1 19 | (mod27) = | 15

1 1 3 25 19

Cy = Ky - Py(mod27)

2 1 1] [ 17] [ 24 ] (3.7)
Co=|1 3 1 19 | (mod27) = | 18
1 1 4 25 1
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03 = K3 . Pé(mon?)

3 1 1 8 23 (3.8)
Cs3=1|1 4 1 23 | (mod27) = | 22
1 1 5 3 19
So the cipher text is now obtained as 23 15 19 24 18 1 23 22 19
Ciphertext is XPTYSBXWT.
Decryption
Step 1: Convert the ciphertext characters back into their numerical equivalents and divide the sequence
into three-element blocks, naming the it* block C;.
X-23 P-15 T—-19 Y-24 S—-18 B-—-1 X-23 W-22 T-19

23 24 23
Ci= |15 |[Cy= ]| 18 Cy=| 22 (3.9)
19 1 19
Step 2: Compute the modular inverse of every key matrix K; in Zo7.
[16 26 13 ]
Ki'=12 1 0
| 13 0 14 |
7 3 11]
Ky'=13 2 19
| 11 19 13 |
(2 1 21]
K;y'=| 1 10 14
| 21 14 4 |
Step 3: Recover the intermediate blocks by
P/ = K; ' C;(mod27)
P/ =K' C1(mod27)
16 26 13 23 1005 6 (3.10)
Pi=|26 1 0 15 | (mod27) = | 613 | (mod27)= | 19
13 0 14 19 565 25
Py =Ky ' - Oy(mod27)
7 3 11 ][ 24] [ 233 ] [ 17 ] (3.11)
Pi=|3 2 19 18 | (mod27) = | 127 | (mod27)= | 19
| 11 19 13 | | 1 | | 619 | 25
P, =K;"' - C3(mod27)
2 1 21 ][ 23] [ 467 | 8 (3.12)
Pi=1] 1 10 14 22 | (mod27) = | 509 | (mod27)= | 23
| 21 14 4 | | 19 | | 867 | 3
Step 4: Determine the inverse of the affine mapping used during encryption.
1, | 11(y — 3)(mod27) if y € U(27)
i ={ ) iy (313)
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Step 5: Apply this inverse affine map to each P! to obtain the original plaintext blocks, and then convert
6

the numbers back into characters. For P/ = | 19
25

f71(6) = 6( since 6 ¢ U(27))

6
F7H19) = 11(19 — 3) mod 27 = 176 mod 27 = 14 (3.14)
f7H(25) = 11(25 — 3) mod 27 = 242 mod 27 = 26
6
P=| 14
26
17
For Py = 19
25
F71(17) =11(17 — 3) mod 27 = 154 mod 27 = 19
F7119) = 11(19 — 3) mod 27 = 176 mod 27 = 14 (3.15)
F71(25) = 11(25 — 3) mod 27 = 242 mod 27 = 26
19
P=| 14
26
8
For Pj = | 23
3
f75(8) = 11(8 — 3) mod 27 = 55 mod 27 = 1
f71(23) = 11(23 — 3) mod 27 = 220 mod 27 = 4 (3.16)
F7H(3) = 3( since 3 ¢ U(27))
1
Ps=14
3

So the plaintext is obtained as 6 14 26 19 14 26 1 4 3
The plaintext is GO TO BED.

4. Extension for the Proposed Algorithm

To extend the plaintext symbol set and improve the algebraic structure of the cipher, we replace the
working ring Zso7. with the finite field Z37, where 37 is prime. This modification provides the following
benefits:

Prime-field arithmetic: Because 37 is prime, Zs7. forms a field in which every nonzero element has a
multiplicative inverse, ensuring stable and well-defined modular operations.

More invertible matrices:The prime modulus expands the space of invertible 3 x 3 times 3 x 3 matrices,
providing stronger key variability and improved security.

Expanded symbol set:With 37 residue classes available, the system can naturally encode all 26 letters,
the 10 digits ( 0 — 9 ), and the space character without collisions.

Reliable affine and matrix transformations:Working in a prime modulus eliminates the modular
singularities and degeneracies possible in composite moduli like 27 , ensuring consistent encryption and
decryption.

Example: Consider the plaintext "SECRET CODE1” convert this into numbers according to the given
table
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Table 3: Alphanumeric table

A|B|C|D]J|E |F G
0 1 2 |3 |4 |5 6
H | I J |K |L | M N
7 18 9 10 | 11 | 12 13
O|P |Q|R|S |T U
14|15 |16 | 17 | 18 | 19 20
V| W | X |Y |Z | space | 0
21 | 22|23 (24| 25| 26 27
1 ]2 3 |14 |5 |6 7
28 129303113233 34
8 |9

35 | 36

Encryption
Step 1: Translate the plaintext letters into numbers using the mapping A - 0,B — 1,...,Z — 25 | and
space — 26.0 — 27,....9 — 36 Group the resulting sequence into blocks of three and denote the 7*"
block by P;

S—18 E—-4 C—-2 R-17 E—4 T-19 space—26 C—-2 O-14 D—-3 E—-4 1-28

18 17 26 3
P=|4 |Pp=]|4 Ps=|2 |P=]|4 (4.1)
2 19 14 28

Step 2: Specify a partial affine mapping on Zsy.

f(x):{(?)x—I—S) mod 37 ifz € {0,1,...,19} “2)

T if x € {20,21,...,36}

Step 3: Apply this affine transformation to each component of the blocks produced in Step 1. The
transformed blocks will be written as P/.

18
For P, = | 4
2
F(18) =19
F(4) =17 (4.3)
f@)=1u
19
Pl= 17
11
17
For P, = | 4
19
16
Pi=|17
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26
For P = 2
14

3

Pi=| 11

7
3
For P, = 4
28

14

Pi=| 17

9

Step 4: Choose an initial 3 by 3 matrix K; that is invertible over modulo 37.
Generate the remaining key matrices recursively by

Ki+1 = Kl + I(mod37)

S N Ot
W >

1
Take key matrix as K1 = | 0
0

x
Il

Step 5: Compute the ciphertext blocks using

C1 = K; - P{(mod37)

15 6 19 170 22
=102 7 17 | (mod37) = | 111 | (mod37)=| 0 (4.4)
00 3 11 33 33
2 5 6 16 18
Co=1]0 3 7 17 | (mod37) = | 28 (4.5)
00 4 2 8
35 6 3 32
Cy=|0 4 7 11 | (mod37) = | 19 (4.6)
005 7 35
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45 6114 10
Ci=|0 5 7|17 | (mod37)=1| 0 (4.7)
00 6 9 17

So the cipher text is now obtained as 22 0 33 18 28 8 32 19 35 10 0O 17
Ciphertext is WAG6S1I5T8KAR.
Decryption
Step 1: Convert the ciphertext characters back into their numerical equivalents and divide the sequence
into three-element blocks, naming the i*" block C;.
W-22 A-0 6-33 1-28 -8 5-32 T-19 8-35 K—-10 A-0 R-17

22 18 ] 32 10
=10 Co=1|28] C3=|19| Ci=]| 0 (4.8)
33 8 35 17

Step 2: Compute the modular inverse of every key matrix K; in Zgz7.

Kl =

3
||H

[ 19 30 30 ]

25 15 23

1 16 10
19 5
0 0 25

0 25 21
0 0 28

0 28 20
0 0 15 |

28 9 17
Ki'=]0 15 1
0 0 31

Step 3: Recover the intermediate blocks by

P/ = K; ' Ci(mod37)

T T K2

P} = K;' - Cy(mod37)

1 16 10 22 19
Pl=|0 19 5 0 | (mod37)= | 17 (4.9)
0 0 25 33 11
Py =Ky ' Cy(mod37)
19 30 30 [ 18] [ 16 ]
Pp=1] 0 25 21 28 | (mod37) = | 17 (4.10)
| 0 0 28 || 8 | 2
Pj=K;' C3(mod37)
[ 25 15 23] [ 32 ] 3
P,=1| 0 28 20 19 | (mod37) = | 11 (4.11)
| 0 0 15 | | 35 | 7
Py = K; ' Cy(mod27)
[28 9 17 [ 10 ] [ 14 ]
Pi=| 0 15 1 0 | (mod37)=| 17 (4.12)
| 0 0 31|17 | 9
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Step 4: Determine the inverse of the affine mapping used during encryption.

(4.13)

[ Ty+5(mod37) ifye{0,1,...,19}
f (y){ Yy else

Step 5: Apply this inverse affine map to each P! to obtain the original plaintext blocks, and then convert
the numbers back into characters.

19
For P{ = | 17
11
f7t19) =18
T =4
i =2 (4.14)
18
P=1 4
2
[ 16 | [ 17 ]
ForPy= | 17 | P=| 4
| 2] | 19 ]
[ 3] [ 26 1
ForPy=| 11 | Py=| 2
L 7] | 14 ]
[ 14 ] [ 3 ]
ForP,= | 17 | Py=| 4
9 | 28 |

So the plaintext is obtained as 18 4 2 174 19 26 2 14 3 4 28
The plaintext is SECRET CODE1.

5. Conclusion

This paper presented a hybrid encryption framework that combines Partial Affine Bijective Mapping
with a Recursive Hill Cipher to enhance the security of classical cryptographic techniques. By applying
partial affine bijective mapping prior to encryption and employing a recursively evolving key matrix in
the Hill Cipher, the proposed scheme significantly expands the effective key space and improves resistance
to classical cryptanalytic attacks such as frequency analysis and brute-force attacks. The initial imple-
mentation using modulo 27 arithmetic supports alphabetic characters and space, while the extension
to modulo 37 arithmetic enables the inclusion of numeric digits from 0 to 9 without altering the core
encryption structure. This extension increases the practicality of the scheme for modern alphanumeric
data transmission. Overall, the proposed approach achieves improved randomness and security while
maintaining computational efficiency. Future work may explore further extensions to larger symbol sets,
integration with modern cryptographic primitives, and performance evaluation in real-time communica-
tion environments.
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