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A New Public Key Cryptosystem Based on Developed Diffie-Hellman Algorithm

Fatimah H. Albakaa and Hassan Rashed Yassein™*

ABSTRACT: Our current time is witnessing a very rapid development in the world of technology, which
leads to the ease of inventing scientific computers and the ease of decrypting text between parties. Because
of this remarkable development, we must increase the development of encryption methods and increase their
security. In this research, we will present a new method called FA Polynomial Diffie-Hellman and symbolizes
it FAp1y-DH, which is development of Diffie-Hellman of key exchange algorithm.
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1. Introduction

In 1976, Diffie and Hellman seminal work, new direction in cryptography depend on discrete logarithm
problem [4]. After that, many public key cryptosystems have been created such as, in 1978, Rivest et
al. proposed a new cryptosystem method is an implementation of a public key cryptosystem called RSA
cryptosystem [6]. In 1985, ElGamal, introduces a new digital signature scheme together with an imple-
mentation Diffie-Hellman key exchange that depends on the difficulty of computing discrete logarithm
problem. And is not yet proved that breaking the system is equivalent to computing discrete logarithm

[5]. In 2025, Albakaa et al. introduced FA-algebra FA = {)\ = Z;io ANt N, ..., Ay €F, U = 1} is a

new 15- dimension vector space and applied on a new cryptosystem called FATRU [2]. Abass in 2024
worked on developing Diffie-Hellman in two ways. The first way by increasing the number of private keys
chosen by both parties, and the second way was by replacing integers with polynomials belonging to ring
Zq [ﬂ/(zN —-1) [1]

2. Diffie-Hellman

Let p be a prime number and g an integer. The Diffie-Hellman Problem (DHP) is the problem of
computing the value of g (mod p) from the known values of g® (mod p) and g®(mod p) [4,3].

This common value is their exchanged key. The Diffie-Hellman key exchange algorithm is summarized
in Table 1:
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Table 1: Diffie Hellman key exchange
A trusted party chooses and publishes a (large) prime p and an integer g having
large Prime order in F

Alice Bob
Choose a secret integer a Choose a secret integer b
Compute A = ¢g* (mod p) Compute B = ¢° (mod p)
Public exchange of values
Alice sends A to Bob A
B Bob sends B to Alice
Compute the number B® (mod p) Compute the number A® (mod p)

The shared secret value is B* = (gb)a =g% = (ga)b = A’ (mod p)

3. FA Algebra

In this section, a new multidimensional F'A algebra is defined as follows:
Let F be a field with char(F) # 2, and

14
A= {Z)\iﬁip\m”w)\lél € F,7.9() = 1} .
=0

The operations addition (4), multiplication (*) and scalar multiplication (-) are defined as follows:

Suppose u,v € F'A such that u = E;io wi¥;, v = Zgio v;¥;, and a scalar o € F then,

14
u—i—V—ZuZﬂ +Zl/ﬂ9 fz (ui + Ki)Vs,
=0

14
UkV = Zu,ﬂ *Zuﬁ = Z (u;v;) 94,
1=0
and
14
(Z Uu; Z) = Z (aX;)V, respectively.
=0

Then (FA,+,-) is a vector space with a basis {1,91,79,...,914}.
Proposition 3.1. A vector space (FA,+,-, %) is an algebra.
Proof. Let u,v,w € FA and « € F such that,

14 14 14
u = E u; 0, v = E vy, w = E w;¥;
i=0 i=0 i=0
then

V+OJ Zuzﬁ * (Zyﬂg +sz z>
14
—Zuiﬁ * (Z v + w;) Z) Zul v + w;)Y
=0

14 14 14
= Z (uvituw;)9; = Z (u;vi) 9 + Z u;vi) 9
i=0 i=0 1=0

=UuU*xV+UuUx*xw.
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And
4 14
<U+V <Z 19 +ZVZ z)*zwﬂgz
1_ 14
= < (u; + v4) Z) Zwlﬁ = Z u; + ;) wi);
1=0
14 14 14
= Z ww; + viw;)d; = Z (usw;) 9; + Z (viw;) ¥
i=0 i=0 i=0
=U*W+UFw.
14
a- (uxv) = (Zuzﬂ *ZV’ z) =a- (Z(MW)@')
i=0
14 14
= Za()\iz/i)ﬁi = Z (aX) v = (a-u)*sv=ux(a V).
i=0 i=0
Therefore, F'A is an algebra. g

Proposition 3.2. Algebra (FA,+,-, %) is commutative and associative.

Proof. Let u,v and w € F A such that

14 14 14
u = E Uiﬁi, V= E Vﬂ%w = E Wﬂ%
=0 =0 =0
then

1. uxv = Z;io w; B; * Zilio v = Z;io (uv) ¥; = Zilio (viu;) ¥; = v * u. then F A is commutative.

2.

14 14 14
(uxv)*w= <Z w;9; * Zuﬂ?i) * Zwﬂ?i

14 14
= Z ;) Oy * Zwlﬂ = Z (uivy) wi) 9y = Z (u; (viwi)) 95
14 n 14 1224
= Zu 9, x Z (viw;) ¥; = Zuﬂ?i * (Z v;0; * Zwiﬁl)
i=0 i=0 i=0 i=0

zu*(v*w),

then F'A is associative.

Remark 3.3.
1. The identity element of FA algebra is 1+ + 2+ ...+ V14

2. The inverse of u = Z;io u; ¥ equal to ui_l = 22140 u; Y9, such that u; # 0 for all i=0,. .., 14.
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4. FA,,,-DH Cryptosystem

We have present the Diffie-Hellman algorithm in developer way, which is an insecure means of commu-
nication between two parties, the difficulty of which lies in finding the exponent of the discrete logarithm
problem. The algorithm was developed to increase the level of security when exchanging keys by replacing

integers with polynomials that fall within the algebra FA = {)\ = Zgio A Ny A € FY; = 1}.

4.1. Public Parameters

The FAp,,,-DH cryptosystem depends on parameters (N, p,q) where N is a prime number and p,q
are two coprime i.e. ged(p,q) = 1, and ¢ is much large than ¢. And it also depends on a sets f and g €
F A-algebra which are defined in Table 2:

Table 2: Sets definition of FA,,;,-DH cryptosystem
Symbol Definition
I {§o (z) + Z;io fi (x) p; € FA, the number of units is more
than the number of negative ones by one and the other value is zero.}.
{mo () + 3,2, m; () p; € FA, coefficients of m chosen
within the period (—P/2, P/2] }.

m

4.2. The FA ,;,-DH Phase

poly

The FApu,-DH public key cryptosystem can be summarized in Table 3:
When a trusted person selects and a truncated polynomial f(X) having large prime order in F'A-algebra
and a large prime q. When we choose a truncated polynomial f(X) of large prime order in the F'A algebra
and a large prime number q.

Table 3: Sets definition of FA,,;,-DH cryptosystem
First party Second party
Key Generation
Select a; such that 1 <a; < ¢—2
Select f(z) € F
Compute fi1(z) = % (mod p)
Send £ ()

Encryption

Choose m € 1M

Choose as, az such that

1<az,a3<qg—2

Compute Ao (x) = f(z)* (mod q)

Compute £3(z) = f(x)* (mod q)

Compute & (z) =m- (A1 (2)®) ~! + Phz(x)(mod q)
Send (& (x), s (x)) to first party

Decryption
Compute
& (x) - hia (1) = m + Phy (2) - iy ()% (mod g)
where,

& (z) k1 (2)™ =m (mod q)

5. Pseudocode

The pseudocode of key generation, encryption, and decryption of FA,,-DH show in Table 4:
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Table 4: Execution time of 7ry FA
Phases Input Compute Output

Key Generation P,q,§(x), and a; fhy(7) = §(z)™ (mod q) hiy ()

Encryption m, ag, and ag 3) & (z)=m- (/,L (.’L’)a2) _1 &(x)
+Phs(z)(mod q)
1) &) i (1)
Decryption &(x) 2) &(@) fiz (2)" = m m

6. Security Analysis

When exchanging keys between two parties, the hacker must break the private keys a;, as, and a3 to
access the message m. Since the method relies on polynomial Diffie-Hellman key exchange, the difficulty
lies in solving the discrete logarithm problem of polynomail. To compute the security for the keys must
solving discrete logarithm problem for

ki (x) = f(x)™ (mod q) and A3z(z) = §(z)™ (mod q) ,

and to compute the security for message must solving the discrete logarithm problem for As(z) =
f(2)* (mod q).

7. Conclusions

The FApoly-DH encryption scheme is proposed using the Diffie-Hellman polynomial algorithm, which
makes this encryption an important method in many applications that require the keys to be difficult to
be broken by hackers in the transmission medium of the transmitted data due to the use of polynomials
in the basis instead of numbers, which greatly increases the level of security compared to methods that
rely on Diffie-Hellman.
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