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Security Analysis of the Extended Grendel Permutation Over Z,,

Abdelkarim Lkoaiza and Seddik Abdelalim

ABSTRACT: We study the security of the extended grendel permutation defined over the ring Zpq, where
p =q =3 (mod 4). The construction combines an arithmetic S-box derived from the quadratic residue symbol
through the Chinese remainder theorem (CRT) based map Lyq, together with an MDS diffusion layer and
round constants. This work complements our previous paper [1], which focused on the construction itself, by
providing a systematic cryptographic analysis. Using the wide-trail strategy together with a decomposition
induced by the CRT, we derive bounds against linear and differential cryptanalysis, examine resistance to inte-
gral distinguishers, and study algebraic attacks, including interpolation and preimage attacks. We also outline
a polynomial-system modeling approach, supported by grébner basis techniques, to evaluate the complexity of
symbolic attacks related to the L4 layer. Our results indicate that no low-complexity classical distinguishers
arise in the considered attack models.
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1. Introduction

Hash functions based on the sponge construction, popularized by the Keccak family [8] and stan-

dardized through SHA-3, are today a central tool for data integrity, authentication, and blockchain
applications [15]. In this setting, the practical security of a sponge function essentially depends on the ro-
bustness of its internal permutation: it must behave like a random permutation, resist the main classical
distinguishers, and maintain good diffusion even in the presence of structured inputs.

2020 Mathematics Subject Classification: 94A60, 11T71.
Submitted March 25, 2026. Published June 22, 2026.

Typeset by 857/?4 style.
1 © Soc. Paran. de Mat.


www.spm.uem.br/bspm
http://dx.doi.org/10.5269/bspm.82996

2 LKOAIZA AND ABDELALIM

In our previous work, entitled An extended grendel approach applied to blockchain signature as an
alternative to Keccak permutation, we introduced an alternative arithmetic permutation inspired by SPN
(Substitution—Permutation Network) designs, replacing the usual binary components by operations over
the ring Z,q, where p and ¢ are two odd prime numbers. Nonlinearity is provided by an arithmetic
S-box built from the symbol L,,, which generalizes the use of quadratic symbols (Legendre/Jacobi) [4]
in a composite setting, while diffusion is obtained by an MDS layer and the injection of round constants.
This approach pursues a double objective: (i) to propose an “arithmetized” primitive, compatible with
proof-oriented cryptographic frameworks, and (ii) to offer a conceptual alternative to the Keccak model
while retaining the sponge structure (absorption, permutation, squeezing) [17].

The present article focuses on an indispensable step: the security analysis of this extended grendel
permutation over Z,,. More precisely, we evaluate its resistance against several families of classical
attacks on sponge/SPN-type permutations[5]. We first study linear and differential cryptanalysis by
combining the wide-trail argument with bounds on biases/probabilities at the S-box level, which yields
complexity estimates as a function of the number of rounds N and the arithmetic parameters. We then
examine the presence of integral distinguishers (zero-sum and propagation of substructures), adapting
known principles over finite fields to the case of Z,, via the CRT, which decomposes the study into
two components modulo p and modulo ¢. Finally, we address algebraic attacks, including interpolation
attacks, root-finding, and polynomial modeling, and we discuss the feasibility of grobner-basis attacks
by making explicit the system of equations induced by the rounds and by providing Macaulay-type
complexity bounds.

Our main contribution is therefore a structured, attack-centered evaluation, highlighting the resistance
mechanisms provided by (i) the arithmetic nonlinearity related to L,,, (i) MDS diffusion and the injection
of constants[7], and (iii) the CRT decomposition, which is crucial as soon as one reasons over a non-
integral ring. Beyond the bound results and the considered attack models, this study provides a reusable
methodological framework to analyze other arithmetic permutations defined over composite rings and
intended for sponge constructions.

The paper is organized as follows. Section 2 collects the preliminaries: notations, CRT, quadratic
residues, the definition of L,,, the S-box over Z,,, MDS diffusion and the description of the extended
grendel permutation, as well as a recall of the MELP/MEDP quantities used to bound correlations and
probabilities. Section 3 addresses linear and differential cryptanalysis. Section 4 is devoted to integral
attacks. Section 5 discusses algebraic attacks. Section 6 analyzes polynomial-system modeling and
grobner-basis attacks. Section 7 concludes and presents perspectives.

2. Preliminaries

2.1. Notations

We denote Z,, = Z/nZ and F, = Z/pZ (similarly F, = Z/qZ).
For a € Z,q, its reductions are denoted by a, := a mod p € F, and a4 := a mod ¢q € F,.
For a vector x € (Z,q)™, we write z, := z mod p € (F,)™ and z, := z mod g € (F,)™

Chinese remainder theorem

Let p and ¢ be two odd prime numbers, and fix integers u, v € Z such that

up + vqg = 1.
Define the CRT idempotents
ep 1= Vq € Zpq, €q = Up € Zpq.
Then
ep =1 (mod p), e, =0 (mod q), eg =0 (mod p), eg =1 (mod q),
and

ep+eq, =1
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Lemma 2.1 (CRT recombination) For any (a,,aq) € F, x Fy, the unique element a € Z,, satisfying
a=a, (modp), a=a, (mod q)
1s given by
a = apep + ageq € Zpg.
Likewise, for any x € (Zpq)™,
T = xpep + xqeq € (Zpg)™,

where the equality is understood componentwise.

Quadratic residues and the symbol L,,

We recall the legendre symbol

() . F, — {—1,0,1}.

p

In this work, for p,q = 3 (mod 4), we use a CRT-based representation that simultaneously encodes the
quadratic-residue information modulo p and modulo gq.

Definition 2.1 (The symbol L,,)
Let p and ¢ be odd primes such that p = ¢ = 3 (mod 4), and let u, v satisfy 2.1. For any a € Z,,
such that ged(a,pq) = 1, we define

a a
Lpg(a) == <pp> ep + (qq) eq € Zpy.

X one has

Lemma 2.2 For every a € Z,,,

Lp4(a) € Z;q.

Proof: Since a € ZX

g its reductions a, € F and a, € F; are nonzero. Hence

()t (3) e

so both CRT components of Ly, (a) are nonzero in F,, and F,. Therefore L,4(a) is invertible in Z,,. O

Remark 2.1 Definition 2.1 is equivalent to the case-based form: Ly,(a) =1 if a is a quadratic residue
modulo p and q, Ly,(a) = e, — ey (resp. eq — e,) if a is a residue modulo p but not modulo g (resp.
modulo g but not modulo p), and L,q(a) = —1 if a is a non-residue modulo p and q.

2.2. Arithmetic S-box on the unit group of Z,,

We construct a coordinate-wise substitution from L, on the set of invertible elements of Z,,.

Definition 2.2 (S-box S) Let p,q =3 (mod 4), and let d > 1 be such that ged(d, (p—1)(¢—1)) = 1.
We define the S-box
S:Zx, =72 by S(x)i=alLyy(a).
Remark 2.2 The condition gcd(d, (p—1)(¢g— 1)) = 1 implies that the power map = — 2% is a
permutation of Zy . Moreover, by lemma 2.2, L,,(x) € Z, for every x € Z,,. Hence S is well
defined on the unit group.
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MDS diffusion and CRT lifting

In the permutation, diffusion is performed separately modulo p and modulo ¢, and then recombined
through the CRT.

Definition 2.3 (CRT linear layer) Let M, € GL,,(F,) and M, € GL,,(F,). We define the linear
layer

by requiring that, for every x € (Zp,)™,
(M(z))p = Mp(zp), (M(x))q = Mq(2q).

The vector M (x) is then uniquely determined by CRT recombination, applied componentwise, as in Lemma
2.1.

Remark 2.3 If M, and M, are MDS matrices (with branch number m~+1), then each projection achieves
optimal diffusion. This is the standard assumption in wide-trail arguments.

Extended grendel round function

Let N > 1 be the number of rounds. The construction combines a coordinate-wise nonlinear layer
induced by S, a CRT-based linear diffusion layer, and the addition of round constants.

Definition 2.4 (Coordinate-wise nonlinear layer) For a state x = (zo,...,Zm—1) whose coordi-

nates belong to Z,, we define

Sl(@) = (S(x0),..., S(xm-1)) € (Z7)™.

Definition 2.5 (One round function) For a state x for which the coordinate-wise application Sl (x)
1s well defined, we define the i-th round function by

Round,(z) := M(S”(m)) + 4,
where M is the CRT linear layer from Definition 2.3 and C; € (Z,q)™ is the round-constant vector at
round 1.

Definition 2.6 (N-round transformation) The N-round transformation associated with the extended
grendel construction is defined by

T := Roundy_1 o --- o Roundy.

Remark 2.4 Strictly speaking, the nonlinear layer Sl is naturally defined on (Z;q)m, whereas the
CRT linear layer M acts on the full module (Z,,)™ . Therefore, the iterated transformation 7' is
formally defined on the set of states for which every intermediate round remains in the domain
of the nonlinear layer. In the present work, the security analysis is carried out under this natural
domain-of-definition restriction.

2.3. Sponge construction
We recall the sponge construction used to produce a hash function from a permutation.

Definition 2.7 (Sponge) Let b = r + ¢ be the state size, where r is the rate and ¢ is the capacity. The
internal state is initialized to the all-zero state. After padding, the input message is split into blocks of r
bits (or r symbols, depending on the encoding).

During the absorption phase, for each message block M;, we update the state by

state0..r — 1] < state[0..r — 1] & M, state < T'(state).
Then, during the squeezing phase, we iteratively output
Z < Z || state[0..r — 1], state < T'(state),

until the desired output length is reached.



SECURITY ANALYSIS OF THE EXTENDED GRENDEL PERMUTATION OVER Zp, 5

MELP/MEDP quantities (recall)

In the linear and differential analysis, we use the classical bounds based on the maximum linear
probability and the maximum differential probability at the S-box level, denoted by MELP and MEDP,
respectively. Closed-form expressions for the S-box S and for the symbol L, were established in [1] and
will be recalled when needed in the analysis sections.

3. Linear and Differential Cryptanalysis
In this section, we analyze the resistance of the extended grendel construction against linear and
differential cryptanalysis. We first derive bounds at the S-box level for the arithmetic map

S(x) = mdeq(x),

namely an upper bound on the maximum linear probability (MELP) and an upper bound on the maximum
differential probability (MEDP). We then extend these single-round estimates to N rounds by means of
a wide-trail argument under the standard independence assumption. This yields explicit upper bounds
on the success probabilities of linear and differential characteristics, together with the corresponding
data-complexity estimates.

Definition 3.1 (Maximum linear probability) Let f: Z), — Z,,. The maximum linear probability
of f is
MELP(f) := max Pr [az+bf(z) =]
a,bEZYy, C€EZpq T—Zpy

Remark 3.1 We recall that, in our previous work [1], the following bound was established for the S-box

f(@) = aLyg(z),  ged(d,(p—1)(g—1)) =1,

where p and q are odd primes such that p = q =3 (mod 4). Its mazimum linear probability satisfies

4d?
(p—1)(g—1)

Proposition 3.1 (Linear cryptanalysis) Let p,q be two prime numbers such that p = ¢ =3 (mod 4),
and let u,v € 7 satisfy

MELP(f) <

up +vq = 1.

Let S(z) = x¥Lyq(z) with ged(d, (p —1)(¢ — 1)) = 1.

Assume that the CRT linear layer satisfies the standard wide-trail diffusion hypothesis, and that the
contributions of distinct active two-round blocks can be treated independently.

Then, for any linear trail over N rounds,

br= (@ﬁc@n) T (@f{@n)u |

Proof: By the wide-trail argument, for any linear trail 7' over N rounds, there exist at least L%J disjoint
two-round blocks T, ..., T| n/2) such that each T}, crosses at least one nontrivial S layer. For each block,
4d?
Pr[T;] < MELPg = ——.
(p—1(g—1)

Under the independence assumption (wide-trail),

Lv/2] A2 [N/2]
Pr[T] = kl:[l Pr[T}] < ((;)1)((11)) .
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Finally,

) A2 ~v/2)
w5 (Goe )

Definition 3.2 (Maximum differential probability) Let f: Z) — Z,,. The mazimum differential
probability of f is defined by

MEDP(f) := max Pr [f(z+ Az) — f(z) = Ay],
ATEZ)S, AYEZpq 42

Remark 3.2 We recall that, in our previous work [1], the following bound was established for
f(@) = aLyg(w),  ged(d, (p—1)(g—1) =1,

where p and ¢ are odd primes such that p = ¢ = 3 (mod 4). Its maximum differential probability

satisfies
(4d — 2)?

(p—1)(g—1)

This result will be used in the sequel to derive round-level and multi-round differential bounds.

MEDP(f) =

Proposition 3.2 (Differential cryptanalysis) Let p,q be two prime numbers such that p = q = 3
(mod 4), and let u,v € Z satisfy up +vq = 1. Let S(x) = xLyq(x) with ged(d, (p —1)(¢— 1)) =1 and

(4d — 2)?

MEDPg = m

Then, for any differential characteristic over N rounds,

(4d — 2)? [5] . (4d—2)2 \~ [ 5]
Pr<<<p—1><q—1>> ’ le”((p—l)(q—n) :

Proof: By the wide-trail argument, for any differential characteristic T' over N rounds, there exist at

least L%J disjoint two-round blocks T1,...,T|n/2) such that each T} crosses at least one nontrivial S

layer. For each block,

_9)2
PI‘[Tk] S MEDPS = M
(p—1)(¢—1)
Under the independence assumption (wide-trail),
/2] _9)2 %]
Pr[T] = H Pr[T}] < ((40[2)) _
1 »-D(— 1

Finally,

| 1 (4d—22 L=
Qutit 2 By = (<p— (g~ 1)) :
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4. Integral Attacks

In this section, we analyze integral attacks [11] against the extended grendel permutation over Z,,.
The core idea is to sum the outputs of suitable polynomial functions over structured sets in order to
obtain exact cancellations (zero-sum properties) over fields of odd characteristic. We first recall a standard
lemma on polynomial sums over affine subspaces of ]Ff7 (with p odd), and then lift it via the CRT to derive
zero-sum relations modulo pg. We also establish an analogous statement for multiplicative subgroups.
Finally, we use these tools to obtain quantitative constraints on the minimal size of saturating sets when
a nontrivial pattern crosses an MDS diffusion layer, yielding explicit lower bounds on the number of
queries required by any saturation-type integral attack in our setting.

Remark 4.1 We recall the following result, established in our previous [18].

Let F}, be a finite field, let V' C F} be an affine subspace of dimension k, and let F : F}! — F), be a
polynomial function of total degree at most k(p — 1). Then

> F(v)=0.

veV

This result will be used in the sequel to derive integral properties over affine subspaces.

Proposition 4.1 (Integral pattern over Z,, via CRT) Let p and q be two odd prime numbers. Let
V, C (Fp)', Vg C (F,)" be two affine subspaces of dimensions k,, and kq, respectively, and define

Vi={x € (Zy)" :xmodp €V, rmodgqecV,}

Let F : (Zpy)' — Zpg, and let F, and F, denote its reductions modulo p and modulo q, respectively.
Assume that F, and Fy are polynomial functions satisfying:

deg(Fp) < kp(p— 1) and deg(Fy) < kq(q —1).

Then
Z F(v)=0 (mod pq).

veV

Proof: By Remark 4.1, applied over F}, and F}, the degree assumptions imply

Y Fyla)=0 inF, Y F,b)=0 inF,
a€Vy beVv,
Now, by CRT, the set V is in bijection with the product V}, x V;. Hence, reducing modulo p, we

obtain
> F(v) Y. Fla)=|Vyl Y Fpla)=0 (mod p).

veV (a,b)eVy xV, a€Vy

Similarly, reducing modulo ¢ gives

SN Fw)y = Y F) =V, Y F,(b)=0 (modq).

veV (a,b)eV, xVq beV,

Therefore,

Z F(v)=0 (mod p) and Z F(v)=0 (mod q).

veV veV
Since p and q are coprime, the CRT yields

Z F(v)=0 (mod pq).

veV
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Remark 4.2 (Integral patterns for subgroups) We recall the following result, established in our
previous [18]

Let I, be a finite field and let G C F)* be a (multiplicative) subgroup. Let F' : F, — F, be a
polynomial function such that deg(F') < |G|. Then

> Flg) 0)1G].
geG

Proposition 4.2 (CRT generalization over Z,,) Let p,q be two odd prime numbers and
let G C (Zpg)* be a (multiplicative) subgroup. Define

Gp::{gmodp:geG}CIF;, Gq::{gmodq:geG}CFqX.

Let F : Zpg — Zpq and denote by F,, and Fy its reductions modulo p and q. Assume that F), and Fy are
polynomial and satisfy
deg(Fp) < |Gyl and deg(Fy) < |Gyl

Then we have simultaneously
SCF@) = FO)G] (modp). Y. F(g)=F(0)|G] (mod )
geG geG

and in particular

> F(g) 0)|G|  (mod pg).

geG
Proof: Let m, : G — G}, be the natural reduction map modulo p, which is surjective by definition of G/.

Set K, := ker(m,) = {g € G : mp(g9) = 1}. Then |G| = |K,| |G,
Reducing modulo p and grouping terms by the fibers of 7,, we obtain

Y F(g)=) Fy(gmodp) (mod p)

geG geG
and hence
SFo= Y Y B0I= ] Y B0 o)
geq hed, geG hea,
Wp(g):h

By Remark 4.2, applied over F},, we have

> Fy (0)|Gp|  in F.
heGy
Therefore,
Y F(g) = [Ky| Fy(0) |G| = F,(0) |G| = F(0) |G| (mod p).

geG

The same argument modulo ¢ yields

> Flg 0)|G|] (mod g).

geG

Since p and ¢ are coprime, the CRT gives

> Flg) 0)|G|]  (mod pg).

geqG
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4.1. Integral patterns over F),

Remark 4.3 We recall the following field-level observation from [4]. Consider an SPN-type per-
mutation over F}" with a coordinate-wise S-box layer, addition of round constants, and an MDS
linear layer of branch number m + 1. If a nontrivial affine subspace V' C F"" supporting a zero-sum
pattern propagates across at least one diffusion layer without collapsing to a trivial pattern, then
its dimension must satisfy

2

Consequently, any saturation-type integral attack based on such a subspace requires at least

pl 73]

dim(V) > [m“w .

queries.

Remark 4.4 We also recall from [4] that multiplicative-subgroup patterns over F,¢ do not yield
long integral propagations through such SPN structures. More precisely, although a subgroup may
remain stable through the nonlinear layer in special cases, the affine part of the round function, in
particular the addition of round constants and the MDS diffusion, breaks the subgroup structure.
Hence subgroup-based zero-sum patterns do not propagate across more than a very limited number
of rounds.

4.2. CRT lifting of integral constraints

Proposition 4.3 Let p and q be two odd prime numbers, and let m > 1. Consider a round function
over (Z,q)™ whose reductions modulo p and modulo q define SPN-type transformations over FJ"and F",
respectively, each with an MDS diffusion layer of branch number m + 1.

Let V, C F" and Vy C FJ" be two projected patterns, and define

Vi={zx € (Zp,)™: zmodpeV,, xmodgqecV,}

Assume that both V), and Vy support nontrivial affine zero-sum patterns that propagate across at least one
diffusion layer without collapsing to a trivial pattern. Then

m+41

A N AT bl B

and therefore

7n+1"|

VI = [V, V] = (pa)! ™2

Proof: By Remark 4.3, any nontrivial affine zero-sum pattern over F;"" propagating through at least one
MDS diffusion layer must have dimension at least

=5

Hence "
v, > pl“ ]
By the same argument over F;™, we obtain
|Vq| Z ql’m;l‘|.

Finally, by CRT, the global pattern V is in bijection with the product V, x V;. Hence

m+l
V] = V| [Vl = (pg) 571,
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4.3. Consequence for the hash construction

Proposition 4.4 Under the assumptions of Proposition 4.3, any nontrivial affine zero-sum saturation-
type integral distinguisher compatible with the CRT structure of the construction requires at least

(pg) ="

queries.

Proof: Proposition 4.3. shows that any propagated nontrivial affine zero-sum pattern compatible with
the CRT projections must have cardinality at least

(pa)[ 371
Therefore, any saturation-type integral distinguisher based on such a pattern requires at least that
many chosen queries. O

5. Algebraic Attacks

In this section, we discuss algebraic attack strategies against the extended grendel construction over
Zypq. Owing to the CRT decomposition
Lpg ~F, x Fy,

algebraic questions over Z,, naturally split into two component problems over F,, and Fy.[3] Over Z,,,
algebraic analysis is naturally carried out through the CRT. Indeed, the ring isomorphism Z,, ~ IF,, x I,
induces, for any map f : (Zpq)™ — Zpq, two component maps

fp: (Fp)™ = Ty, fq: F)™ — Fy,

obtained by reduction modulo p and ¢. Consequently, an interpolation [19] or root-finding attack over
Z,q decomposes into two corresponding attacks modulo p and modulo g, followed by CRT recombination.
Throughout this section, we measure complexity in terms of oracle evaluations of f.

5.1. Field-level recalled facts

We recall the following standard observations on algebraic attacks from [4]. First, an interpolation attack
over a finite field is effective only when the attacked primitive admits a representation by a polynomial
of sufficiently low degree. By contrast, if the reduced coordinate functions already have maximal, or
near-maximal, degree in each variable, then exact interpolation requires a number of input-output pairs
comparable to the full size of the domain, and therefore does not provide a practical low-complexity
distinguisher.

We also recall that the classical GCD attack [4] is mainly relevant in keyed algebraic settings, where
the attacked primitive can be described by a bivariate polynomial

F(X,K),

with low degree in an unknown key variable K. In such a situation, two input-output pairs may yield
two polynomials in K whose common root reveals the secret key. This attack model is therefore specific
to primitives involving a hidden algebraic variable.

Finally, a root-finding, or preimage attack [4] may be formulated whenever one output coordinate
can be expressed as a univariate polynomial

f(x)
of the input. For a known output value y, the preimage problem then reduces to solving
flx)—y=0.

Its practical complexity depends on the degree of the resulting polynomial and on the algebraic modeling
assumptions. In particular, when auxiliary symbolic choices must be guessed in advance, the total
complexity acquires the corresponding multiplicative guessing factor.
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5.2. CRT lifting of algebraic attack constraints

Proposition 5.1 Let p and q be two odd prime numbers, and let m > 1. Let
[ (Zpg)™ = Zpg,
and let f, and f, denote its reductions modulo p and modulo q, respectively:
fp i (Fp)™ — Fp, fq: (F))™ — F.
Then the following statements hold.

(i) Interpolation. Assume that f, and f, are represented by reduced multivariate polynomials in m
variables, with partial degrees at most p — 1 and q — 1, respectively. Then exact interpolation of f
requires at least

Qint > max{p™,¢™}

oracle evaluations.

(i) Root-finding / preimage search. Lety € Z,,, and write
Yp 1=y mod p, Yq =y mod q.

Then solving
f(x) =y (mod pq)

is equivalent, via CRT, to solving simultaneously

fplzp) =yp over Fp, folzg) =yq over Fy.

Hence any preimage attack over Z,, decomposes into two component solving problems followed by
CRT recombination. If an algebraic model introduces T binary unknowns to be quessed in advance,
and if the corresponding solving costs after fixing these unknowns are C, and Cy, then a standard
guess-and-solve strategy has average complexity at least

Qroot = 27 - max{Cp, C,}.

(iii) GCD attack. The classical GCD attack applies only when the attacked primitive depends on an
unknown algebraic variable, typically a secret key. Therefore, in the present public-permutation
setting with no hidden key variable, this attack model does not apply.

Proof: (i) Over F),, the vector space of reduced multivariate polynomials in m variables with partial

degrees at most p — 1 has dimension
m

b,

with basis
{zi* - apm:0<a; <p-—1}.

Therefore, exact determination of f, requires at least p independent constraints, and hence at least
p™ evaluations. The same argument modulo ¢ gives the lower bound ¢™. Since one evaluation of f
simultaneously provides one value modulo p and one value modulo ¢, exact interpolation of f requires at
least

max{p™, ¢™}

queries.

(ii) By the CRT, the map
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is a bijection. Under this correspondence, the equation

f(z) =y (mod pq)

is equivalent to the pair of equations

fo(zp) = Yp, fo(zq) = yq-

Hence the preimage problem over Z,, decomposes into two solving problems over Fj, and Fy, followed
by CRT recombination. If the algebraic model contains 7" binary choices to be guessed in advance, then
a guess-and-solve strategy incurs an average multiplicative factor 27, and the total cost is dominated by
the more expensive of the two component solves. This yields

Qroot = 27 - max{Cp, Cy}.

(iii) The classical GCD attack requires a hidden algebraic variable, such as a secret key, appearing in
a low-degree bivariate model. Since no such unknown key variable is present here, this attack model is
not applicable. O

6. Grobner Basis Attacks

In this section, we investigate algebraic attacks based on grobner [9] bases against the extended grendel
permutation over Z,,. Such attacks model a target instance (preimage, collision, or distinguisher) as a
system of multivariate polynomial equations. Since Z,, is not a field, the analysis is naturally carried
out through the CRT, which reduces algebraic problems over Z,, to two corresponding systems over [,
and F,. We first show that the coordinate-wise CRT recombination induces two independent evolutions
modulo p and modulo ¢, yielding an immediate lower bound on the grobner-basis complexity. We then
consider the setting where the L,, symbols at S-box inputs are known, in which case the nonlinear
layer simplifies to monomial terms up to known scalars. This enables Macaulay /F4-F5-type complexity
estimates over each field and leads to an additional multiplicative factor under a guess-and-solve strategy
when the symbols must be guessed.

6.1. CRT Reduction and Modeling Framework

Proposition 6.1 (CRT reduction for a gréobner attack) Let p,q be two odd prime numbers and let
u,v € Z satisfy up +vq = 1. Consider one round of the extended grendel permutation on (Zpq)™ of the
following form:

(S-box) x v+ Sl(z), (diffusion) y = MSV(z), z = MySl(z),

followed by coordinate-wise CRT recombination

= (vQy+(w)z + C,
where My and My are matrices, C' is a round constant, and Sl acts coordinate-wise.
Then the reductions xp, := x mod p and x4 := = mod ¢ evolve according to two rounds over fields:

al, = My, Sl(z,) +Cp in (Fy)™, a2, = Moy SNz +Cy in (F)™,

where My, (resp. Mo ) is the reduction of My modulo p (resp. of My modulo q), and S,, Sy are the
reductions of the S-box.

In particular, for any instance of an algebraic attack (preimage, collision, distinguisher) modeled by a
system E over Zyq, solving E is equivalent to simultaneously solving the two reduced systems E, over F,
and E4 over Fy, followed by CRT recombination. Therefore, a grobner attack over Zy,q, has complexity at
least

CGB(qu) Z max{CGB(Fp), CGB(]Fq)}.
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Proof: Since vg =1 (mod p) and up =0 (mod p), reducing the recombination modulo p yields
z,=y+C (mod p).
Moreover, y = M, S!l(z) implies y mod p = Ml,pS,Ll (xp), hence
ah = M, Sl (x,) + Cp in (Fp)™.
Similarly, vg = 0 (mod ¢) and up =1 (mod ¢), so modulo ¢ we obtain
z,=z+C (mod gq),
and since z = M,S!l(x) we get z mod g = M27qS(‘II (z4), hence
Ty, = ngqSy (zg) +Cy in (F)™.

Finally, solving a polynomial system over Z,, is equivalent (via CRT) to solving its reductions modulo
p and modulo ¢ and recombining solutions coordinate-wise, which yields the stated complexity lower
bound. O

6.2. Grobner attack with known L,, symbols (CRT viewpoint)

Assume that, for the considered instance, the attacker knows (or has correctly guessed) the values
Lpq(z:,;) at the inputs of the S-boxes. Then each nonlinear term

S(z) = Zdeq(Z)

reduces to a known scalar multiple of 2%, and the associated polynomial modeling simplifies. Via the
CRT isomorphism Zy, ~ IF,, x Fy, the resulting system splits into two systems over [F,, and [F,.

Proposition 6.2 (Grobner bounds with known L,, symbols) Let p,q be odd primes withp = q =
3 (mod 4), and let f be an SPN-type permutation on (Zyy)™ with N rounds, whose nonlinear layer is
applied coordinate-wise as

S(z) = 2% Lyg () € Zp,.

Fiz an algebraic attack model (e.g., one-absorb/one-squeeze preimage) which, after specializing the known
inputs/outputs, leads to a system of n polynomial equations in n unknown state variables over Zy,.
Assume that all values Lyq(z; ;) at the S-box inputs occurring in the model are known.
Then the specialized system has total degree at most « (typically « = d), and its CRT reductions yield
two systems over fields,
E, CFp[X1,..., X,], E; CFy[Y1,...,Y,],

whose polynomials have the same degree bound c.
If the reduced systems behave as semi-reqular (generic) sequences, the degree of reqularity satisfies the
Macaulay bound

dreg S dyiae = 1+ Y (deg(p)) —1) < 1+n(a—1),
=1

and o standard F4/F5-type solving cost over each field is dominated by linear algebra at degree dyeg,

namely
n + dre @ n+ dre v
CGB(IFT,) ~ ( d g) y OGB(Fq) ~ ( d g> s
reg reg

for some linear-algebra exponent w € [2,3].
Consequently, solving over Zyq via CRT requires at least solving both reductions, and therefore

CGB(qu) z max{C’GB(]Fp), CGB(IFq)} (and typically ~ CGB(IFp) + CGB(Fq)).
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Finally, if the Lyq symbols are not given and must be guessed for t S-box inputs in the model, and
if they are modeled as independent uniform wvariables taking 4 possible values, then a guess-and-solve
strategy incurs an expected multiplicative factor 4%, i.e.,

Cep (Zpg) =~ 4" max{Cqp(F,), Cop(Fy)}-

Proof: Under the known-symbol assumption, for each S-box input z occurring in the specialized model,
the value Ly,(2) is a known constant in Z,,, so S(z) = z%L,,(z) becomes a monomial of degree d
multiplied by a known scalar. Since each round equation is affine in the output and linear in the S-box
layer, the specialized system consists of n equations of total degree at most « (typically o = d).

Because Z,, ~ F, x F,, the system over Z,, is equivalent to its two reductions modulo p and modulo
g, yielding the field systems E, and E,. Assuming semi-regular behavior, the degree of regularity is
(heuristically) upper-bounded by the Macaulay bound dypae < 1+ n(a — 1), and the dominant cost of
F4/F5-type methods is the linear algebra at degree dyes, with matrix dimension on the order of (”;ri:g),
hence the stated estimates. The lower bound for Cgp(Z,,) follows since one must solve both reductions
to reconstruct solutions via CRT.

If t symbols L,, must be guessed and each takes 4 values, a correct full guess occurs with probability
47t so the expected number of trials is 4%, which multiplies the expected cost by 4%. O

7. Conclusion

We studied the security of the extended grendel permutation over Z,, in the setting of a sponge
construction. Our analysis covers linear and differential attacks (via a wide-trail reasoning and local
MELP/MEDP bounds), integral attacks (adapted to the composite setting thanks to the CRT), as
well as algebraic and grobner-basis attacks (polynomial modeling and complexity discussion, with and
without knowledge of the L,, symbols). The obtained results provide explicit bounds as a function of
the parameters (p, q) and the number of rounds N, and indicate that increasing N rapidly decreases the
probability of observing distinguishable propagations. This study thus establishes a reusable evaluation
framework for arithmetic permutations over composite rings and prepares parameter selection and large-
scale experimental validations.
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